Florida Senate - 2000 CS for SB"s 1284, 1476, 1528 & 1616

By the Cormittee on Criminal Justice and Senators Geller
Lat val a and Saunders

307-1856B- 00

1 A bill to be entitled
2 An act relating to inproper activity over the
3 Internet; requiring that the Departnent of Law
4 Enf orcenent increase public awareness
5 concerning Internet safety; requiring the
6 departnent to devel op guidelines for using the
7 Internet; requiring the devel opnent of a
8 nmechanismto report crines through an |nternet
9 site; anending s. 501.203, F.S.; including
10 busi ness or conmercial entities within the
11 definition of the term"consuner" for purposes
12 of ch. 501, F.S.; amending s. 501.207, F.S.
13 aut hori zing an action on behalf of a
14 governnental entity for danages caused by a
15 violation of part Il of ch. 501, F.S.; anending
16 s. 501.2075, F.S.; providing for waiver of
17 civil penalties if restitution is made for
18 actual damages to a governnental entity;
19 repealing s. 501.2091, F.S., relating to an
20 aut hori zation for a stay of proceedi ngs pending
21 trial by a party to an action under part Il of
22 ch. 501, F.S.; anending s. 501.211, F.S.
23 providing for the recovery of actual danages on
24 the part of a person who suffers a loss as a
25 result of a violation of part Il of ch. 501
26 F.S.; anmending s. 501.212, F.S.; deleting an
27 exenption fromregul ati on under part Il of ch
28 501, F.S., for persons regul ated under | aws
29 adm ni stered by ot her agencies; anendi ng s.
30 847.001, F.S.; defining the term"child
31 por nogr aphy" for purposes of ch. 847, F.S.
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1 clarifying the definition of the term"sexua

2 conduct"; creating s. 847.0137, F.S.

3 prohi biting transmni ssions over the Internet of

4 por nography in specified circunstances;

5 providing penalties; creating s. 847.0139,

6 F.S.; providing inmunity fromcivil liability

7 for reporting child pornography; providing an

8 ef fective date.

9

10 WHEREAS, the Florida Information Service Technol ogy
11 | Devel opnent Task Force has determined and the Legislature

12 | finds that, although the Internet offers enornous positive
13 | opportunities for the citizens of this state, it also offers
14 | many opportunities for crimnal activity and victinization
15 | and

16 WHEREAS, conputer and Internet-related crine continues
17 | to escalate rapidly throughout our state, the nation, and the
18 | worl d, and

19 WHEREAS, al t hough many busi nesses and residents have
20 | becone aware of the potential dangers and are cautious in
21 | their use of the Internet, others, perhaps even a majority of
22 | Internet users, are unaware of the dangers of on-line crine or
23| are unaware of what they can do to prevent their becom ng
24 | victins of on-line crine, and
25 WHEREAS, the Legislature finds that the state should
26 | i nprove public awareness on how to safely use the Internet,
27 | and
28 VWHEREAS, the task force has al so recommended and t he
29 | Legislature finds that it is inportant to ensure that the
30| statutory protections provided for businesses and the public
31

2
CODING:WOrds st+ieken are deletions; words underlined are additions.




© 00 N o O W DN PP

W W NRNNNMNNNMNNNRRRRRRR PR B R
P O © 0 ~N O UO0BN WNIEREPRO O ONOD O M WN R O

r

569 ga Senate - 2000 CS for SB"s 1284, 1476, 1528 & 1616

i 56B- 00
agai nst fraud, child abuse, and crines continue into the new
worl d of electronic conmerce over the Internet, and

WHEREAS, it is of paranount inportance that the courts
of this state nmaintain jurisdiction over perpetrators of
Internet crinme in order to protect businesses and nenbers of
the public, and

WHEREAS, sellers of goods and services to busi nesses
and individuals in this state should be regulated in a uniform
manner, regardl ess of the method used to contact or deliver
goods or services to that business or individual, and

WHEREAS, a person's right to equal protection under the
laws of this state should not be dininished because the nmanner
of sales transaction has changed as a result of technol ogica
advances, and

WHEREAS, The Florida Information Service Technol ogy
Devel opnent Task Force, in finding that the Internet offers
many opportunities for crimnal activity and victimzation,
specifically addressed a subset of that crinmnal activity
relating to the transmi ssion, including Internet transni ssion
of adult and child pornography, and

WHEREAS, the task force, while it recognizes that such
transnission is a conplicated matter involving primarily First
Amendnent issues regardi ng adult pornography and
jurisdictional issues regarding child pornography,
nevert hel ess agreed with the statenent that internet
transni ssion of child pornography constitutes a crine and that
Florida has jurisdiction over any person inside or outside of
this state who has engaged in such transm ssion or knew or
shoul d have known that he or she was transmitting pornography
toamnor inthis state, and

3
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1 WHEREAS, the task force also agreed with the statenent
2| that any person in this state who transmits child pornography
3| to anyone inside or outside of this state conmits a crine and
4| that Florida has jurisdiction over such person, and

5 WHEREAS, the task force also agreed with the statenent
6 | that any person outside this state who transnits child

7 | pornography to any person inside this state or who knows or

8 | should know that he or she is doing so comrits a crine and

9| that Florida has jurisdiction over such person, and

10 WHEREAS, the task force, while recognizing that such
11| transmission is a difficult issue to resolve, as many

12 | considerations are involved, prinmarily First Arendnent issues
13 | regardi ng adult pornography and jurisdictional issues

14 | regardi ng child pornography, neverthel ess agreed with the

15| statenent that a crine is conmmtted, and Flori da has

16 | jurisdiction over any person in or outside of this state who
17 | knew or shoul d have known that he or she was transmitting any
18 | type of pornography to a nminor in this state, and

19 WHEREAS, the task force also agreed with the statenent
20| that a crine is conmitted, and Florida has jurisdiction over
21| any person in this state who transmts child pornography to
22 | anyone in or outside of this state, and
23 WHEREAS, the task force also agreed with the statenent
24 | that a crinme is conmitted, and Florida has jurisdiction over
25| any person outside this state who knew or shoul d have known
26 | that he or she was transmitting child pornography to anyone in
27| this state, and
28 WHEREAS, the Legislature also agrees with these
29 | statenments and finds that these statenents should extend to
30| instances in which a person transnits child pornography to
31 | soneone whom he believes to be a mnor but who is actually a
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| aw enforcenent officer engaged in an investigation or
operation in accordance with the laws of this state, which is
al ready statutorily authorized in relation to conputer
solicitation offenses against mnors, and

WHEREAS, the Legislature finds that the First Amendnent
shoul d not be violated by transmni ssion by any neans of
por nography of any kind to a nmnor and transm ssion of child
por nography to any person, and

WHEREAS, the Legislature finds that the prohibition of
the acts or conduct reflected by the various statenents agreed
upon by the task force and the Legislature can be acconplished
by anending the laws of this state, and

WHEREAS, the Legislature finds that the laws of this
state can be anended to address jurisdictional concerns
regardi ng child pornography, as those concerns have already
been addressed by the Legislature regardi ng conputer
solicitation offenses against mnors, and

VWHEREAS, the task force al so recomended t hat
| egi sl ati on be enacted which would not require anyone to
report pornography, including child pornography, but which
would grant civil inmunity fromlawsuits to any person who
reports to appropriate | aw enforcenent agents what the person
reasonably believes to be child pornography, and

WHEREAS, the Legislature finds this reconmendati on nmay
| ead to the apprehension of persons conveying by any neans
chil d pornography but protects persons from possible arrest
based on unsubstantiated or fal se accusations or statenents or
t he subnission of falsified evidence by the person reporting
t he presence of child pornography, and

WHEREAS, the Legislature finds that the laws of this
state can be anended to grant civil inmmnity to any persons
5
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1| who report what they reasonably believe to be child

2 | pornography to appropriate | aw enforcenent agents, including
3|limunity fromcivil liability for a person who furnishes a

4 | copy of a photograph or other evidence to | aw enforcenent

5| agents of what the person reasonably believes to be child

6 | pornography, NOW THEREFORE

7

8| Be It Enacted by the Legislature of the State of Florida:

9

10 Section 1. Public awareness canpai gn on | nternet

11| safety. --

12 (1) The Conputer Crine Center within the Departnent of
13 | Law Enforcenent shall coordi nate the devel opnent of a

14 | conprehensi ve public awareness canpaign on Internet safety.
15| This effort should include a partnership with the Attorney
16 | General and the Departnment of Education, as well as other

17 | agenci es and organi zati ons as necessary. At a mninum the
18 | canpai gn nust include the devel opnent of guidelines for the
19 | safe and secure use of the Internet, including the best ways
20| to prevent users frombeconmng victins of Internet crine.
21 | These should also include detail ed guidelines for parents to
22 | consider for protecting their children fromon-line encounters
23 | with nol esters, pedophiles, and other crininal elenents.
24 (2) In addition, the public awareness canpai gn nust
25| i ncl ude the devel opnent of a nechanismto report |nternet
26 | crines through the public Internet site of the Departnment of
27 | Law Enforcenment. Because of the need to establish a sinple
28 | nethod for reporting Internet crines to | aw enforcenent
29 | agencies, the Departnent of Law Enforcenent shall work in
30 | cooperation with local |aw enforcenent agencies in
31| investigating and prosecuting Internet crinmes.
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1 Section 2. Subsection (7) of section 501.203, Florida
2| Statutes, is anended to read:

3 501.203 Definitions.--As used in this chapter, unless
4] the context otherwi se requires, the term

5 (7) "Consuner" neans an individual; child, by and

6 | through its parent or |egal guardi an; business;firm

7 | association; joint venture; partnership; estate; trust;

8 | business trust; syndicate; fiduciary; corporation; any

9| comercial entity, however denom nated; or any other group or
10 | conbi nati on.

11 Section 3. Subsections (1), (3), and (6) of section
12 | 501. 207, Florida Statutes, are anended to read:

13 501. 207 Renedies of enforcing authority.--

14 (1) The enforcing authority nmay bring:

15 (a) An action to obtain a declaratory judgnent that an
16 | act or practice violates this part.

17 (b) An action to enjoin any person who has viol at ed
18| is violating, or is otherwise likely to violate, this part.

19 (c) An action on behalf of one or nore consuners or
20 | governnental entities for the actual danages caused by an act
21| or practice in violation of this part. However, #e danmages
22 | are not shatH—be recoverabl e under this section against a
23 | retailer who has in good faith engaged in the dissem nation of
24 | clainms of a manufacturer or whol esal er w thout actua
25| knowl edge that it violated this part.
26 (3) Upon notion of the enforcing authority or any
27 | interested party in any action brought under subsection (1),
28 | the court nmay nake appropriate orders, including, but not
29 | limted to, appointnent of a master or receiver or
30 | sequestration or freezing of assets, to reinburse consumers or
31| governnental entities found to have been danaged; to carry out

7
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a transaction in accordance with the eonsurers—Teasonabl e
expectations of consuners or governnental entities; to strike

or limt the application of clauses of contracts to avoid an
unconscionabl e result; to order any defendant to divest
hersel f or hinself of any interest in any enterprise,
including real estate; to inpose reasonable restrictions upon
the future activities of any defendant to i npede her or him
fromengaging in or establishing the sane type of endeavor; to
order the dissolution or reorgani zation of any enterprise; or
to grant other appropriate relief. The court nmay assess the
expenses of a nmaster or receiver against a person who has
violated, is violating, or is otherwise likely to violate this
part. Any injunctive order, whether tenporary or pernmanent,
i ssued by the court shall be effective throughout the state
unl ess ot herwi se provided in the order

(6) The enforcing authority nmay termnate an
i nvestigation or an action upon acceptance of a person's
written assurance of voluntary conpliance with this part.
Acceptance of an assurance nmay be conditioned on a conm tnent
to reinburse consuners or governnental entities, nake

contributions, pay civil penalties, pay attorney's fees and
costs, or take other appropriate corrective action. An
assurance is not evidence of a prior violation of this part.
However, unless an assurance has been resci nded by agreenent
of the parties or voided by a court for good cause, subsequent
failure to conply with the terns of an assurance is prina
facie evidence of a violation of this part. Ne Such assurance
is not shat—aet—as a limtation upon any action or renedy
avail able to a person aggrieved by a violation of this part.

Section 4. Section 501.2075, Florida Statutes, is
amended to read:

8

CODING:Words st+ieken are deletions; words underlined are additions.




gégr ga Senate - 2000 CS for SB"s 1284, 1476, 1528 & 1616

i
1856B- 00

1 501. 2075 Civil penalty.--Except as provided in s.

2| 501. 2077, any person, firm corporation, association, or

3| entity, or any agent or enployee of the foregoing, who is

4| willfully using, or has willfully used, a nethod, act, or

5| practice declared unlawful under s. 501.204, or who is

6| willfully violating any of the rules of the departnent adopted
7 | promutgated under this part, is liable for a civil penalty of
8| not nore than $10,000 for each such violation. WIIful

9| violations occur when the person knew or shoul d have known

10| that his or her conduct was unfair or deceptive or prohibited
11| by rule. This civil penalty nay be recovered in any action
12 | brought under this part by the enforcing authority; or the

13 | enforcing authority may terninate any investigation or action
14 | upon agreenent by the person, firm corporation, association
15 ) or entity, or the agent or enployee of the foregoing, to pay a
16 | stipulated civil penalty. The departnent or the court nmay

17 | wai ve any such civil penalty if the person, firm corporation
18 | association, or entity, or the agent or enployee of the

19 | foregoi ng, has previously made full restitution or

20 | rei nbursement or has paid actual damages to the consumers or
21 | governnental entities who have been injured by the unl awful
22 | act or practice or rule violation. |If civil penalties are

23 | assessed in any litigation, the enforcing authority is

24 | entitled to reasonable attorney's fees and costs. A civil

25| penalty so collected shall accrue to the state and shall be
26 | deposited as received into the General Revenue Fund

27 | unal | ocat ed.

28 Section 5. Section 501.2091, Florida Statutes, is

29 | repeal ed

30 Section 6. Subsection (2) of section 501.211, Florida
31| Statutes, is anended to read:

9
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501.211 Oher individual renedies.--

(2) In any itnthividuat action brought by a person
consturrer- who has suffered a loss as a result of a violation of
this part, such person eensufer nay recover actual danages,
plus attorney's fees and court costs as provided in s.

501. 2105. -However, ne danages, fees, or costs are not shat-
be recoverabl e under this section against a retailer who has,
in good faith, engaged in the dissenination of clains of a
manuf act urer or whol esal er wi thout actual know edge that it
violated this part.

Section 7. Subsection (4) of section 501.212, Florida
Statutes, is anended to read:

501.212 Application.--This part does not apply to:

(4) Any persen—or activity regul ated under | aws
admi ni stered by the Departnent of |nsurance or the Florida
Publ i c Service Conmi ssion or banks and savi ngs and | oan
associ ati ons regul ated by the Departnent of Banking and
Fi nance or banks or savings and | oan associ ations regul ated by
f ederal agenci es.

Section 8. Section 847.001, Florida Statutes, is
amended to read:

847.001 Definitions.--Wen used in this chapter
(1) "Child pornography" neans any i nage depicting, or

intending to depict, a mnor engaged in sexual conduct.

(2) 1)y "Conputer” means an el ectronic, magnetic,
optical, electrochem cal, or other high-speed data processing
device performing logical, arithnetic, or storage functions
and i ncludes any data storage facility or comrunications
facility directly related to or operating in conjunction with
such device. The termal so includes: any on-1line service,
Internet service, or local bulletin board; any electronic

10
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storage device, including a fl oppy disk or other nagnetic
storage device; or any conpact disc that has read-only nenory
and the capacity to store audio, video, or witten materials.

(3)t2) "Deviate sexual intercourse" means sexua
conduct between persons not nmarried to each other consisting
of contact between the penis and the anus, the nouth and the
penis, or the nouth and the vul va.

(4)3) "Harnful to minors" means that quality of any
description, exhibition, presentation, or representation, in
what ever form of nudity, sexual conduct, or sexual excitenment
when it:

(a) Predoninantly appeals to the prurient, shaneful
or norbid interest of mnors;

(b) |Is patently offensive to prevailing standards in
the adult community as a whole with respect to what is
suitable material for mnors; and

(c) Taken as a whole, is without serious literary,
artistic, political, or scientific value for mnors.

A nother's breastfeeding of her baby is not under any
circunstance "harnful to minors."

(5) 4 "Mnor" means any person under the age of 18
years.

(6) £5); "Nudity" neans the showing of the human nal e or
femal e genitals, pubic area, or buttocks with | ess than a
fully opaque covering; or the showi ng of the femal e breast
with less than a fully opaque covering of any portion thereof
bel ow the top of the nipple; or the depiction of covered male
genitals in a discernibly turgid state. A nother's
breast f eedi ng of her baby does not under any circunstance

11
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constitute "nudity," irrespective of whether or not the nipple

is covered during or incidental to feeding.
(7)t6) "Person" includes individuals, firns,
associ ati ons, corporations, and all other groups and
conbi nati ons.
(8) 7 "oscene" neans the status of material which
(a) The average person, applying contenporary
communi ty standards, would find, taken as a whole, appeals to
the prurient interest;
(b) Depicts or describes, in a patently offensive way,
sexual conduct as specifically defined herein; and
(c) Taken as a whole, lacks serious literary,
artistic, political, or scientific val ue.

A nother's breastfeeding of her baby is not under any
ci rcunst ance "obscene."

(9) £8) "Sadonmmsochi stic abuse" neans flagellation or
torture by or upon a person or aninmal, or the condition of
being fettered, bound, or otherw se physically restrained, for
t he purpose of deriving sexual satisfaction, or satisfaction
brought about as a result of sadistic violence, from
inflicting harmon another or receiving such harm onesel f.

(10) (9 "Sexual battery" neans oral, anal, or vagina
penetration by, or union with, the sexual organ of another or
the anal or vagi nal penetration of another by any other
obj ect; however, "sexual battery" does not include an act done
for a bona fide nedical purpose.

(11) £36) "Sexual bestiality" neans any sexual act
bet ween a person and an ani mal involving the sex organ of the
one and the nouth, anus, or vagina of the other

12
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1 (12) - "Sexual conduct" neans actual or sinulated

2 | sexual intercourse, deviate sexual intercourse, sexua

3| bestiality, masturbation, or sadomasochi stic abuse; actual

4| lewd exhibition of the genitals; actual physical contact with
5] a person's clothed or unclothed genitals, pubic area,

6 | buttocks, or, if such personis a female, breast with the
7]intent to arouse or gratify the sexual desire of either party;
8 | or any act or conduct which constitutes sexual battery or

9| sinmulates that sexual battery is being or will be commtted.
10| A nother's breastfeeding of her baby does not under any

11 | circumstance constitute "sexual conduct."

12 (13) (32) "Sexual excitenment" neans the condition of

13| the human nmale or female genitals when in a state of sexua

14 | stimul ation or arousal.

15 (14) (33) "Sinul ated” neans the explicit depiction of

16 | conduct described in subsection(12)*t)jwhich creates the

17 | appearance of such conduct and which exhi bits any uncovered
18 | portion of the breasts, genitals, or buttocks.

19 Section 9. Section 847.0137, Florida Statutes, is
20| created to read:
21 847.0137 Transm ssion of pornography by neans of the
22 | Internet prohibited; penalties.--
23 (1) For purposes of this section, the term"m nor"
24 | neans any person less than 18 years of age.
25 (2) Notwithstanding ss. 847.012 and 847.0133, any
26 | person in this state who:
27 (a) Transnits, by neans of the Internet, child
28 | por nography, as defined in s. 847.001, to another person in
29 | this state or in another jurisdiction; or
30 (b) Under the circunstances, knew or shoul d have known
31| that he or she was transmitting, by neans of the Internet, an

13
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1| inmage harnful to minors, as defined in s. 847.001, to a minor
2| or a person believed to be a minor, inthis state

3

4| conmits a felony of the third degree, punishable as provided
5]lins. 775.082, s. 775.083, or s. 775.084.

6 (3) Notwithstanding ss. 847.012 and 847.0133, any

7| person in any jurisdiction other than this state who:

8 (a) Under the circunstances, knew or shoul d have known
9| that he or she was transnitting, by neans of the Internet,

10 | child pornography, as defined in s. 847.001, to any person in
11| this state; or

12 (b) Under the circunstances, knew or shoul d have known
13| that he or she was transmitting, by neans of the Internet, an
14 | image harnful to minors, as defined in s. 847.001, to a ninor
15 ) or a person believed to be a ninor, in this state

16

17 | conmits a felony of the third degree, punishable as provided
18| in s. 775.082, s. 775.083, or s. 775.084.

19 (4) This section shall not be construed to prohibit
20 | prosecution of a person in this state or another jurisdiction
21| for a violation of any law of this state, including a | aw
22 | providing for greater penalties than prescribed in this
23 | section, for the transnission, by neans of the Internet, of an
24 | image harnful to minors, or child pornography, as defined in
25| s. 847.001, to any person in this state.
26 (5) A person is subject to prosecution in this state
27 | pursuant to chapter 910 for any act or conduct proscribed by
28 | this section, including a person in a jurisdiction other than
29| this state, if the act or conduct violates paragraph (3)(a) or
30 | paragraph (3)(b).
31

14
CODING:Words st+ieken are deletions; words underlined are additions.




gégr ga Senate - 2000 CS for SB"s 1284, 1476, 1528 & 1616

i
1856B- 00

1 Section 10. Section 847.0139, Florida Statutes, is

2| created to read

3 847.0139 Immnity fromcivil liability for reporting
4| child pornography.--Any person who reports to a | aw

5| enforcenent officer what the person reasonably believes to be
6| child pornography as defined in s. 847.001(1) nay not be held
7] civilly liable for reporting such information. For purposes of
8| this section, reporting child pornography to a | aw enforcenent
9| officer may include furnishing the officer with a copy of a
10 | phot ograph or other evidence of what the person reasonably

11| believes to be child pornography.

12 Section 11. This act shall take effect July 1, 2000.
13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31
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1 STATEMENT OF SUBSTANTI AL CHANGES CONTAI NED I N
( TTEE SUBSTI TUTE FOR
2 Senate Bill's 1284, 1476, 1528 & 1616
3
4] - Requires that the Conmputer Crine Center within the
Fl orida Departnment of Law Enforcenent FFDLE) coordi nate
5 t he devel opnent of a conprehensive public awareness
5 canpai gn on Internet safety.
- Mandates, at a nininum that the canpaign include the
7 devel opnent of guidelines for the safe and secure use of
the Internet, including the best neans to prevent users
8 frombeconing the victinms of on-line crine.
9] - Requi res that the canpaign include the devel opnent of a
nmechanismto report Internet crinmes _through FDLE s
10 public Internet site, and requires FDLE t0 work in
cooperation with |ocal |aw enforcenent agencies in
11 i nvestigating and prosecuting |Internet crines.
12 | - Clarifies the definition of consuner in the Florida
Deceptive and Unfair Trade Practices. Act includes
13 busi hesses and that all types of businesses may seek
14 their own relief under this act.
- Ensures that governnmental entities are Protected by the
15 Fl orida Deceptive and Unfair Trade Practices Act.
16 | - Repeal s s. 501.211, F.S., a venue section in the Florida
17 Deceptive and Unfair Trade Practices Act.
- Clarifies that the Florida Deceptive and Unfair Trade
18 Practices Act aeglles t o businesses regul ated by the
19 Public Service mm ssi on
- Defines "child pornography" as "any inage depicting, or
20 intending to depict, a mhor engaged i n sexual conduct."
21| - éngnds the definition of "sexual conduct” in s. 847.001
95 . S.
- Prohibits certain Internet transmn ssions of materi al
23 harmful to mnors to a mnor in this state, or a person
o4 believed to be a mnor in this state.
- Prohibits Internet transm ssions of child pornography
25 into or out of this state.
26| - Defines "mnor" for the purpose of the new of fenses.
27| - Provi des that the new section creating these new ]
of fenses shall not be construed to ﬂroh!blt prosecution
28 of a person in this state or any other jurisdiction for
a violation of any law of this State, including a | aw
29 providing for greater penalties than prescribed in this
new section for the transm ssion, by neans of the
30 Internet, of an inage harnful to mnors or child
31 por nogr aphy.

- Provi des that a person ii6subject to prosecution in this
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