Florida Senate - 2001 CS for SB 180

By the Cormittee on Crimnal Justice and Senator Silver

307-1701-01
1 Abill to be entitled
2 An act relating to conputer crines; providing a
3 short title; providing legislative intent and
4 findings; providing definitions; prohibiting
5 specified activities that, if perforned
6 knowi ngly and wi thout perm ssion, constitute
7 the of fense of conputer interference;
8 speci fying penalties to be inposed for the
9 of fense of conputer interference; authorizing
10 an action for conpensatory damages agai nst a
11 person convicted of the offense of conputer
12 interference; providing for an award of
13 attorney's fees to the prevailing party;
14 requiring colleges and universities to include
15 conputer-related crine as a violation of rules
16 gover ni ng student conduct; providing for
17 di sci plinary sanctions; providing that property
18 used in connection with an offense of conputer
19 interference is subject to forfeiture under the
20 Fl ori da Contraband Forfeiture Act; providing
21 ci rcunst ances under which a person nay be
22 convicted under the act in nmultiple
23 jurisdictions; providing an effective date.
24
25| Be It Enacted by the Legislature of the State of Florida:
26
27 Section 1. Protection agai nst conputer crines.--
28 (1) SHORT TITLE.--This section may be cited as the
29 "Conputer Crines Control Act."
30 (2) LEG SLATIVE | NTENT AND FI NDI NGS. - -
31
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(a) It is the intent of the Legislature to expand the

protection afforded to individuals, businesses, and

governnental agencies fromtanpering, interference, danmge,

and unaut hori zed access to lawfully created conputer data and

conput er syst ens.

(b) The Legislature finds that the proliferation of

conputer technology has resulted in a conconitant

proliferation of conputer crine and ot her forns of

unaut hori zed access to conputers, conputer systens, and

conput er dat a.

(c) The Legislature finds that it is necessary to

protect the integrity of all types and forns of lawfully

created conputers, conputer systens, and conputer data in

order to protect the privacy of individuals and to protect the

wel | -being of financial institutions, business concerns,

governnental agencies, and others within this state who

lawful |y use conputers, conputer systens, and data.
(3) DEFINITIONS.--As used in this section, the term
(a) "Access" neans to gain entry to, instruct, or

communi cate with the logical, arithnetical, or nenory function

resources of a conputer, conputer system or conputer net wor K.

(b) "Conputer contam nant" neans any set of conputer

i nstructions designed to nodi fy, danage, destroy, record, or

transnit information within a conputer, conputer system or

conputer network without the intent or permission of the owner

of the information. The termincludes, but is not limted to,

a group of conputer instructions commonly called viruses or

worns which are self-replicating or self-propagati ng and which

are designed to contami nate other conputer prograns or

conputer data; consune conputer resources; nodify, destroy,

record, or transmt data; or in sone other fashion usurp the
2
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normal operation of the conputer, conputer system or conputer

net wor K.
(c) "Conputer network" nmeans any systemthat provides

communi cati ons between one or nobre conputer systens and its

i nput or output devices, including, but not linmted to,

display terminals and printers that are connected by

t el ecommuni cation facilities.

(d) "Conputer program or conputer software" neans a

set of instructions or statenents and rel ated data whi ch, when

executed in actual or nodified form cause a conputer

conputer system or conputer network to performspecified

functi ons.
(e) "Conputer services" include, but are not linted

to, conputer tine; data processing or storage functions; or

ot her uses of a conputer, conputer system or conputer

net wor K.
(f) "Conputer system neans a device or collection of

devi ces, including support devices, one or nore of which

contain conputer prograns, electronic instructions, or input

data and output data, and which perform functions, including,

but not linmted to, logic, arithnmetic, data storage,

retrieval, communication, or control. The term does not

i nclude calculators that are not programmable and that are not

capabl e of being used in conjunction with external files.

(g) "Data" neans a representation of infornmation

know edge, facts, concepts, conputer software, conputer

prograns, or instructions. Data may be in any form in storage

nedia or stored in the nenory of the conputer, or in transit

or presented on a display device.

(h) "Victimexpenditure" neans any costs that are

reasonably and necessarily incurred by the owner or | essee to
3
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verify that a conputer system a conputer network, a conputer

program or conputer data was or was not altered, deleted,

damaged, or destroyed by the access.
(4) COVWPUTER | NTERFERENCE. - - A person commits the
of fense of conputer interference if he or she:

(a) Knowingly and w thout perm ssion disrupts or

causes the disruption of conputer services or denies or causes

the denial of conputer services to an authorized user of a

conputer, conputer system or conputer net wor k; or

(b) Knowingly introduces any conputer contanminant into

any conputer, conputer system or conputer network.
(5) PENALTIES. --Any person who violates this section
conmits:

(a) A felony of the second degree, punishable as

provided in section 775.082, section 775.083, or section

775.084, Florida Statutes, if the violation results in a

victimexpenditure that is less than or equal to $5, 000.

(b) A felony of the first degree, punishable as

provided in section 775.082, section 775.083, or section

775.084, Florida Statutes, if the violation results in a

vi ctimexpenditure of nore than $5, 000.
(6) CVIL ACTION, ATTORNEY' S FEES; STUDENT
SANCTI ONS. - -
(a) In addition to any other civil renedy avail abl e,

the owner or | essee of the conputer, conputer system conputer

network, conputer program or conputer data may bring a civil

action agai nst any person convicted under this section for

conpensat ory damages, including any expenditure reasonably and

necessarily incurred by the owner or |essee to verify that a

conputer system a conputer network, a conputer program or

4
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1| computer data was or was not altered, damaged, or deleted as a
2| result of the unlawful access.

3 (b) In any action brought under this subsection, the

4| court nmay award reasonable attorney's fees to the prevailing
51 party.

6 (c) Each conmunity coll ege, state university, or

7| acadenic institution accredited in this state nmust include

8| conputer-related crines as a specific violation of the rul es
9 | governi ng student conduct, which violation may subject a

10 | student to disciplinary sanctions that may include disnissa
11 | fromthe acadenic institution

12 (7) FORFEI TURE OF PROPERTY. -- Any conputer, conputer

13 | system conputer network, conputer software, or conputer data
14 | owned by a defendant which is used during the conm ssion of
15| any violation of this section or any conputer owned by the

16 | defendant which is used as a repository for the storage of

17 | software or data obtained in violation of this section is

18 | subject to forfeiture as provi ded under sections

19 | 932. 701-932. 704, Fl orida Stat utes.

20 (8) NONAPPLI CABI LITY. --Subsection (4) does not apply
21| to any person who accesses his or her enployer's conputer

22 | system conputer network, conputer program or conputer data
23 | when acting within the scope of his or her |awful enpl oynent.
24 (9) APPLICABILITY TO REMOTE ACCESS. - - For pur poses of
25| bringing a civil or crinmnal action under this section, a

26 | person who causes, by any neans, the access to a conputer

27 | conputer system or conputer network in one jurisdiction from
28 | another jurisdiction is deened to have personally accessed the
29 | conputer, conputer system or conputer network in both

30| jurisdictions.

31 Section 2. This act shall take effect October 1, 2001
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1 STATEMENT OF SUBSTANTI AL CHANGES CONTAI NED I N
COVWM TTEE SUBSTI TUTE FOR

2 Senate Bill 180

3

41 1. Provi des the description of the offense of "conputer
interference" and describes that offense as either

5 i ntroduction of conputer contam nants and viruses or
di sruption and_ denial of conputer services. Provides

6 that conputer interference that causes the owner of the
conButer systemto have to expend up to or equal to

7 $5,000 to determ ne the extent of damage be a second
de?ree fel ony, and expenditures over $5,000 constitutes

8 a Tirst degree felony.

912 Del etes the requirenent that parents and guardi ans be
held civilly liable for damages for the aCtions of their

10 m nor children for offenses Constituting conputer

11 i nterference.

3. Del etes certain definitions no |onger referenced in the

12 | anguage of the bill as anended.
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