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l. Summary:

The hill requires any agency of the sate to notify the Horida Department of Law Enforcement if
the agency believesit has been the victim of a crime that involves the misgppropriation or illega
use of the agency’s name or authority or one of its employees or agents; if the agency has been
the victim of a crime involving the use of its technology; or if the records of the agency have

been used in an identity theft.
This hill amends section 943.03 of the Florida Statutes.

Il. Present Situation:

The Horida Department of Law Enforcement (FDLE) is created in s. 20.201, F.S. Three
programs are established in the FDLE:

< TheCrimina Justice Investigations and Forensic Science Program;
< The Crimind Judtice Information Program; and
< TheCrimind Judtice Professondism Program.

Section 20.03(11), F.S., defines “agency”
. . . asthe context requires, means an officid, officer, commission, authority,

council, committee, department, division, bureau, board, section, or another unit
or entity of government.
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On July 31, 2000, pursuant to s. 282.3095, F.S., the Governor appointed 17 citizensto serveon a
statewide Task Force on Privacy and Technology (“ Task Force”).! The Task Force was charged
with athree-pronged misson:

< Dé€fining legd parametersfor new identity protection and privacy policiesthat are
consstent with the state and federd condtitutions, federd law, and Florida' s
traditiona openness under the State' s Sunshine Laws and Public Records Act.

< Strengthening identity protection policies to address thregts arising from technology
fraud and the increasing ease with which access may be gained to senstive identity
markers (e.g., medica records, credit, socia security numbers, and persond
behaviord profiles); and

< Strengthening and revising privacy policies rdating to the collection, sharing, sale or
release of sengtive persond and private information collected by governmenta
entities.

The Task Force held its first meeting and public hearing on August 25, 2000, in Talahassee.
Subsequent meetings were held in Orlando, Miami. The last meeting was held in Talahassee on
December 7, 2000.

The Task Force made a number of recommendations. One recommendation was to increase the
role of the FDLE. The Task Force summary report states on page 4:

Increase Role of FDLE: Law enforcement officersindicated to the Task Force that
exiding efforts to deter, investigate and prosecute identity theft and other
technology-based crimes are hampered by a dearth of high-tech resources and trained
investigative personnd. The Task Force believes these concerns are well-founded, and
recommends that the Governor and Legidature support an increased role for the Florida
Department of Law Enforcement (FDLE) in technology-based and identity theft-related
law enforcement efforts. Specificaly, the Task Force recommends that FDLE be given
origind juridiction to investigate technol ogy- based and identity theft-related crimes
where the State of Horidais the victim. The Task Force further recommends that the
FDLE Computer Crime Center be expanded and that the expansion include a pilot project
for up to ten cyber-crime investigators with jurisdiction over technology-based identity
theft investigations of amulti-jurisdictiona nature where losses potentialy exceed
$50,000.

[I. Effect of Proposed Changes:

The bill adds a new subsection to s. 943.03, F.S., which relates to the Forida Department of Law
Enforcement (FDLE). The new subsection requires an agency of the state to immediately notify
the FDLE if the agency suspects that:

! The members of the Task Force on Privacy and Technology were: Reginald Brown, Chair; Thomas H. Barkdull, .,
Diane Carr, Mdanie Hines, Robert Horowitz, Ed Kennedy, Mike Jennings, Allen McKenna, Tim Moore, Justice

Ben Overton, Barbara Petersen, Michael Roby, Annie Neasman, Robert Wight, Brian Y ablonski, Maria Beguiristain, and
Robert West.
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< Theagency is, could be, or has been the victim of an attempted or actua crime that
involves the misappropriation or illega use of its name or authority or the name,
title, or identity of one of its employees, agents, or representatives which isrelated to
that person’s duties and respongbilities with the dtate.

< Theagency is, could be, or has beenthe victim of an attempted or actud crime that
involves technology used by the agency, including its computers, computer
programs, computer systems, or communicetions systems.

< Records of the agency have been used by an employee, a person acting on behaf of
the agency, or any party acting upon direction of an employee or representative, in
an attempted or actual crime that involves the misappropriations or illega use of
another person’s name or identity.

The bill requires the FDLE to evauate each report it receives and to determine whether a
crimina investigation should be conducted and whether the investigation should be performed
by the FDLE or referred to another crimind investigative agency.

The bill authorizes the FDLE to refer the information to the Office of Statewide Technology or
any other entity for review and response or to defer action by returning the matter to the
reporting agency for appropriate action. The bill requires the FDLE to notify the reporting
agency of its determination.
The act takes effect July 1, 2001.
Constitutional Issues:
A. Municipality/County Mandates Restrictions:
None.
B. Public Records/Open Meetings Issues:
None.
C. Trust Funds Restrictions:
None.
Economic Impact and Fiscal Note:
A. Tax/Fee Issues:
None.
B. Private Sector Impact:

None.
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VI.

VII.

VIII.

C. Government Sector Impact:
Reporting cogts for most agencies should be minima. There likely will be afisca impact on

the FDLE asit will be required to review each report. Thereis no basdine datato use to
project the actua number of reports. The FDLE daesin itsfiscd andyss

Fiscd impact should be managesble, since the only referrads we will get will be from
State Agencies. However, due to the increasing utilization of technology in the
commission of various types of fraud againg the State, it would be wise to anticipate
some leve of growth in thisarea

Technical Deficiencies:

None.

Related Issues:

None.

Amendments:

None.

This Senate staff analysis does not reflect the intent or officia position of the bill’ s sponsor or the Florida Senete.




