Florida Senate - 2001 CS for SB 978

By the Cormittee on Transportation and Senator Burt

306- 1882-01
1 Abill to be entitled
2 An act relating to seaport security; anending
3 s. 311.12, F.S.; providing for mninumsecurity
4 standards for seaports; requiring seaports to
5 i mpl erent seaport security plans; requiring the
6 Departnent of Law Enforcenent to adopt rules
7 for specific security standards; providing
8 requi rements for such rules; providing
9 requirements for crimnal-history checks on
10 applicants for enploynent or current enployees
11 of a seaport; providing for a seaport to
12 request a waiver or variance froma particul ar
13 standard; requiring that security plans and
14 ot her informati on be nmade available to the
15 Departnent of Law Enforcenent for review,
16 providing for inspections of seaports;
17 providing requirenents for conpliance by
18 seaports; providing for additional security
19 neasures at specified seaports; providing for
20 t he Departnent of Law Enforcenent to inpose
21 civil penalties if a seaport fails to initiate
22 or take corrective action; providing rul enaking
23 authority; providing an effective date.
24
25| Be It Enacted by the Legislature of the State of Florida:
26
27 Section 1. Section 311.12, Florida Statutes, is
28 | anended to read:
29 311.12 Seaport security standards. --
30 (1) The mninum standards for seaport security and the
31 expectations for security contained in such standards for each
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seaport identified in s. 311.09, as devel oped by the Ofice of

Drug Control within the Executive Ofice of the Governor, in
consultation with the Florida Seaport Transportation and
Econoni c Devel oprent Council, and in conjunction with the

Fl ori da Departnment of Law Enforcenent and | ocal |aw

enf orcenent agencies having primary authority over the

af fected seaports, are adopted by the Legislature as provided

in this section. shaH—develop—byJanvary—1—2604—=a

statewde—securi-ty—pran—based—upon—the—+torda—Seaport

i ndi vi dual seaport security plans particular to the specific
and identifiable needs of their respective seaports which are
2
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in conpliance with the security standards established by rule

of the Departnent of Law Enforcenent as authorized in this

secti on.

(3) The Departnent of Law Enforcenent, in consultation
with the Ofice of Drug Control, shall adopt rules that
i npl emrent specific security standards that shall apply to

seaports identified in s. 311.09 as the mninmum |l evel of

security allowed at any such seaport. The rules nust refl ect

the security expectations supporting the statew de nini num

security standards adopted by the Legislature as referred to

in subsection (1) and nust include, but are not linmted to:

(a) Criteria establishing specifications for and the

requi renents for the issuance, use, display, renewal, and

nmai nt enance of picture-identification badges for personne

permanently enpl oyed at each seaport and those workers and

| aborers working at a port any nore frequently than 5 days in

any given 90-day period and criteria liniting access of such

personnel to only authorized areas within the port;
(b) Criteria establishing the nethod by which port
managenent will conduct fingerprint-based crimnal-history

background checks of all prospective and current seaport

enpl oyees and personnel, including criteria for initial

enpl oynent and nane- based and fi ngerprint-based

crimnal -history checks at intervals during ongoi ng

enpl oynent ;
(c) Uniformcriteria and procedures to be applied by

each seaport in determ ning whether the fingerprint-based

crimnal history of any prospective or current seaport

enpl oyee disqualifies the enpl oyee from seaport enpl oynent

and, if an affected person requests relief from any

crimnal - hi story-based enpl oynent -di squalification decision
3
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1 | whet her good cause has been shown to justify the relief

2 | requested. Notwithstanding this paragraph, any finding of

3| guilt, regardl ess of whether adjudication was withheld, for

4] dealing in stolen property, for any violation of s. 893. 135,

5| for any violation involving the sale, nanufacturing, delivery,
6 | or possession with intent to sell, manufacture, or deliver a
7| controll ed substance, for robbery, for burglary, or for use or
8 | possession of a firearmin the comr ssion of a crine; any

9| finding of guilt for any simlar offense under the | aws of

10 | another jurisdiction; or any finding of guilt for conspiracy
11 ) to commit any of the listed offenses disqualifies a

12 | prospective or current enployee fromenpl oynent at a seaport,
13 | unless the person has remained free froma finding of guilt

14 | for a felony, as provided in this paragraph, for 5 years prior
15| to the date of the person's current enploynent or the date of
16 | proposed enpl oynent of an applicant by the seaport enpl oyer.
17 | Neither the Departnent of Law Enforcenent nor the Ofice of
18 | Drug Control is responsible for nmaking individual or group

19 | determinations of crimnal-history-based enpl oynent
20 | disqualifications, or relief of disqualifications as required
21| or allowed in this paragraph. Each seaport shall annually
22 | report in detail the year's history and activity in
23 | inplenenting the enploynent restrictions or granting of relief
24 | as established in this paragraph to the Departnent of Law
25| Enforcenent for inclusion in the departnent's annual reports
26 | as required in this paragraph. To assist the Departnent of Law
27 | Enforcenent in developing the criteria and procedures required
28 | in this paragraph by August 1, 2001, the Florida Seaport
29 | Transportati on and Econonmi ¢ Devel opnent Council shall submt
30| to the Departnment of Law Enforcenent a draft of criteria and
31| procedures that it suggests be used unifornly anopng the

4
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seaports to conply with the mandate of this paragraph. The

departnment may accept or reject all or part of the draft so

subm tted
(d) A requirenent that any seaport enpl oyee pronptly

notify the seaport director when the enployee is arrested for

any felony offense that would disqualify the enpl oyee for

enpl oynent under paragraph (c) and a requirenent to pronptly

notify the seaport director of the disposition of the arrest;

(e) Criterialimting access to a seaport for visitors

and vehicles, including parking and access passes or signage

for pedestrian and vehicular traffic at the seaport in areas

for which linited access is required or appropriate;

(f) OCriteria establishing parking or standing zones

for enpl oyee or other vehicles only in designated areas at a

seaport;
(g0 Citeria for the use of gates and gatehouses at

each seaport and the staffing of each gate house;

(h) Criteria for the access and identification of

vendors or service and mai nt enance personnel and vehicles to

seaport property, including tenporary pernmts, vehicul ar

si gnhage, and desi gnated parki ng or standi ng areas;

(i) Criteria for fencing at, around, and within the

seaports;
(j) Criteria for lighting at the seaports;

(k) Criteria for the posting of signs at the seaport

related to security and restrictions upon access to designated

ar eas;
(I) Criteria for the use of | ocks and keys at the

seaport and the issuance and nmi nt enance of keys by seaport

per sonnel

5
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(m Citeria for the regularly schedul ed nai nt enance

and internal inspection of security-related fences,

structures, equiprment, and facilities at the seaport;

(n) Criteria for operational and procedural security

wi thin each seaport, which nmust include at a minimum the

establ i shnent and use of security comittees at each seaport,

master security plans and standard operati ng procedures,

definitive descriptions of the function and responsibilities

of each security-rel ated enpl oyee of a seaport, and procedures

for dealing with threats to the physical security of a seaport

or threats to personnel working or present at a seaport;

(o) Criteria for assuring that a routine presence and

patrol by sworn | aw enforcenent personnel occurs at each

seaport;
(p) Citeria for the equi pping and mini numtraining

and qualification standards applied to security personne

enpl oyed or used by each seaport, which nmust include as a

m ni num that any guard or security personnel used at a

seaport who is not a sworn |aw enforcenent officer nust

possess a valid Cass "D' security license as defined in
chapter 493;
(q) Criteria for establishing and using fornma

gui del i nes for conputer security at each seaport, including

requi renments that suspected crininal activity involving

conputers used at a seaport be reported to a | aw enforcenent

agency;
(r) Criteria for establishing and using procedures to

assure cargo security at each seaport, including, but not

limted to, controlled access by conmercial carriers to the

seaport and nethods of verification of the carrier's identity

and purpose for accessing a seaport;
6
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(s) Criteria for securing cargo in storage at the

seaport;
(t) Criteria for establishing video surveillance of

seaport property,

(u) For seaports in which cruise ships dock or

ot herwi se have access, criteria for the security of cruise

operations, including the security of passengers and their

property while on seaport property; and

(v) Enhanced security requirenents applicable to the

ports of Jacksonville, Port Everglades, Mam, and Tanpa,

including, but not linmted to, extra video surveillance and

enhanced 24-hour security nonitoring of activities at the

ports.
(4) A fingerprint-based crimnal-history check shal

be perfornmed on any applicant for enploynent or current

enpl oyee of the seaports identified in s. 311.09, as required

by rule established by the Departnent of Law Enforcenent and

par agraph (3)(b). The costs of such checks shall be paid by

the seaport or enploying entity or any person so checked. The

appli cant or enployee shall file a conplete set of

fingerprints taken in a nanner required by the Departnent of

Law Enforcenent. These fingerprints shall be subnitted to the

Departnent of Law Enforcenent for state processing and to the

Federal Bureau of |Investigation for federal processing. The

results of the checks shall be reported to the seaports.

(5)(a) By July 1, 2001, each seaport shall inpl enent

its own individual security plan that shall be in confornance

with the mni num statew de security standards adopted by the

Legi slature in subsection (1).

(b) In developing, inplenenting, and maintaining its

security plan, each seaport shall adhere to the standards
7
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establi shed by rule by the Departnent of Law Enforcenent

unl ess the departnent, in consultation with the Ofice of Drug

Control, in response to a petition for variance or wai ver of

rule filed by a seaport pursuant to s. 120.542, determnes

that a waiver or variance of a particular standard is

appropriate. In petitioning for any wai ver or variance, a

seaport may include the recommendati ons of |ocal |aw

enforcenent and the Florida Seaport Transportation and

Econoni ¢ Devel opnent Council as support for its request for

variance or waiver. |In addition to the existing standards for

vari ance and wai ver established by s. 120.542, the departnent,

in consultation with the Ofice of Drug Control, may grant a

wai ver or variance of standards if it determines that existing

port structures, facilities, processes, requirenents, or

operations or proposed construction or efforts of a seaport

reasonably assure a |level of security equal to or exceeding

the level of security pronmoted by the specific rule provision

for which variance or waiver is sought.

(c) Only a seaport identified pursuant to s. 311.09

shal |l have standing to seek a variance or waiver of a security

standard established by rule of the Departnent of Law

Enf orcenent under this section. An individual or other entity

may not petition for variance or waiver of a seaport security

standard established by rule of the Departnent of Law

Enf orcenment under this section.

(6) |If funds are appropriated for seaport security,
the Ofice of Drug Control and the Florida Seaport
Transportati on and Econonmi ¢ Devel opnent Council shall mutually

determ ne the allocation of such funds for security project

needs identified pursuant to subsection (1) and this

subsection. Any seaport that receives state funds for security
8
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1| projects nust enter into a joint-participation agreenent with
2| the appropriate state entity and use the seaport security plan
3 | devel oped pursuant to this section as the basis for the

4 | agreenent. |f funds are made avail able over nore than 1 fisca
5| year, any such agreenent nust reflect the entire scope of the
6| security plan and allow for reinbursenment for projects

7 | authorized to receive state funds by the Ofice of Drug

8| Control and the council over nore than 1 fiscal year

9 (7) Al seaports shall make all security plans,

10 | docunents, and information available to the Departnent of Law
11 | Enforcenent or any entity selected by the departnent for

12 | review and i nspection and shall all ow uni npeded access to the
13 | Departnent of Law Enforcenent or any entity selected by the
14 | departnent for any inspection, announced or unannounced, or
15| any operation designed by the departnent to determ ne whet her
16 | seaport security plans are being i npl enented effectively. The
17 | Departnent of Law Enforcenent, or any entity selected by the
18 | departnent or operating on its behal f, may conduct undercover
19 | or ot herwi se unannounced operati ons designed to test the

20 | effectiveness of a port's security.

21 (8) By Decenber 31, 2001, the Departnent of Law

22 | Enforcenent or any entity selected by the departnent shal

23 | conduct an initial inspection of each seaport listed in s.

241 311.09 to deternmine the prelinmnary status of security

25| conpliance and shall report its observations to each seaport,
26 | the Ofice of Drug Control, and the Florida Seaport

27 | Transportati on and Econom ¢ Devel opnent Council. A copy of the
28 | report, including the adm nistrator's responses, shall be

29 | provided to the Governor, the President of the Senate, the

30 | Speaker of the House of Representatives, the chairs of the

31| fiscal comittees of the House of Representatives and the

9
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Senate, and each seaport chief adnministrator. The observations

contained in the reports shall be used as a factor in nmaking

fundi ng deci sions as noted in subsection (6) or as otherwi se

applicable to each seaport listed in s. 311.09.

(9)(a) Beginning January 1, 2002, the Departnment of

Law Enforcenent or any entity sel ected by the departnent shal

conduct not | ess than once annually an unannounced i nspection

of each seaport listed ins. 311.09 to determne the degree to

whi ch the seaport is neeting the mninum standards established

by rule under this section and to deterni ne whether changes or

i nprovenents in a seaport's security plan are reconmended.
(b) By Decenber 31, 2002, and each year thereafter
the Departnent of Law Enforcenent, in consultation with the

Ofice of Drug Control, shall issue a report indicating the

results of each seaport inspection and shall within the report

i ndi cate deficiencies noted, failures to conply with standards

not ed, and any concerns or suggestions devel oped by reason of

i ndi vidual or collective inspections. Failures of a seaport to

conply with applicabl e standards shall be specifically noted.

If a report notes deficiencies or failures or identifies

concerns related to a seaport, the report nmust include a

response fromthe chief admnistrator of the affected seaport

or seaports. Each adnministrator's response shall include what

actions, if any, have been taken or are planned to be taken to

address the deficiencies, failures, or concerns noted.

(c) A copy of the report, including the

adm ni strator's responses, shall be provided to the Governor

the President of the Senate, the Speaker of the House of

Representatives, the chairs of the fiscal conmittees of the

House of Representatives and the Senate, and each seaport

chi ef adm ni strator.

10
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(d) The departnent, in consultation with the Ofice of

Drug Control and the Florida Seaport Transportation and

Econoni ¢ Devel opment Council, nmay use its observations and

experience frominspections conducted under this section as

the basis for nodifying security criteria established by rule

if the nodifications enhance the security of seaports.
(10) By June 30, 2004, each seaport listed in s.
311.09 nust be in conpliance with the physical infrastructure

i nprovenents and nini num security standards inpl enmented under

this section, unless the standard has been wai ved or a

vari ance has been granted as provided in this section and s.

120. 542. The Legi sl ature expresses its intent to annually take

into account each seaport's performance in inplenenting and

nmai ntai ni ng conpliance with the security standards, as well as

other information available to it related to seaport security,

crimnal activity, and noney |l aundering occurring at, or in

conjunction with, seaports in determning allocations of state

funds to each seaport in the coming fiscal year. The

Legi sl ature expresses its intent that failure by a seaport to

assure conpliance with mini num seaport security standards wl|l

result in a reduction of state-provided funding to the seaport

as a sanction for not neeting security expectations.

(11) The Departnent of Law Enforcenent, in

consultation with the Ofice of Drug Control, may by rule

require additional security nmeasures for the ports of

Jacksonville, Mam, Tanpa, and Port Evergl ades. The

addi ti onal neasures nay include mninumcriteria for the use

of closed-circuit television caneras and the videotaping of

activity at entrances and exits, areas with high risk or crine

or endangernent, or areas at which valuable cargo is stored.

11
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(12) This section does not prevent any seaport from

i npl erenting security neasures that are nore stringent,

greater than, or supplenental to the mni numsecurity

st andards established pursuant to rule by the Departnent of

Law Enforcenent and this section

(13)(a) Upon conpletion of an inspection by the

Departnent of Law Enforcenent or entity selected by the

departnent in which any failure to inplenent, neet, or

mai ntain a security standard is noted to exist at a particul ar

seaport listed in s. 311.09, the Departnent of Law Enforcenent

shall issue a witten notification identifying each such

failure to the seaport director or head of seaport nmnagenent

if other than a director. The witten notification nust

indicate a date certain, not |less than 30 days nor nore than

45 days after the date the notification is issued, that a

witten response fromthe seaport shall be received by the

Departnent of Law Enforcenent at an address stated in the

notification.

(b) A seaport receiving notification of any failure to

i npl erent, neet, or maintain a security standard fromthe

Departnent of Law Enforcenent shall, by the date stated in the

notice, assure receipt by the departnent of a witten response

to the notification of failure. The response nust address each

itemspecified in the departnment's notification and indicate

with specificity the seaport's planned response to address and

rectify any noted failure or failures, including a date for

conpl etion of each corrective action, the estimated cost of

corrective action, the funding identified to cover the costs

of the corrective action, and the date the corrective action

is to be or has been initiated. |If a seaport believes the

departnent's finding on a particular standard is in error, it
12
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shall state in the witten response the basis of its belief,

including why it believes the departnent's finding may be in

error, and may request that the departnment conduct a foll owp

review of the particul ar standard and fi ndi ng.

(c) The Departnent of Law Enforcenent shall reviewthe

written response provi ded under paragraph (b) and conduct a

followup review to deterni ne whether a particular finding was

in error when requested to do so by a seaport in the manner

provided for in paragraph (b). The departnent, or any entity

sel ected by the departnent, may conduct additional inspections

or make any other inquiry to assist in naking this

determ nati on. The departnent shall state its foll owup review

finding in witing to the seaport. |If the foll owp revi ew

determ nes that the seaport continues to fail to inplenent,

neet, or maintain the security standard about which the

concern was raised, the seaport shall have 5 worki ng days

following the receipt of the witten response to provide the

departnment with a witten suppl enental response providing al

information required in paragraph (b) regarding corrective

actions to be inplenented to neet the standard that was

reviewed. If the followup review deternines that the seaport

has i nplenented, net, or nmintained the standard, the witten

response nust so indicate.

(d) The Departnent of Law Enforcenent nay inpose a

civil penalty upon any seaport listed ins. 311.09 for any

failure to respond within the tine linmits or in the manner and

specificity required by this section. Any seaport failing to

respond as noted in paragraph (b) or paragraph (c) within the

time periods provided and in the manner and specificity

required shall be assessed by the departnent a civil penalty

of up to $1,000 for each day the failure continues. The funds
13
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collected as civil penalties shall be deposited in the Genera

Revenue Fund.

(e) The Departnent of Law Enforcenent, in consultation

with the Ofice of Drug Control, shall review all proposed

corrective actions proposed by a seaport as required in

par agraph (b) or paragraph (c), and shall determ ne whether a

seaport's proposed tineline for corrective action provides for

t he reasonably pronpt inplenmentation, neeting, or maintenance

of a particular security standard. The departnent shal

attenpt to nutually resolve with a seaport of any concern that

the tineline for any proposed corrective action does not

provide the required reasonably pronpt inplenentation and

conpl etion of corrective action. |If agreenent is net, the

seaport shall file an anended response with the Departnent of

Law Enforcenent stating a revised corrective-action tineline

If agreenent is not net, the departnent nmy inpose a revised

timeline upon a seaport that provides for the reasonably

pronpt inplenentation and conpletion of corrective action, and

shall notify the seaport in witing of the revised tineline.

(f) Any seaport failing to initiate or conplete the

corrective action within the original or revised

corrective-action tineline, whether agreed upon or inposed by

the departnent, shall be assessed by the departnent a civil

penalty of up to $1,000 for each day the corrective-action

i npl erentation is del ayed and for each day the corrective

action is not conpleted as provided by the tineline. The funds

collected as civil penalties shall be deposited in the Genera

Revenue Fund.

(g) The Departnent of Law Enforcenent, in consultation

with the Ofice of Drug Control, may suspend the inposition of

any civil penalty authorized in this subsection conditioned
14
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upon terns the departnent, in its discretion, deens

appropriate and consistent with the purpose of this section

and the statew de seaport security plan

(h) The Departnent of Law Enforcenent nmay adopt rul es

necessary to adninister the civil penalties and authority

provided in this section.
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1 STATEMENT OF SUBSTANTI AL CHANGES CONTAI NED | N
COW TTEE_SUBSTI TUTE FOR
2 SB 978
3
4| The CS anends s. 311.12, F.S., to provide mninumsecurity .
standards for Florida's seaports. The CS provides the Florida
5| Departnent _of Law Enforcenent (FDLE), in consultation with the
Otice of Drug Control (ODC) nust adopt rules incorporating
6| statewide mnimumsecurity standards for all 14 of Florida"s
deep-wat er seaports. The rules nust include, but are not
7(limted to:
8|1, Citeria establishing specifications, and requirenents of
picture-identification badges for personnel at the port any
9| nore frequently that 5 dayS in any given 90-day period and
10 criterialimting access to only authorized areas.
2. Criteria establishing fingerprint-based crinmnal history
11 | background checks of all “prospective and current seaport
12 enpl oyees.
3. Criteria for felony crimnal history that would disqualify
13 | a prospective or current seaport enpl oyee.
14| 4. Criteria for waivers under certain circunstances. A
requi rement that any seaport enployee pronptly notify the
15 | seaport director when the enployee’is arrested for any felony,
16 whi ch woul d disqualify themtrom enpl oynment.
5. Criteria limting access to a seaport_in restricted areas
17 | for visitors and vehicles, including parking access passes.
18| 6 Criteria for the use of ?ates and gat ehouses; criteria for
vendor . access; criteria for enC|nE, I Tghting and si ghage;
19 | criteria for the use of |ocks and keys and for regularly
20 schedul ed inspections of facilities.
7. Criteria for operational and procedural security within
21 | each seaport including security comrttees and sworn” | aw
95 enf orcenent presence at the seaport.
8. Criteria for the equi pping and m ni rumtraining of
23 | security personnel
241 9. Criteria for establishing conputer security, cargo
o5 security, and video surveillance.
26 10 Criteria for security of cruise operations and passengers.
11. Enhanced security requirenents applicable to the ports of
27 | Jacksonville, Port Everglades, Mam, and Tanpa, but hot
l[imted to, extra video surveillance and enhanced 24-hour
28 | security nonitoring of activities at the ports.
29 | The CS provides the cost of the fingerprint-based crimna
history check will be paid by the_enploying entity or the
30 | prospective or current enployee. The fihgefprints will be
submtted to the FDLE for state processing and the Federa
31| Bureau of Investigation for federal proceSsing.
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The CS provides a seaport nmay petition for a_waver or variance
to the mninumseaport security standards, The FDLE in ]
consultation with the ODC, nmay grant a waiver or variance if
it determnes the existing port structures or operations.
reasonably assure a | evel "of security equal to or exceeding
the level "of security pronmoted by the specific rule provision
for which the variance or waiver is sought. Only a seaport
may seek such a variance or waiver.

The CS provides if funds are appropriated for seaport security
the ODC and the FSTED Council wll nutually determ ne the

al l ocati on of such funds.

By Decenmber 31, 2001, the FDLE or any entity selected by FDLE
will conduct an initial inspection of each Seaport . to
determ ne the prellnlnarY status of secur|t¥ conpl iance and
report its observations to each seaport, t he FSTE ]
Council, the Legislature and the Governor. Such observations
Il be used as™a factor in making funding deci sions.
gi nni ng JanuarY 1, 2002, the FDLE wi Il conduct, not |ess
an onceé. annual K’ an unannounced i nspection of each seaport
deternmine if the seaports are neeting mnimumsecurity
andards.. By Decenber 31, 2002, and each year thereafter
{ g FDLE, in consultation with ODC, will issue a report
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ating the results of each seaport inspection. Failures
mpl y

be a
mt he

r
he CS provides bK June 30, 2004, each seaport nust be in
conpliance with the physical infrastructure inprovenents and
m ni nun security standards unless_the standard has been wai ved
or a variance has been granted. The |evel of conpliance with
seapor% security standards will effect state funding of
seaports.
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gmnth m ni nrumsecurity standards hoted in the report
cconpani ed by a response fromthe seaport. Findings
report may be used to nodify security criteria.
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The CS provi des any seaport that receives notification of

a
failure to neet security standards nust respond to FDLE. FDLE
w || review the seaport’ response and conduct_ a follow up
review to determine if the notification was justified, If the
foll ow up review determ nes the seaport continues to fail to
neet the security standard the seaport will have 5 working
days following the witten FDLE response, to provide a witten

suppl enent al response

The CS provi des FDLE ma enalty of $1,000 per
g h bLE w he

f i mpose a ci p (
day on any seaport which fails to respond to F withint
tinme limts. DLE, . in consultation wth ODC, nmay suspend the
i mposition of any civil penalty authorized in this CS
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