Fl orida Senate - 2003 SB 1078
By Senator Atwater

25-597- 03

1 A bill to be entitled

2 An act relating to comruni cati ons servi ces;

3 amending s. 812.15, F.S.; redefining the terns

4 "cabl e operator” and "cable systent; defining

5 the terns "conmmuni cations device, "

6 "comuni cati ons service," "communi cations

7 service provider," and "manufacture,

8 devel opnment, or assenbly of a communications

9 device"; prohibiting certain interception

10 reception, decryption, disruption

11 transm ssion, retransm ssion, or acquisition of

12 access to described comruni cati ons services and

13 prohi biting assisting others in these acts;

14 prohi biting the advertisenent of communi cations

15 devi ces for certain unlawful purposes;

16 providing crimnal and civil penalties;

17 providing for actual and statutory danages;

18 providing an effective date.

19
20 | Be It Enacted by the Legislature of the State of Florida:
21
22 Section 1. Section 812.15, Florida Statutes, is
23 | amended to read:
24 812.15 Unauthorized recepti on of comuni cati ons eablre
25 | teteviston services; penalties.--
26 (1) As used in this section, the term
27 (a) "Cable operator" neans a conmmuni cations service
28 | provi der who provides sonme or all of its communications
29 | services pursuant to a "cable television franchise" issued by
30 | a "franchising authority," as those terns are defined in 47
31
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US C s. 522(9) and (10) (1992)*“ecable—operator—as—defned

(b) "Cable system means any comruni cations service

network, system or facility owned or operated by a cable

oper at or ~eabte—systert—as—deHned—+n47+U-SC€—Ss—522(6)
(1988}

(c) "Comuni cations device" nmeans any type of

el ectroni c mechanism transm ssion |line or connections and

appurt enances thereto, instrunment, device, nachi ne, equi pnent.

or software that is capable of intercepting, transmtting,

acquiring, decrypting, or receiving any communi cations

service, or any part, accessory, or conponent thereof,

including any conputer circuit, splitter, connector, sw tches,

transm ssion hardware, security nodule, smart card. software

conput er chi p, electroni c nechani sm or ot her conponent,

accessory. or part of any communi cati ons device which is

capable of facilitating the interception, transn ssion

retransm ssi on, acquisition, decryption, or reception of any

communi cati ons _service

(d) " Conmmuni cati ons service" neans any Service

lawful Iy provided for a charge or conpensation by any cable

systemor by any radio, fiber optic, photooptical

el ectromagneti c, photoelectronic, satellite, mcrowave, data

transm ssion, Internet-based, or wireless distribution

network, system or facility. including, but not limted to.

any electronic, data, video, audio, Internet access,

m crowave, and radi o communi cations, transm Ssions, signals,

and services, and any such communi cations, transm Ssions,

signals, and services lawfully provided directly or indirectly

by or through any of those networks, systens, or facilities.

(e) "Communi cations service provider" neans
2
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1 1. Any person or entity owning or operating any cable
2 | systemor any fiber optic, photooptical, electronmagnetic,

3 | photoel ectronic, satellite, wireless, mcrowave, radio, data
4 [ transmssion, or Internet-based distribution network, system
5or facility.

6 2. Any person or entity providing any conmuni cations
7 | service, whether directly or indirectly, as a reseller or

8 | Licensee, by or through any such distribution network, system
9 |or facility.

10 (f) "Manufacture, devel opnent, or assenbly of a

11 | communi cati ons devi ce" neans to nmake, produce, devel op, or

12 | assenbl e a communi cations device or any part, accessory, or

13 | conponent thereof., or to nmodify, alter, program or reprogram
14 | any communi cations device so that it is capable of

15 |facilitating the commssion of a violation of this section

16 (2)(a) A Ne person may not knowi ngly shaH- intercept,_
17 | e receive, decrypt, disrupt, transmit, retransnmit, or acquire
18 | access t 0 er—asst+st—i-A—inRterceptng—er—receivi-Rg any

19 | communi cati ons service offered by ever a cable operator or any
20 | ot her communications service provider, or know ngly assi st
21 |others in those acts system unless specifically authorized to
22 | do so by a cable operator or other comrunications service
23 | provider, or as way otherw se be specifically authorized by
24 | law. For the purpose of this section, the term"assist others"
25 |in commtting any of these acts includes:
26 1. The sale, transfer, license, distribution
27 | deploynent, |ease, manufacture, developnent, or assenbly of a
28 | communi cations device for the purpose of facilitating the
29 | unaut hori zed receipt, acquisition, interception, disruption
30 | decryption, transmi ssion, retransm ssion, or access to any
31
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comuni cations service offered by a cabl e operator or any

ot her _communi cations service provider:; or

2. The sale, transfer, license, distribution

depl oynent, | ease, manufacture, devel opnent, or assenbly of a

comuni cations device for the purpose of defeating or

circunventing any technol ogy, device, or software, or any

conponent or part thereof, used by a cable operator or other

conmmuni cati ons _service provider to protect any conmuni cations

servi ce fromunaut horized recei pt, acquisition, interception

di sruption, access, decryption, transm SsSion, or

retransm ssi on. tHar—ihAtereepti-rg—er—frecervi-rg—shaH—inetude

(b) Any person who willfully violates this subsection
comm t s shaH—be—guit+ty—oF a m sdeneanor of the first degree,
puni shabl e as provided in s. 775.082 or s. 775.083.

(3)(a) Any person who willfully violates paragraph
(2)(a), paragraph (4)(a), or subsection (5) and who has been
previ ously convicted of any such provision commts shaH—be
gui-y—of a felony of the third degree, punishable as provided
ins. 775.082, s. 775.083, or s. 775.084.

(b) Any person who willfully and for purposes of

direct or indirect commercial advantage or private financial

gain viol ates paragraph (2)(a), paragraph (4)(a), or
subsection (5) commts shaH—be—-guit+ty—of a felony of the
third degree, punishable as provided in s. 775.082, s.
775.083, or s. 775.084.
(4)(a) Any person who intentionally possesses a
communi cati ons devi ce eguiprent, knowi ng or having reason to
4
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1 | know that the design of such device eguiprent renders it

2 |primarily useful for the purpose of conmtting, or assisting
3 |others in commtting, a violation of paragraph (2)(a) commits
4|y hord , : , . ,

5 | efHfered—over—a—cable—system—shalH—be—gui-tty—of a m sdeneanor
6 | of the first degree, punishable as provided in s. 775.082 or
7 |s. 775.083.

8 (b) Any person who intentionally possesses five or

9 | more conmmuni cations devi ces er—preees—ef—eguiprent and knows
10 | or has reason to know that the design of such devices er

11 | pieces—of—eqgui-prent renders themprinmarily useful for

12 | committing, or assisting others in committing, a violation of
13 | paragraph (2)(a) commits the—travthorized—Frecepti-on—of—any

14 . . . s o . .
15 | ef a felony of the third degree, punishable as provided in s.
16 | 775.082, s. 775.083, or s. 775.084.

17 (c) Any person who intentionally possesses fifty or
18 | nore communi cati ons devi ces er—pieces—of—egui-prent and knows
19 | or has reason to know that the design of such devices or

20 | eguiprrent renders themprimarily useful for commtting, or

21 | assisting others in commtting, a violation of paragraph

22 (2)(a) commits the—unatthorized—reception—-of—any

23 | eonmuhi-cati-ons—servi-ees—offered—over—a—cabte—systemi-s—gutty
24 | ef a felony of +n the second degree, punishable as provided in
25 |s. 775.082, s. 775.083, or s. 775.084.

26 (5 It is unlawful for any person to place in any

27 | newspaper, magazi ne, handbill, or other publication, including
28 | any el ectroni c medium any advertisement that, in whole or in
29 | part, pronotes the sale of a communications devi ce eguiprents
30 |if the person placing the adverti senent knows or has reason to
31 | know that the device eguiprent is designed to be primarily
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useful for commtting, or assisting others in committing, a
violation of paragraph (2)(a) the—unadvthorized—+eception—of
: : . s | o Any

person who violates this subsection shall be guilty of a

m sdeneanor of the first degree, punishable as provided in s.
775.082 or s. 775.083.

(6) For purposes of all crimnal penalties established

for violations of this section, each conmuni cati ons device

involved in the prohibited activity constitutes a separate

violation of this section. Al fines shall be inposed as

aut horized by |aw for each such communi cati ons devi ce and for

each day a defendant is in violation of this section

(7) The court shall, in addition to any other sentence

aut horized by | aw, sentence a person convicted of violating

this section to nmake restitution as authorized by | aw

(8) UWoon conviction of a defendant for violating this

section, the court may, in addition to any other sentence

authorized by |law, direct that the defendant forfeit any

comuni cations device in the def endant's possession or contro

which was involved in the violation for which the defendant

Was convi ct ed.

(9) Aviolation of paragraph (2)(a) nmay be deened to

have been commtted at any place where the defendant

nmanuf act ures, devel ops, or assenbl es any communi cati ons

devices involved in the violation, or assists others in these

acts, or any place where the comuni cations device is sold or

delivered to a purchaser or recipient. It is not a defense to

a violation of paragraph (2)(a) that sone of the acts

constituting the violation occurred outside the state.

6
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1 (10)6)(a) Any person aggrieved by any violation of

2 |[this section may bring a civil action in a circuit court or in
3 | any other court of competent jurisdiction

4 (b) The court nay:

5 1. Gant tenporary and final injunctions on suech terns
6 |as it finds ray—deemreasonable to prevent or restrain

7 |violations of this section in conformty with the principles

8 | that govern the granting of injunctive relief fromthreatened
9 | loss or damage in other civil cases, except that a fre show ng
10 | of special or irreparable danages to the person need not shatH-
11 | have—to be nade. =

12 2. A any tinme while the action is pending, order the
13 | inpoundi ng, on reasonabl e terns, of any communi cations device
14 |that is in the custody or control of the violator and that the
15 | court has reasonable cause to believe was involved in the

16 | alleged violation of this section and may grant ot her

17 |equitable relief, including the inposition of a constructive
18 | trust, as the court considers reasonable and necessary.

19 3.2~ Award damages pursuant to paragraphs (c), (d),
20 | and (e) . :—and
21 4.3~ Direct the recovery of full costs, including
22 | awardi ng reasonabl e attorney's fees, to an aggrieved party who
23 | prevails.
24 5. As part of a final judgment or decree finding a
25 |violation of this section, order the renedial nodification or
26 | destruction of any communications device, or any other device
27 | or_equipnent, involved in the violation which is in the
28 | custody or control of the violator or has been inpounded under
29 | subpar agraph 2.
30
31
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1 (c) Danages awarded by any court under this section

2 | shall be conputed in accordance w th subparagraph 1. or

3 | subpar agraph 2. et+ther—ef—the—foHowreg:

4 1. The party aggrieved may recover the actual damages
5| suffered by himor her as a result of the violation and any

6 | profits of the violator that are attributable to the violation
7 | which are not taken into account in conputing the actua

8 | danages. -

9 a. Actual damages include the retail value of all

10 | communi cations services to which the violator had unauthorized
11 | access as a result of the violation and the retail val ue of

12 | any communi cations service illegally available to each person
13 |to whomthe violator directly or indirectly provided or

14 | distributed a comruni cations device. In proving actua

15 | damages, the party aggrieved nust prove only that the violator
16 | manufactured, distributed, or sold a communications device and
17 |is not required to prove that any such device was actually

18 |used in violation of this section

19 b. In deternining the violator's profits, the party
20 | aggri eved nust shatH—be—+egu+red—t+o prove only the violator's
21 | gross revenue, and the violator nust +s—+egu+ee—te prove his
22 | or her deductible expenses and the el ements of profit
23 | attributable to factors other than the violation.—e+
24 2. Upon election of such damages at any time before
25 | final judgnent is entered, the party aggrieved may recover an
26 | award of statutory damages for each communi cati ons device
27 | wietatioen involved in the action, in a sumof not |ess than
28 $1.500%256 or nore than $10, 000 for each such device and for
29 | each day the defendant is in violation of this section, as the
30 | court considers just.
31
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(d) In any case in which the court finds that the
violation was conmtted willfully and for purposes of

conmerci al advantage_or private financial gain, the court in
its discretion may increase the award of danmages, whether
actual or statutory under this section, by an amount of not

nore than $50,000 for each communi cati ons devi ce involved in

the action and for each day the defendant is in violation of
this section wetation.

(e) In any case in which the court finds that the

violator was not aware and had no reason to believe that his
or her acts constituted a violation of this section, the court
inits discretion may reduce the award of damages to a sum of
not |ess than $100.

Section 2. This act shall take effect Cctober 1, 2003.
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SENATE SUMVARY

Revi ses a | aw prohi biting the unauthorized reception of
comuni cati ons services. Prohibits the interception
reception, decryption, disruption, transm ssion,
retransm ssion, or acquisition of access to certain _
communi cati ons servi ces. and Prohlblts_a33|st|ng others in
these acts. Provides crimnal and civil penalties and
gr?vgﬂes)for actual and statutory damages. (See bill for
etails.
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