Florida Senate - 2003 SB 2596
By Senat or Aronberg

27-1333A-03 See HB 1161
1 A bill to be entitled
2 An act relating to identity theft and I nternet
3 fraud prevention, investigation, and
4 prosecution; anending s. 817.568, F.S.
5 providing for penalty provisions for the
6 commi ssion of a first degree and second degree
7 felony concerning identity theft under certain
8 ci rcunstances; providing for higher offense
9 severity levels in identity theft cases under
10 certain circunstances; providing that every
11 Fl orida consuner nay be provided two free
12 credit reports a year; anending s. 934. 23,
13 F.S.; providing a definition; clarifying that
14 Florida judges with jurisdiction over specific
15 crinmes have authority to i ssue search warrants
16 for electronic evidence relating thereto,
17 regardl ess of where the electronic evidence is
18 situated; creating s. 92.605, F.S.; providing
19 definitions; providing for self-authentication
20 for out-of-state business records under certain
21 circunstances with notice to opponent;
22 providing for procedures; providing an
23 ef fective date.
24
25| Be It Enacted by the Legislature of the State of Florida:
26
27 Section 1. Paragraph (b) of subsection (2) of section
28 | 817.568, Florida Statutes, is anended, paragraph (c) is added
29| to that subsection, subsections (5), (6), (7), (8), (9), and
30| (10) are renunbered as subsections (7), (8), (9), (10), (11),
31
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T4
and (12), respectively, and new subsections (5) and (6) are
added to that section, to read:

817.568 Crimnal use of personal identification
i nformati on. - -

(2)

(b) Any person who willfully and w thout authorization
fraudul ently uses personal identification information
concerning an individual w thout first obtaining that
i ndi vidual's consent commits a felony of the second degree,
puni shable as provided in s. 775.082, s. 775.083, or s.
775.084, if the pecuniary benefit, the value of the services
received, the paynent sought to be avoided, or the anpunt of
the injury or fraud perpetrated is not |ess than $20, 000 or
nore than $100, 000$75;0086—6+—trore.

(c) Any person who willfully and w thout authorization

fraudul ently uses personal identification information

concerning an individual without first obtaining that

i ndividual's consent conmmits a felony of the first degree,
puni shable as provided in s. 775.082, s. 775.083, or s.
775.084, if the pecuniary benefit, the value of the services

received, the paynent sought to be avoided, or the anpunt of

the injury or fraud perpetrated is $100, 000 or nore.

(5) |If an offense prohibited under this section was

committed using the personal identification information of a

child, its offense severity |level shall be increased to

of fense severity level 8; if the child involved was the

defendant's natural child or any child over whomt he def endant

had custodial authority, the offense severity |l evel shall be

i ncreased to offense severity |level 9.

(6) Any consuner reporting agency as defined in s.
603(f) of the Fair Credit Reporting Act shall provide, free of
2
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charge, upon the request of any person and w thout regard to

any failure to extend credit to that person, up to two

consuner reports each cal endar year, including explanations of

any codes contai ned therein.

Section 2. Subsection (1) of section 934.23, Florida
Statutes, is anended to read:

934. 23 Required disclosure of custoner comrunications
or records. --

(1) An investigative or |aw enforcenent officer may
require the disclosure by a provider of electronic
conmuni cation service of the contents of a wire or electronic
communi cation that has been in electronic storage in an
el ectroni ¢ comuni cations systemfor 180 days or |ess only
pursuant to a warrant issued by the judge of a court of
conpetent jurisdiction. For purposes of this section, "a court

of conpetent jurisdiction" neans a court having jurisdiction

over the investigation or otherwise authorized by | aw. An

i nvestigative or |aw enforcenent officer may require the
di scl osure by a provider of electronic conmrunication services
of the contents of a wire or electronic communi cation that has
been in electronic storage in an el ectronic communi cations
system for nore than 180 days by the neans avail abl e under
subsection (2).

Section 3. Section 92.605, Florida Statutes, is
created to read

92. 605 Production of certain records by Florida

corporations and out-of-state corporations.

(1) For the purposes of this section, the term

(a) "Adverse result" includes one of the foll ow ng

consequences to notification of the exi stence of a court

order, a subpoena, or a search warrant:
3
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1 1. Danger to the life or physical safety of an

2 | i ndividual

3 2. A flight from prosecution

4 3. The destruction of or tanpering with evidence.

5 4. The intinmidation of potential wtnesses.

6 5. Serious jeopardy to an investigation or undue del ay
7| of atrial

8 (b) "Applicant" neans a |l aw enforcenent officer who is
9| seeking a court order or subpoena under s. 16.56, s. 27.04, s.
10 | 905.185, or s. 914.04 or who is issued a search warrant under
11 ] s. 933.01, or anyone who is authorized to issue a subpoena

12 | under the Florida Rules of Crininal Procedure.

13 (c) "Business" neans any business, institution

14 | associ ati on, profession, occupation, or calling of any kind,
15 | whet her or not conducted for profit.

16 (d) "Electronic communi cation services" and "renpote

17 | conputing services" have the sane neaning as provided in the
18 | El ectroni ¢ Communi cations Privacy Act in chapter 121

19 |(conmencing with s. 2701) of Part | of Title 18 of the United
20| States Code Annotated. This section does not apply to

21 | corporations that do not provide those services to the public.
22 (e) "Florida corporation" neans any corporation or

23 | other entity that is regul ated under chapter 607, excluding
24 | out-of -state corporations.

25 (f) "Qut-of-state corporation" nmeans any corporation
26 | that is qualified to do business in this state under s.

27 | 607. 1501.

28 (g) "Qut-of-state record of regularly conducted

29 | business activity" neans a nenorandum report, record, or data
30| conpilation, in any form of acts, events, conditions,

31
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1| opinions, or diagnoses, nmintained in another state or

2| country.

3 (h) "Qut-of-state certification" means a witten

4 | decl aration made and signed in another state or country by the

5| custodian of an out-of-state record of regularly conducted

6 | busi ness activity or another qualified person that, if falsely

7 | made, woul d subject the declarant to crininal penalty under

8| the laws of another state or country.

9 (i) "Properly served" neans delivery by hand or in a
10 | manner reasonably allowi ng for proof of delivery if delivered
11 ) by United States nmmil, overnight delivery service, or
12 | facsinmile to a person or entity properly registered to do
13 | business in any state.

14 (2) The follow ng provisions apply to any subpoena,

15| court order, or search warrant issued in conpliance with the
16 | El ectroni ¢ Communi cations Privacy Act in chapter 121

17 |(conmencing with s. 2701) of Part | of Title 18 of the United
18 | States Code and that is subject to this chapter, which allows
19 | a search for records that are in the actual or constructive
20 | possession of an out-of-state corporation that provides

21| el ectroni c comuni cati on services or renbte conputing services
22 | to the public, when those records would reveal the identity of
23| the custoners using those services; data stored by, or on

24 | behalf of, the custoners; the custoners' usage of those

25| services; the recipients or destinations of communications

26 | sent to or fromthose custoners.

27 (a) When properly served with a subpoena, court order
28 | or search warrant issued by a Florida court, an out-of-state
29 | corporation subject to this section shall provide to the

30| applicant all records sought pursuant to such subpoena, court
31| order, or warrant within 10 busi ness days after receipt, or
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the date indicated within the subpoena, if later, including

t hose records maintai ned or | ocated outside the State of
Fl ori da.
(b) When the applicant makes a showi ng and the court

finds that failure to produce records within 10 busi ness days

woul d cause an adverse result, the subpoena, court order, or

warrant may require production of records within less than 10

busi ness days. A court nmmy reasonably extend the tinme required

for production of the records upon finding that the

out-of -state corporation has shown good cause for that

extensi on and that an extension of tine would not cause an

adverse result.

(c) An out-of-state corporation seeking to quash the

subpoena, court order, or warrant nmust seek relief fromthe

court issuing such subpoena, court order, or warrant within

the tinme required for production of records under this

section. The issuing court shall hear and decide that notion

within 5 court days after the notion is fil ed.

(d) The out-of-state corporation shall verify the

authenticity of records that it produces by providing an

affidavit that conplies with the requirenents set forth in

this section. Records produced in conpliance with this section

are adnissible in evidence as set forth in subsection (5).

(3) A Florida corporation that provides electronic

communi cati on services or renpte conputing services to the

public, when served with a subpoena, court order, or warrant

i ssued by another state to produce records that would revea

the identity of the custonmers using those services; data

stored by, or on behalf of, the custoners; the custoners

usage of those services; or the recipients or destinations of

communi cations sent to or fromthose custonmers shall produce
6
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those records as if that subpoena, court order, or warrant had

been issued by a Florida court.

(4) A cause of action does not arise against any

out-of-state or Florida corporation subject to this section

or its officers, enployees, agents, or other specified

persons, for providing records, information, facilities, or

assi stance in accordance with the terns of a subpoena, court

order, or warrant subject to this section

(5) In acrinmnal proceeding in a court of this state,

an out-of-state record of regularly conducted business

activity, or a copy of such record, shall not be excluded as

hear say evidence by s. 90.802, if an out-of-state

certification attests that:

(a) Such record was nade at or near the tine of the

occurrence of the matters set forth by, or frominfornmation

transnitted by, a person with know edge of those natters.

(b) Such record was kept in the course of a regularly

conduct ed busi ness activity.

(c) The business activity nade such a record as a

regul ar practi ce.

(d) If such recordis not the original, it is a

duplicate of the original, unless the source of information or

the method or circunstances of preparation indicate | ack of

trustwort hi ness.

(6) An out-of-state certification under this section

shal | authenticate such record or duplicate.

(7) No evidence in such records in the form of opinion

or diagnhosis is adnissible under subsection (5) unless such

opi ni on or diagnosis woul d be adm ssi bl e under ss.

90.701-90. 705 if the person whose opinion is recorded were to

testify to the opinion directly.
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(8) As soon after the arraignment as practicable, or

60 days prior to trial, a party intending to offer in evidence

under this section an out-of-state record of regularly

conduct ed business activity shall provide witten notice of

that intention to each other party. A nobtion opposing

admi ssion in evidence of such record shall be made by the

opposing party and deternined by the court before

trial. Failure by a party to file such notion before trial

shall constitute a waiver of objection to such record or

duplicate, but the court for cause shown nay grant relief from

t he wai ver.
(9) In any crinminal case, the content of any

el ectroni ¢ comuni cati on nay be obtai ned under this section

only by court order or by the issuance of a search warrant,

unl ess ot herwi se provi ded under the El ectroni ¢ Comuni cations

Pri vacy Act or other provision of |aw
Section 4. This act shall take effect July 1, 2003.
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