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Fl ori da Senate - 2005 COWM TTEE ANMENDVENT
Bill No. SB 284
Bar code 272564

CHAMBER ACTI ON
Senat e House

The Conmittee on Judiciary (Aronberg) recomended the

foll owi ng anendnent:

Senate Anendnent (with title anendnent)

On page 2, between lines 19 and 20,

i nsert:
Section 2. Section 501.167, Florida Statutes, is
created to read

501. 167 Conputerized information; breach of security;

pr ocedur e upon di scovery. --

(1) Any person or business that conducts business in

this state and that mmintains conputerized data that includes

personal information shall disclose any breach of the security

of the systemfollow ng discovery or notification of the

breach of the security of the data to any resident of the

state whose unencrypted personal infornation was, or is

reasonably believed to have been, acquired by an unauthorized

person. For purposes of this section, a resident of this state

may be deternined to be an individual whose principal nmiling

address as reflected in the records of the person or business
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is in Florida. The disclosure shall be nmade in the nost

expedi ent tinme possible and wi thout unreasonabl e del ay,

subject to the legitimte needs of |aw enforcenent, as

provided in subsection (3) and the completion of an

i nvestigation by the person or business to determ ne the

nature and scope of the incident, to identify the individuals

affected, or to restore the reasonable integrity of the data

system

(2) Any person or business that nmintains conputerized

data on behal f of another business or person which includes

personal information that the person or busi ness does not own

shall notify the business or person of the infornmation of any

breach of the security of the data i nmediately follow ng

di scovery, if the personal information was, or is reasonably

beli eved to have been, acquired by an unauthorized person

(3) The notification required by this section shall be

del ayed if a |l aw enforcenent agency determi nes that the

notification will inpede a crininal investigation. If

notification is required by this section, it shall be nade

after the | aw enforcenent agency determnes that it will not

conprom se the investigation

(4) For purposes fo this section, the term"breach of

the security of the systent neans unauthorized acquisition of

conputeri zed data which materially conpronises the security,

confidentiality, or integrity of personal information

mai nt ai ned by the person or business and causes or is

reasonably believed to cause loss or injury to the state

resident. CGood faith acquisition of personal information by an

enpl oyee or agent of the person or business for the purposes

of the person or business is not a breach of the security of

the system provided that the personal infornmation is not used
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for a purpose unrelated to the business or subject to further

unaut hori zed di scl osure.

(5)(a) For purposes of this section, the term

personal information" neans an individual's first nane or

first initial and |last nanme in conbination with any one or

nore of the followi ng data el enents, when the data el ements

are not encrypted:

1. Social security nunber.

2. Driver's license nunber or Florida identification

card nunber.

3. Account nunber, credit card nunber, or debit card

nunber, in conbination with any required security code, access

code, or password that would permt access to an individual's

financial account.

(b) For purposes of this section, the term "persona

i nf ormati on" does not include publicly avail able informtion

that is lawfully nade available to the general public from

federal, state, or local governnent records or wdely

di stributed nedia.

(6) For purposes of this section, notice may be

provi ded by one of the follow ng nethods:

(a) Witten notice.

(b) Electronic notice, if the notice provided is

consistent with the provisions regarding el ectronic records

and signatures set forth in 15 U.S.C._s. 7001

(c) Substitute notice, if the person or business

denpnstrates that the cost of providing notice wuld exceed

5250, 000, or that the affected class of subject persons to be

notified exceeds 500,000, or the person or business does not

have sufficient contact infornation. Substitute notice shal

consist of all of the follow ng:
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1. E-mmil notice when the person or business has an

e-mai | address for the subject persons;

2. Conspicuous posting of the notice on the |Internet

website page of the person or business, if the person or

busi ness nmi ntai ns _one; and

3. Notification to nmjor statew de nedia.

(7)  For purposes of this section, the term

unaut hori zed person" nmeans any person that is not the person

to whom the personal infornnation bel ongs and that does not

have permi ssion fromor a password issued by the person or

busi ness that stores the conputerized data to acquire it.

(8) Notwi thstanding subsection (6), a person or

busi ness that maintains its own notification procedures as

part of an information security policy for the treatnent of

personal information and is otherw se consistent with the

timng requirenents of this part shall be deened to be in

compliance with the notification requirenents of this section

if the person or business notifies subject persons in

accordance with its policies in the event of a breach of

security of the system

(9) Notwi thstandi ng subsection (6), notification is

not required if, after an appropriate investigation and after

consultation with relevant federal or state agencies

responsible for | aw enforcenent, the person or business

reasonably determ nes that the breach has not resulted, and

will not result, in harmto the individuals whose persona

i nformati on _has been acqui red and accessed. Such a

determ nati on nust be docunented in witing, and the

docunent ati on maintai ned for 5 vears.

(10) Not less than 2 business days prior to nmeking the

notification required by subsection (1), the person or
4
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busi ness nmeking the notification shall notify all consuner

reporting agencies that conmpile and maintain files on

consuners on_a nationw de basis of the pending notification

and shall provide a copy of the notification. Any consuner

reporting agency receiving a notification under this

subsection shall transmt the information to any person or

entity that reports infornation to or receives consuner report

informati on from such consunmer reporting agency in a tinely

manner, separate from any requl ar _communi cati on of informtion

to such person or entity.

(11) A violation of this section is a deceptive and

unfair trade practice and constitutes a violation of the

Fl ori da Deceptive and Unfair Trade Practices Act.

(Redesi gnat e subsequent sections.)

—=============== T | T L E AMENDMENT ===============
And the title is anended as fol |l ows:

On page 1, line 14, followi ng the senicol on

insert:
creating s. 501.167, F.S.; prescribing duties
of persons and busi nesses hol di ng conmputerized
personal information upon discovery of a breach
of security of the systemon which such data
are nmai ntained; defining terns; prescribing
forms that notification of the breach nust

take; providing exceptions; providing renedies;

10: 27 AM  03/15/05 s0284c-j u27-bz2




