CS for SB 284 First Engrossed

1 A bill to be entitled

2 An act relating to consunmer protection

3 creating s. 817.5681, F.S.; requiring business
4 persons mmi ntai ning conputerized data that

5 i ncl udes personal information to provide notice
6 of breaches of system security under certain

7 ci rcunst ances; providing requirenents;

8 provi ding for administrative fines; providing
9 exceptions and limtations; authorizing del ays
10 of such di scl osures under certain

11 ci rcunst ances; providing definitions; providing
12 for alternative notice nmethods; specifying

13 conditions of conpliance for persons

14 mai ntai ning certain alternative notification
15 procedures; specifying conditions under which
16 notification is not required; providing

17 requi renents for docunentation and nai ntenance
18 of docunentation; providing an adm nistrative
19 fine for failing to docunent certain failures
20 to comply; providing for application of
21 admi nistrative sanctions to certain persons
22 under certain circunstances; authorizing the
23 Department of Legal Affairs to institute
24 proceedi ngs to assess and col |l ect fines;
25 requiring notification of consumer reporting
26 agenci es of breaches of system security under
27 certain circunstances; anending s. 817.568
28 F.S.; redefining the term "persona
29 i dentification information" and defining the
30 term"counterfeit or fictitious persona
31 identification information"; revising crimna
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penalties relating to the offense of

fraudul ently using, or possessing with intent
to fraudul ently use, personal identification

i nformati on; providing nminimum mandatory terns
of inprisonnment; creating the offenses of
willfully and fraudul ently using, or possessing
with intent to fraudulently use, persona

i dentification information concerning a
deceased i ndividual; providing crimna
penal ti es; providing for mnimm mandat ory
ternms of inprisonnment; creating the offense of
willfully and fraudulently creating or using,
or possessing with intent to fraudulently use,
counterfeit or fictitious persona

i dentification information; providing crimna
penal ti es; providing for reclassification of

of fenses under certain circunstances; providing
for reduction or suspension of sentences under
certain circunstances; providing for

severability; providing an effective date.

Be It Enacted by the Legislature of the State of Florida:

Section 1. Section 817.5681, Florida Statutes, is

created to read

817.5681 Breach of security concerning confidentia

personal information in third-party possession; administrative

penal ties. --

(1) (a) Any person who conducts business in this state

and mai ntains conputerized data in a systemthat includes

personal information shall provide notice of any breach of the

2
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security of the system following a deternination of the

breach, to any resident of this state whose unencrypted

personal infornmation was, or is reasonably believed to have

been, acquired by an unauthorized person. The notification

shall be made wit hout unreasonabl e delay, consistent with the

leqgitimate needs of | aw enforcenent, as provided in subsection

(3) and paragraph (10)(a)., or subject to any neasures

necessary to deternine the presence, nature, and scope of the

breach and restore the reasonable intedrity of the system

Notification nust be made no |ater than 45 days follow ng the

determ nation of the breach unl ess otherwi se provided in this

section.

(b) Any person required to make notification under

paradgraph (a) who fails to do so within 45 days follow ng the

determ nation of a breach or receipt of notice fromlaw

enforcenent _as provided in subsection (3) is liable for an

admi nistrative fine not to exceed $500, 000, as foll ows:

1. In the ampunt of $1,000 for each day the breach

goes undi sclosed for up to 30 days and, thereafter, $50,000

for each 30-day period or portion thereof for up to 180 days.

2. If notification is not made within 180 days., any

person required to make notification under paragraph (a) who

fails to do so is subject to an adnministrative fine of up to

$500, 000.

(c) The administrative sanctions for failure to notify

in paragraph (b) apply per breach, and not per individua

affected by the breach. Such sanctions do not apply in the

case of personal information in the custody of any

governnent al _agency or subdivision, unless that governnenta

agency or subdivision has entered into a contract with a

contractor or third-party adnministrator to provide

3
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governnental services. In such case, the contractor or

third-party adnmnistrator is the person to whom such sanctions

apply and such contractor or third-party adm nistrator found

in violation of such notification requirements has no right to

any contribution or set-off that nmay otherw se be avail able

agai nst the enpl oyi ng agency or subdi vi sion

(2)(a) Any person who maintains conputerized data that

includes personal infornmation on behalf of another business

entity shall disclose to the business entity for which the

information i s muintained any breach of the security of the

system as _soon_as practicable, but no later than 10 days

following the determnation, if the personal information was,

or is reasonably believed to have been, acquired by an

unaut hori zed person. The person who maintains the data on

behal f of another business entity and the business entity on

whose behalf the data is mmintained nay adree who will provide

the notice, if any is required, as provided in paradraph

(1) (a); however, only a single notice for each breach of the

security of the systemis required. If agreenent regarding

notification cannot be reached, the person who has the direct

business relationship with the resident of this state nust

provide the notice required under paragraph (1)(a).

(b) Any person required to disclose to a business

entity under paragraph (a) who fails to do so within 10 days

after the determ nation of a breach or receipt of notification

fromlaw enforcenent as provided in subsection (3) is liable

for an adninistrative fine not to exceed $500,000, as follows:

1. In the ampunt of $1,000 for each day the breach

goes undi scl osed for up to 30 days and, thereafter, $50, 000

for each 30-day period or portion thereof for up to 180 days.

4
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2. If disclosure is not made within 180 days, such

person is subject to an administrative fine of up to $500, 000.

(c) The admi nistrative sanctions for nondisclosure

provided in paragraph (b) apply per breach, and not per

individual affected by the breach. Such sanctions do not

apply in the case of personal information in the custody of

any governnental agency or subdivision unless that

governnent al agency or subdivision has entered into a contract

with a contractor or third-party administrator to provide

governnental services. In such case, the contractor or

third-party admnistrator is the person to whom such sancti ons

apply and such contractor or third-party adm nistrator found

in violation of such nondisclosure restrictions has no right

to any contribution or set-off that nmay otherw se be avail able

agai nst the enpl oyi ng agency or subdi vi sion

(3) The notification required by this section nay be

del ayed upon a request by |law enforcenent if a | aw enforcenent

agency determ nes that the notification will inpede a crimna

investigation. The notification tinme period required by this

section shall comence after the person receives notice from

the | aw enforcenent agency that the notification will not

conprom se the investigation.

(4) For purposes of this section, the terns "breach"

and "breach of the security of the systemd nean unl awful and

unaut hori zed acquisition of conputerized data that materially

conprom ses the security, confidentiality, or integrity of

personal infornmation maintained by the person. Good faith

acqui sition of personal information by an enpl oyee or agent of

the person is not a breach or breach of the security of the

system provided the information is not used for a purpose

5
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unrelated to the business or subject to further unauthorized

use.

(5) For purposes of this section, the term "persona

information" nmeans an individual's first nane, first initia

and | ast nane, or any mddle nane and |l ast nane, in

conbi nation with any one or nore of the follow ng data

el enents when the data el ements are not encrypted

(a) Social security nunber.

(b) Driver's license nunber or Florida ldentification
Card nunber.

(c) Account nunmber, credit card nunber, or debit card

nunber, in conbination with any required security code, access

code, or password that would pernmit access to an individual's

financial account.

The term does not include publicly available information that

is lawfully nade available to the general public from federal

state, or |ocal government records or widely distributed

nedi a.

(6) For purposes of this section, notice may be

provi ded by one of the follow ng nethods:

(a) Witten notice;

(b) FElectronic notice, if the notice provided is

consistent with the provisions regarding el ectronic records

and signatures in 15 U.S.C. s. 7001 or if the person or

busi ness providing the notice has a valid e-nmnil address for

the subject person and the subject person has agreed to accept

comuni cations el ectronically; or

(c) Substitute notice, if the person denpnstrates that

the cost of providing notice would exceed $250, 000, the

affected class of subject persons to be notified exceeds

6
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500, 000, or the person does not have sufficient contact

information. Substitute notice shall consist of all of the

fol |l owi ng:
1. FElectronic mail or e-mail notice when the person

has an electronic nmail or e-mail address for the subject

persons.
2. Conspicuous posting of the notice on the web page

of the person, if the person nmintains a web page.

3. Notification to major statew de nedia.

(7) For purposes of this section, the term

unaut hori zed person" neans any person who does not have

pernission from or a password issued by, the person who

stores the conputerized data to acquire such data, but does

not include any individual to whom the personal information

pertains.
(8) For purposes of this section, the term "person”

neans _a person as defined in s. 1.01. For purposes of this

section, the State of Florida, as well as any of its agencies

or_political subdivisions, and any of the agencies of its

political subdivisions, is a person

(9) Notwithstandi ng subsection (6)., a person who

nai nt ai ns:

(a) The person's own notification procedures as part

of an information security or privacy policy for the treatnent

of personal information, which procedures are otherw se

consistent with the timng requirenents of this part; or

(b) A notification procedure pursuant to the rules,

requl ati ons, procedures, or quidelines established by the

person's primary or functional federal regulator

7
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1| shall be deemed to be in conpliance with the notification

2| requirenents of this section if the person notifies subject

3| persons in accordance with the person's policies or the rules,
4| requl ations, procedures, or quidelines established by the

5 primary or functional federal requlator in the event of a

6| breach of security of the system

7 (10)(a) Notwi thstanding subsection (2), disclosure is

8| not required if, after an appropriate investigation or after

9| consultation with relevant federal, state, and |ocal agencies
10| responsible for Iaw enforcenent, the person reasonably

11| deternmines that the breach has not and will not likely result
12| in harmto the individuals whose personal information has been
13| acquired and accessed. Such a determnmination nust be docunented
14| in witing and the docunentation nmust be mmintained for 5

15| years.

16 (b) Any person required to docunent a failure to

17| notify affected persons who fails to docunent the failure as
18| required in paragraph (a) or who, if docunentation was

19| created, fails to maintain the docunentation as required in
20| paragraph (a) is liable for an administrative fine of up to
21 |$50, 000 for such failure.

22 (c) The adninistrative sanctions in paragraph (b) do
23| not apply in the case of personal information in the custody
24| of any governnental agency or subdivision, unless that

25| governnental agency or subdivision has entered into a contract
26| with a contractor or third-party adm nistrator to provide

27| governnental services. In such case the contractor or

28| third-party adninistrator is the person to whom such sanctions
29| apply and such contractor or third-party admnistrator found
30| in violation of the docunentati on and mmi ntenance of

31| docunentation requirenents has no right to any contribution or

8
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set-of f that nmay otherw se be avail abl e agai nst the enploying

agency or subdivi sion.

(11) The Departnent of Legal Affairs may institute

proceedi ngs to assess and collect the fines authorized in this

section.

(12) 1f a person discovers circunstances requiring

notification pursuant to this section of nore than 1,000

persons at a single tine, the person shall also notify,

wi t hout unreasonable delay, all consuner reporting agencies

that conpile and maintain files on consuners on_a nationw de

basis, as defined in 15 U.S.C. s. 168la(p). of the timng

di stribution, and content of the notices.

Section 2. Section 817.568, Florida Statutes, is

amended to read:

817.568 Crimnal use of personal identification
i nformation. --

(1) As used in this section, the term

(a) "Access device" nmeans any card, plate, code,
account nunber, electronic serial nunber, nobile
i dentification nunber, personal identification nunber, or
ot her tel ecomruni cations service, equipnent, or instrunment
identifier, or other neans of account access that can be used,
alone or in conjunction with another access device, to obtain
noney, goods, services, or any other thing of value, or that
can be used to initiate a transfer of funds, other than a
transfer originated solely by paper instrument.

(b) "Authorization" nmeans enpowernent, perm ssion, or
conpetence to act.

(c) "Harass" neans to engage in conduct directed at a
specific person that is intended to cause substantia

enotional distress to such person and serves no legitimte

9
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1| purpose. "Harass" does not nean to use personal identification
2| information for accepted conmercial purposes. The term does

3| not include constitutionally protected conduct such as

4| organi zed protests or the use of personal identification

5| information for accepted conmerci al purposes.

6 (d) "Individual" neans a single human bei ng and does
7| not nean a firm association of individuals, corporation

8| partnership, joint venture, sole proprietorship, or any other
9| entity.

10 (e) "Person" neans a "person" as defined in s.

11| 1.01(3).

12 (f) "Personal identification information" neans any
13| name or nunber that may be used, alone or in conjunction with
14| any other information, to identify a specific individual

15| includi ng any:

16 1. Nanme, postal or electronic mail address, tel ephone
17| nunber, social security nunber, date of birth, nmother's nmiden
18| nane, official state-issued or United States-issued driver's
19| license or identification nunber, alien registration nunber,
20| governnment passport nunber, enployer or taxpayer
21| identification nunmber, Medicaid or food stanp account nunber,
22| e+ bank account nunber, o credit or _debit card nunber, or
23| personal identification nunber or code assigned to the hol der
24| of a debit card by the issuer to permt authorized electronic
25| use of such card;
26 2. Unique bionetric data, such as fingerprint, voice
27| print, retina or iris image, or other unique physica
28| representation;
29 3. Unique electronic identification nunber, address,
30| or routing code; e+
31 4. Medical records;

10
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5.4~ Tel ecommunication identifying information or
access device,_or-—

6. O her nunber or information that can be used to

access a person's financial resources.

(q) "Counterfeit or fictitious personal identification

information" neans any counterfeit, fictitious, or fabricated

information in the simlitude of the data outlined in

paragraph (f) that, although not truthful or accurate, would

in context lead a reasonably prudent person to credit its

trut hf ul ness _and accuracy.

(2)(a) Any person who willfully and without
aut horization fraudul ently uses, or possesses with intent to
fraudul ently use, personal identification information
concerning an individual wthout first obtaining that
i ndi vi dual's consent, conmits the offense of fraudul ent use of
personal identification information, which is a felony of the
third degree, punishable as provided in s. 775.082, s.
775.083, or s. 775.084.

(b) Any person who willfully and w thout authorization
fraudul ently uses personal identification information
concerning an individual wthout first obtaining that
i ndi vidual's consent conmits a felony of the second degree,
puni shabl e as provided in s. 775.082, s. 775.083, or s.
775.084, if the pecuniary benefit, the value of the services
recei ved, the paynent sought to be avoided, or the ampunt of
the injury or fraud perpetrated is $5,000 or nore or if the
person fraudul ently uses the personal identification

information of 10 or nore individuals,_ but fewer than 20

i ndividuals, without their consent. Notwi thstandi ng any ot her

provi sion of |law, the court shall sentence any person

convicted of commtting the of fense described in this

11
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paragraph to a nandatory m ni mum sentence of 3 years
i mpri sonment .

(c) Any person who willfully and w thout authorization
fraudul ently uses personal identification information
concerning an individual wthout first obtaining that
i ndi vidual's consent conmits a felony of the first degree,
puni shabl e as provided in s. 775.082, s. 775.083, or s.
775.084, if the pecuniary benefit, the value of the services
recei ved, the paynent sought to be avoided, or the ampunt of
the injury or fraud perpetrated is $50,000 or nore or if the
person fraudul ently uses the personal identification

information of 20 or nore individuals,_ but fewer than 30

individuals, without their consent. Notwi thstandi ng any ot her

provi sion of |aw, the court shall sentence any person
convicted of commtting the of fense described in this
par agr aph=

4~ to a mandatory m ni num sentence of 5 years

i mprisonnent. |f the pecuniary benefit, the value of the

services received, the paynent sought to be avoided, or the

amount of the injury or fraud perpetrated is $100, 000 or nore,

or if the person fraudulently uses the personal identification

information of 30 or nore individuals w thout their consent,

notw t hst andi ng any other law, the court shall sentence any

person convicted of committing the offense described in this

par agr aph
2—- to a mandatory m ni num sentence of 10 years

i mpri sonment ——the—peeuniary—bereftit—thevalue—ofthe

12
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(3) Neither paragraph (2)(b) nor paragraph (2)(c)
prevents a court frominposing a greater sentence of
i ncarceration as authorized by law. If the m ni mum mandatory
ternms of inprisonnment inposed under paragraph (2)(b) or
par agraph (2)(c) exceed the maxi mum sentences authorized under
S. 775.082, s. 775.084, or the Crimnal Punishnent Code under
chapter 921, the mandatory m ni mrum sentence mnmust be i nposed.

If the mandatory mninmumterns of inprisonnment under paragraph
(2)(b) or paragraph (2)(c) are less than the sentence that
could be inmposed under s. 775.082, s. 775.084, or the Crimina
Puni shment Code under chapter 921, the sentence inposed by the
court rmnust include the mandatory m ni mum term of inprisonnent
as required by paragraph (2)(b) or paragraph (2)(c).

(4) A Any person who willfully and wi thout
aut hori zation possesses, uses, or attenpts to use persona
i dentification information concerning an individual w thout
first obtaining that individual's consent, and who does so for
the purpose of harassing that individual, comrits the offense
of harassnent by use of personal identification infornmation
which is a m sdenmeanor of the first degree, punishable as
provided in s. 775.082 or s. 775.083.

(5) |If an offense prohibited under this section was
facilitated or furthered by the use of a public record, as
defined in s. 119.011, the offense is reclassified to the next
hi gher degree as foll ows:

(a) A nmisdeneanor of the first degree is reclassified
as a felony of the third degree.

(b) A felony of the third degree is reclassified as a
felony of the second degree.

(c) A felony of the second degree is reclassified as a

felony of the first degree.

13
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For purposes of sentencing under chapter 921 and incentive
gain-tine eligibility under chapter 944, a felony offense that
is reclassified under this subsection is ranked one |eve
above the ranking under s. 921.0022 of the felony offense
comm tted, and a mni sdeneanor offense that is reclassified
under this subsection is ranked in |evel 2 of the offense
severity ranking chart in s. 921.0022.

(6) A Any person who willfully and wi thout
aut horization fraudul ently uses personal identification
i nformati on concerning an individual who is | ess than 18 years
of age without first obtaining the consent of that individua
or of his or her |egal guardian commits a felony of the second
degree, punishable as provided in s. 775.082, s. 775.083, or
s. 775.084.

(7) A Any person who is in the relationship of parent
or | egal guardian, or who otherw se exercises custodia
authority over an individual who is | ess than 18 years of age,
who willfully and fraudul ently uses personal identification
i nformati on of that individual commts a felony of the second
degree, punishable as provided in s. 775.082, s. 775.083, or
s. 775.084.

(8)(a) A person who willfully and fraudul ently uses,

or_possesses with intent to fraudulently use, persona

identification information concerning a deceased individua

commits the offense of fraudul ent use or possession wth

intent to use personal identification information of a

deceased individual, a felony of the third degree, punishable

as provided in s. 775.082, s. 775.083, or s. 775.084.

(b) A person who willfully and fraudulently uses

personal identification information concerning a deceased

14
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individual commits a felony of the second degree, punishable

as provided in s. 775.082, s. 775.083, or s. 775.084, if the

pecuni ary benefit, the value of the services received, the

paynent sought to be avoided, or the ampunt of injury or fraud

perpetrated i s $5,000 or nore, or if the person fraudulently

uses the personal identification infornmation of 10 or nore but

fewer than 20 deceased individuals. Notw thstanding any other

law, the court shall sentence any person convicted of

comitting the offense described in this paragraph to a

nandatory m ni mum sentence of 3 vears' inprisonment.

(c) A person who willfully and fraudulently uses

personal identification information concerning a deceased

individual commits the offense of aggravated fraudul ent use of

the personal identification information of nultiple deceased

individuals, a felony of the first degree, punishable as

provided in s. 775.082, s. 775.083, or s. 775.084, if the

pecuni ary benefit, the value of the services received, the

paynent sought to be avoided, or the ampunt of injury or fraud

perpetrated is $50,000 or nore, or if the person fraudulently

uses the personal identification infornmation of 20 or nore but

fewer than 30 deceased individuals. Notw thstanding any other

law, the court shall sentence a person convicted of the

of fense described in this paragraph to a m ni rum nandatory

sentence of 5 yvears' inprisonnent. |f the pecuniary benefit,

the value of the services received, the paynent sought to be

avoided, or the ampunt of the injury or fraud perpetrated is

$100,000 or nore, or if the person fraudulently uses the

personal identification information of 30 or nore deceased

i ndi viduals, notw thstandi ng any other provision of |aw, the

court shall sentence a person convicted of an offense

15
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described in this paragraph to a mandatory m ni num sentence of

10 years' inprisonnent.

(9) A person who willfully and fraudulently creates or

uses, or possesses with intent to fraudulently use,

counterfeit or fictitious personal identification informtion

concerning a fictitious individual, or concerning a rea

individual wi thout first obtaining that real individual's

consent, with intent to use the counterfeit or fictitious

personal identification information for the purpose of

committing or facilitating the comm ssion of a fraud on

anot her _person, commits the offense of fraudul ent creation or

use, or possession with intent to fraudul ently use,

counterfeit or fictitious personal identification information,

a felony of the third degree, punishable as provided in s.

775.082, s. 775.083, or s. 775.084.

(10) A person who conmmits an offense described in this

section and for the purpose of obtaining or using persona

identification information nmisrepresents hinself or herself to

be a | aw enforcenent officer; an enployee or representative of

a bank, credit card conpany, credit counseling conpany, or

credit reporting agency; or a person who wongfully represents

that he or she is seeking to assist the victimwi th a problem

concerning the victinms credit history shall have the offense

reclassified as follows:

(a) 1In the case of a m sdeneanor, the offense is

reclassified as a felony of the third degree.

(b) In the case of a felony of the third degree, the

offense is reclassified as a felony of the second deagree.

(c) In the case of a felony of the second degree, the

offense is reclassified as a felony of the first degree.
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1 (d) In the case of a felony of the first degree or a

2| felony of the first degree punishable by a term of

3| inprisonnment not exceeding life, the offense is reclassified

4| as a life fel ony.

5

6| For purposes of sentencing under chapter 921, a felony offense
7| that is reclassified under this subsection is ranked one |eve
8| above the ranking under s. 921.0022 or s. 921.0023 of the

9| felony offense conmitted, and a m sdeneanor offense that is

10| reclassified under this subsection is ranked in level 2 of the
11| offense severity ranking chart.

12 (11) The prosecutor may nove the sentencing court to

13| reduce or suspend the sentence of a person who is convicted of
14| a violation of this section and who provides substantia

15| assistance in the identification, arrest, or conviction of any
16| of that person's acconplices, accessories, coconspirators, or
17| principals or of any other person engaged in fraudul ent

18| possession or use of personal identification information. The
19| arresting agency shall be given an opportunity to be heard in
20| aggravation or mitigation in reference to any such notion

21| Upon good cause shown, the notion may be filed and heard in

22| camera. The judge hearing the notion nmay reduce or suspend the
23| sentence if the judge finds that the defendant rendered such
24| substantial assistance.

25 (12)£8> This section does not prohibit any lawfully

26| authorized investigative, protective, or intelligence activity
27| of a | aw enforcenent agency of this state or any of its

28| political subdivisions, of any other state or its politica

29| subdivisions, or of the Federal Government or its politica

30| subdi vi si ons.

31
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1 (13)£9Y(a) In sentencing a defendant convicted of an

2| offense under this section, the court may order that the

3| defendant make restitution under pwrsuart—te s. 775.089 to any
4| victimof the offense. In addition to the victinms

5| out-of-pocket costs, sueh restitution may include paynent of

6| any other costs, including attorney's fees incurred by the

7| victimin clearing the victims credit history or credit

8| rating, or any costs incurred in connection with any civil or
9| administrative proceeding to satisfy any debt, lien, or other
10| obligation of the victimarising as the result of the actions
11| of the defendant.

12 (b) The sentencing court nay issue such orders as are
13| necessary to correct any public record that contains false

14| information given in violation of this section.

15 (14) 38 Prosecutions for violations of this section

16| may be brought on behalf of the state by any state attorney or
17| by the statew de prosecutor

18 (154 The Legislature finds that, in the absence of
19| evidence to the contrary, the location where a victimgives or
20| fails to give consent to the use of personal identification
21| information is the county where the victimgenerally resides.
22 (16) 2> Notwithstandi ng any other provision of |aw,
23| venue for the prosecution and trial of violations of this
24| section may be commenced and maintained in any county in which
25| an elenment of the offense occurred, including the county where
26| the victimgenerally resides.
27 (17) 43> A prosecution of an offense prohibited under
28| subsection (2), subsection (6), or subsection (7) nust be
29| comenced within 3 years after the offense occurred. However,
30| a prosecution my be commenced within 1 year after discovery
31| of the offense by an aggrieved party, or by a person who has a
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| egal duty to represent the aggrieved party and who is not a
party to the offense, if such prosecution is comenced within
5 years after the violation occurred.

Section 3. |f any provision of this act or its

application to any person or circunstance is held invalid, the

invalidity does not affect other provisions or applications of

the act which can be qgiven effect without the invalid

provision or application, and to this end the provisions of
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this act are severable.
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Section 4. This act shall take effect July 1, 2005.
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