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Fl orida Senate - 2006 COW TTEE AMENDMENT
Bill No. SB 856
Bar code 864392
CHAMBER ACTI ON

Senat e House

Comm RCS
03/ 21/ 2006 03:54 PM

The Conmittee on Donestic Security (Diaz de la Portilla)

recommended the foll owi ng anendnent :

Senate Anendnent (with title anendnent)

Del ete everything after the enacting cl ause

and insert:

Section 1. Section 282.318, Florida Statutes, is
amended to read:

282.318 Security of data and information technol ogy
resources. - -

(1) This section nay be cited as the "Security of Data
and I nformation Technol ogy Resources Act."

(2) &) The Departnent of Managenent Services,
hereafter referred to as the departnment Fhe—State—TFeechnotogy

o-ee, in consultation with each agency head, is responsible

for coordinating, assessing, and setting m nimum standard

operating procedures for ant—acecountable—+fer—assuring an

adequate |l evel of security for all data and information

technol ogy resources of each agency and, to carry out this

responsibility, will shatH, at a mni mum
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(a)*- Require that each agency designate an

i nformati on security manager who shall adm nister the security
program of each agency for its data and i nformati on teehnotogy
resour ces.

(b)2+~ Require that each agency conduct and update

every 3 yvears EContduct—and—pertotica-y—updater- a

conprehensive risk analysis to determ ne the security threats

to the data, information, and information technol ogy resources

of each agency. The risk analysis information is confidentia
and exenpt fromthe provisions of s. 119.07(1), except that
such information shall be available to the Auditor Ceneral in
performng his or her postauditing duties.

(c)3+~ Assist each agency with the devel opnent and

provide revisions of Bevetoep—antd—periodicatty—update witten

internal policies and procedures to assure the security of the

data, information, and information technol ogy resources of

each agency. The internal policies and procedures which, if
di scl osed, could facilitate the unauthorized nodification

di scl osure, or destruction of data or information technol ogy
resources are confidential information and exenmpt fromthe
provisions of s. 119.07(1), except that such information shal
be available to the Auditor General in performng his or her
postaudi ting duties.

(d)4— Require each agency to inplement appropriate

cost-effective safeguards to reduce, elimnate, or recover
fromthe identified risks to the data and infornmation
t echnol ogy resources of each agency.

(e)5- Require each agency to ensure that periodic

internal audits and eval uations of each security program for
the data and information technol ogy resources of the agency
are conducted. The results of such internal audits and

2
1:16 PM  03/16/06 s0856d- ds36- b03




© 00 N O O b~ W N P

W W N N N D N N NN MDD DN PP P PP, PP PPk
O © 0o N o o A~ W N PP O O 0o N o o~ WwWN B+ o

Fl ori da Senate - 2006 COW TTEE ANMENDVENT
Bill No. SB 856

Bar code 864392
eval uations are confidential information and exenpt fromthe
provisions of s. 119.07(1), except that such information shal
be available to the Auditor General in performng his or her

postauditing duties and to the Office of Information Security

for performance of its coordination and assessnent duties.

(f)6— Require that each agency include appropriate

security requirenents, as determned by the Departnent of

Managenent Services the—State—technotogy—©ofiece, in

consultation with the Departnent of Law Enforcenent eaeh

ageney—head, in the witten specifications for the

solicitation of information technol ogy resources.

tB)F In those instances in which the departnment State
Fechnotogy—ofi+ce devel ops state contracts for use by state
agenci es, the departnent eff+ee shall include appropriate
security requirenents in the specifications for the
solicitation for state contracts for procuring information
t echnol ogy resources.

(3) In order to ensure the security of enterprise

information, the departnment shall establish the Ofice of

I nformation Security and shall designate a Chief |Infornmation

Security Oficer as the head of the office. The office shal

work with all branches of state governnent and coordinate with

t he Agency Chief Information Oficers Council and the

Executive Ofice of the Governor. The office is responsible

for security rul enaking and formul ati on of policy

recomendati ons, security audit oversight, training of

i nformati on security nmanagers, coordi nati on of donestic

security funding for cybersecurity issues, and shall set

nm ni num st andards for the recovery of information technol ogy

following a disaster. The funding for this office and the

associ ated positions shall be provided with general revenue
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and is the responsibility of the departnent.

(4) The departnment may adopt rules relating to the

security of data, information, and informtion technol ogy

pursuant to ss. 120.536(1) and 120.54 to administer this part.

Section 2. This act shall take effect upon becom ng a

| aw.

—=====—========== T | T L E AMENDMENT ===============
And the title is anended as foll ows:

Del ete everything before the enacting cl ause

and insert:
A bill to be entitled

An act relating to donestic security; anending
s. 282.318, F.S.; requiring the Departnent of
Managenent Services to set mninum standard
operating procedures for the security of data
and information technol ogy resources; providing
for the departnent to require each agency to
conduct certain procedures to assure the
security of data, information, and information
technol ogy resources; requiring that the
results of certain internal audits and
eval uations be available to the Ofice of
Information Security; requiring the departnent
to establish an Office of Information Security
and to designate a Chief Information Security
O ficer; providing that the office is
responsi ble for certain procedures and
standards; providing for the office to be

4
1:16 PM 03/ 16/ 06 s0856d- ds36- b03




© 00 N O O b~ W N P

W W N N N D N N NN DN DN P P PP, PP PR
b O © 0o N o o A~ W N PP O ©W 0 N o o~ WwWN B+ o

Fl ori da Senate - 2006
Bill No. SB 856

Bar code 864392

funded by general revenue;

department to adopt

effecti ve date.
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