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Fl ori da Senate - 2006 CS for CS for SB 856

By the Committees on Governnmental Oversight and Productivity;
Donmestic Security; and Senator Diaz de la Portilla

585-2347- 06
A bill to be entitled

An act relating to donestic security; anmending
s. 282.318, F.S.; requiring the Departnent of
Managenment Services to recomend mini mum
operating procedures for the security of data
and i nformation technol ogy resources; requiring
each agency to conduct certain procedures to
assure the security of data, information, and
i nformati on technol ogy resources; requiring
that the results of certain internal audits and
eval uations be available to the Auditor
General; requiring the departnment to establish
an O fice of Information Security and to
designate a Chief Information Security O ficer;
requiring the office to develop a strategic
pl an; providing that the office is responsible
for certain procedures and standards; providing
| egislative findings with respect to the
provi sion of additional funds for enhancenents
and i nprovenents to the radio system used by
state | aw enforcenent agencies; providing for
the inpl ementation of certain recommendati ons
conti ngent upon appropriation; providing an

effective date.

Be It Enacted by the Legislature of the State of Florida:

Section 1. Section 282.318, Florida Statutes, is
amended to read:

282.318 Security of data and information technol ogy
resources. - -
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1 (1) This section may be cited as the "Security of Data
2| and Information Technol ogy Resources Act."

3 (2){2 The Departnent of Managenent Services,

4| hereafter referred to as the departnent Fhe—State—Fechnology
5| ©f+ee, in consultation with each agency head, is responsible
6| for coordinating, assessing, and recomendi ng ni ni num

7| operating procedures for and—aeccountablefor assuring an

8| adequate |l evel of security for aH data and information

9| technol ogy resources. To assist the departnent in carrying ef
10| each—ageney—and—to—ear+y out this responsibility, each agency
11| shall, at a m ninum

12 (a)3+— Designate an information security manager who

13| shall administer the security program of each agency for its
14| data and information technol ogy resources.

15 (b)2~ Conduct, and pertedieathby update every 3 years,
16| a conprehensive risk analysis to deternine the security

17| threats to the data, information, and information technol ogy
18| resources of each agency. The risk analysis information is

19| confidential and exenpt fromthe provisions of s. 119.07(1),
20| except that such information shall be available to the Auditor
21| CGeneral in performing his or her postauditing duties.

22 (c)3— Develop, and periodically update, witten

23| internal policies and procedures that are consistent with the
24| standard operating procedures recommended by the departnment to
25| assure the security of the data and i nformation technol ogy

26| resources of each agency. The internal policies and

27| procedures which, if disclosed, could facilitate the

28| unaut hori zed nodification, disclosure, or destruction of data
29| or information technol ogy resources are confidentia

30| informati on and exenpt fromthe provisions of s. 119.07(1),

31
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1| except that such information shall be available to the Auditor
2| General in performng his or her postauditing duties.

3 (d)4— |Inplenment appropriate cost-effective safeguards
4| to reduce, elimnate, or recover fromthe identified risks to
5| the data and information technol ogy resources of each agency.
6 (e)5—~ Ensure that periodic internal audits and

7| evaluations of each security programfor the data,_

8| information, and information technol ogy resources of the

9| agency are conducted. The results of such internal audits and
10| evaluations are confidential information and exenpt fromthe
11| provisions of s. 119.07(1), except that such information shal
12| be available to the Auditor General in perform ng his or her
13| postauditing duties.

14 (f)6— Include appropriate security requirenments—as

15| deterrined—bythe State FechnologyOSHfiece—in——eonsuttatien

16| with—eachageney—head- in the witten specifications for the
17| solicitation of information technol ogy resources which are

18| consistent with the standard security operating procedures as
19| recommended by the departnent.
20 by |In those instances in which the departnment State
21| Feehneloegy—Of-fiee devel ops state contracts for use by state
22| agencies, the departnent effiee shall include appropriate
23| security requirenents in the specifications for the
24| solicitation for state contracts for procuring informtion
25| technol ogy resources.
26 (3) In order to ensure the security of data,
27| information, and information technol ogy resources, the
28| department shall establish the Office of Information Security
29| and shall designate a Chief Information Security Officer as
30| the head of the office. The office shall coordinate its
31| activities with the Agency Chief Information Officers Counci
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as established in s. 282.315. The office is responsible for

devel oping a strategic plan for information technol ogy

security which shall be submitted by Decenber 1, 2006, to the

Executive Ofice of the Governor, the President of the Senate,

and the Speaker of the House of Representatives; devel oping

standards and tenplates for conducting conprehensive risk

anal yses and information security audits by state agencies;

assisting agencies in their conpliance with the provisions of

this section; establishing mninumstandards for the recovery

of information technology followi ng a disaster; and conducting

training for agency information security nmanagers. This

subsection shall expire on June 30, 2007.

Section 2. The legislature finds that infrastructure

enhancenents and i nprovenents to the radio system used by

state | aw enforcenent agencies will provide increased

protection to the residents of this state and should be

considered for additional funding. In order to ensure

conti nued, inproved comuni cati on and protection by state and

|l ocal | aw enforcenent personnel, the recommendations of the

Joint Task Force on State Agency Law Enf orcenment

Communi cati ons, dated February 2005, or any subseguent

recommendations of the joint task force, should be inplenented

contingent upon the appropriation of funds.

Section 3. This act shall take effect upon becomng a

| aw.
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1 STATEMENT OF SUBSTANTI AL CHANGES CONTAI NED I N
COW TTEE SUBSTI TUTE FOR

2 CS for SB 856

3

4| Provides that the DM5 will recomend m ni nrum st andard
operating procedures for an adequate |evel of data and

5| information technol ogy security.

6| Requires agencies to develop IT security procedures consi stent

; with the operating procedures recomrended by the DMS.
Requires the O fice of Information Security to devel op and

8| submit to the Legislature and the Governor by Decenber 1

9 2006, a strategic plan for information security.
Assigns to the OS various responsibilities relating to IT

10| security.

11| Provides that the section establishing the O S expires on June
30, 2007.
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