Fl ori da Senate - 2007 CS for SB 1974

By the Conmittee on Governnental Operations

585-2298- 07

1 A Dbill to be entitled

2 An act relating to state information

3 technol ogy; creating s. 14.204, F.S.; creating
4 the Agency for Enterprise Informtion

5 Technol ogy within the Executive Ofice of the
6 Governor; providing for the Governor and

7 Cabinet to be the head of the agency; requiring
8 that the agency be a separate budget entity

9 that is not subject to the control of the

10 Executive O fice of the Governor; providing for
11 an executive director of the agency to be

12 subject to confirmation by the Senate;

13 provi ding for the executive director to be the
14 chief information officer of the state and the
15 executive sponsor for all enterprise

16 i nformati on technol ogy projects; specifying the
17 duties and responsibilities of the agency,

18 whi ch include defining architecture standards
19 for information technol ogy and devel opi ng a
20 strategic information technol ogy pl an
21 requiring each state agency and the Agency
22 Chief Information Oficers Council to
23 participate in the activities of the Agency for
24 Enterprise Informati on Technol ogy; anendi ng s.
25 20.22, F.S.; removing the State Technol ogy
26 O fice within the Departnent of Managenent
27 Services; anmending s. 216.0446, F.S.; revising
28 the duties of the Technol ogy Revi ew Wor kgr oup
29 within the Legislature to conformto the
30 transfer of duties concerning the managenent of
31 i nformati on technol ogy for state agencies;
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1 anmendi ng s. 282.0041, F.S.; revising and

2 provi ding definitions; creating s. 282.0055,

3 F.S.; providing for the Agency for Enterprise
4 I nformati on Technol ogy to oversee information
5 technol ogy services that are common to al

6 executive branch agencies and for agency

7 i nformati on technol ogy services to be

8 responsi ble for information technology within
9 an individual state agency; creating s.

10 282.0056, F.S.; requiring the Agency for

11 Enterprise Information Technol ogy to devel op a
12 work plan; requiring that the work plan be

13 approved by the Governor and Cabi net and

14 submtted to the Legislature; requiring that
15 certain specified policies be included in the
16 initial work plan; requiring that the agency
17 devel op policy recommendati ons and strategies
18 for consolidating conputer roonms and data

19 centers; requiring each state agency to provide
20 assistance in the devel opnent of the work plan
21 upon request; anending s. 282.20, F.S.
22 transferri ng managenent of the Technol ogy
23 Resource Center fromthe State Technol ogy
24 O fice to the Departnent of Managenent
25 Services; revising the duties of the center to
26 conformto changes made by the act; requiring
27 that the center submit its service rates and
28 cost-allocation plan to the Agency for
29 Enterprise Information Technol ogy for review
30 and approval; anmendi ng s. 282.3055, F.S.
31 revising the duties of the agency chi ef

2
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1 informati on officers; anmending s. 282.315

2 F.S.; revising the duties of the Agency Chi ef
3 Information Officers Council; requiring that

4 the council assist the Agency for Enterprise

5 I nformati on Technol ogy in devel opi ng strategies
6 for information technol ogy services and

7 projects and nake policy recommendati ons;

8 revi sing the nenbership of the council

9 provi ding for the appointnment of a chair, vice
10 chair, and secretary; anmending s. 282.318

11 F.S.; providing duties of the Agency for

12 Enterprise Information Technol ogy with respect
13 to the security of data and i nfornmation

14 technol ogy resources; requiring state agencies
15 to conduct a conprehensive risk analysis at

16 specified intervals, devel op and update

17 i nternal policies and procedures, and ensure
18 conpliance with certain security requirenents;
19 requiring the Agency for Enterprise Information
20 Technol ogy to designate a chief infornmation

21 security officer, develop standards for risk
22 anal yses and security audits, and provide

23 training for agency information security

24 managers; providing rul emaki ng authority;

25 del eting provisions specifying duties of the
26 Depart ment of Managenent Services to conformto
27 changes made by the act; anending s. 282.322
28 F.S.; requiring that the Agency for Enterprise
29 I nformati on Technol ogy perform contract

30 monitoring duties fornerly performed by the

31 Enterprise Project Managenent O fice of the
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1 State Technol ogy Office; anending s. 216.023,
2 F.S.; requiring that certain |egislative budget
3 requests include the statutory reference to the
4 policy requiring a new information technol ogy
5 project; providing for the transfer of
6 specified duties fromthe State Technol ogy
7 O fice to the Departnent of Managenent
8 Services; repealing ss. 186.022, 282.005
9 282. 101, 282.102, 282.23, 282.3031, 282.3032
10 282. 3063, 282.310, and 287.057(24), F.S.
11 relating to information technol ogy strategic
12 pl ans, duties of the State Technol ogy O fice,
13 the State Strategic Information Technol ogy
14 Al liance, information resources managenent
15 responsi bilities, guiding principles, the
16 Agency Annual Enterprise Resource Planning and
17 Managenment Report, the State Annual Report on
18 Ent erpri se Resource Pl anni ng and Managenent,
19 and state strategic information technol ogy
20 al l'i ances; anending ss. 215.95, 215.96
21 282. 103, 282.107, 339.155, 381.90, 403.973
22 408. 05, 420.0003, 420.511, 943.08, and 1001. 26,
23 F.S., relating to the Financial Mnagenent
24 I nformati on Board and its coordination council
25 t he SUNCOM Network, transportation planning
26 the Health Information Systens Counci l
27 expedited permtting, the Florida Center for
28 Health Information and Policy Analysis, the
29 state housing strategy and the Florida Housing
30 Fi nance Corporation, the Crimnal and Juvenile
31 Justice Information System Council, and the
4
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publ i c broadcasting program system conforning
cross-references and other references to
provi si ons repeal ed by the act; providing
appropriations and providing additiona

positions; providing an effective date.

Be It Enacted by the Legislature of the State of Florida:

Section 1. Section 14.204, Florida Statutes, is

created to read

14.204 Agency for Enterprise |Infornmation

Technol ogy. --The Agency for Enterprise |Information Technol ogy

is created within the Executive Ofice of the Governor. The

head of the agency shall be the Governor and Cabinet, which

shall take action by majority vote consisting of at |east

three affirmative votes with the Governor on the prevailing

side. The agency shall be a separate budget entity that is not

subject to control, supervision, or direction by the Executive

Ofice of the Governor in any manner, including, but not

limted to, purchasing, transactions involving real or

personal property, personnel, or budgetary matters.

(1) The executive director of the agency shall be

appoi nted by the Governor and Cabinet, is subject to

confirmation by the Senate, and shall serve at the pleasure of

t he Governor and Cabinet. The executive director shall be the

chief information officer of the state and the executive

sponsor_for all enterprise infornmation technol ogy projects.

The executive director nust have an undergraduate degree in _an

information technol ogy-related discipline froman accredited

postsecondary institution, and at | east 7 years of

executive-level experience having responsibility for the
5
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pl anni ng, budgeting, and nmanagenent of information technol ogy

professionals in _an enterprise environment.

(2) The agency shall have the follow ng duties and

responsibilities:

(a) Develop and inplenent strategies for the design

delivery, and nmanagenent of the enterprise information

technol ogy services established in | aw

(b) Mnitor the delivery and nmanagenent of the

enterprise information technology services as identified in

| aw.

(c) Mke recommendations to the agency head and the

Leqgi sl ature concerning other infornmation technology services

that should be designed, delivered, and managed at the

enterprise level as defined in s. 282.0041(6).

(d)  Plan and manage statutorily authorized enterprise

i nformation technol ogy projects, which includes devel opi ng

busi ness cases that, when applicable, include the conponents

identified in s. 287.0574; establishing and coordinating

proj ect - nanagenent teans; establishing formal risk-assessnent

and mitigation processes; and providing for independent

monitoring of projects for recommended corrective actions.

(e) Provide project-mnagenent resources and

assistance to state agencies for information technol ogy

projects that are designated as high-risk pursuant to s.
282. 322.
(f) Not earlier than July 1, 2008, define the

architecture standards for enterprise information technol ogy

and devel op i nplenentati on approaches for statewide nmigration

to those standards.

(q) Analyze the effect of new investnents of

enterprise information technology on existing information
6
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1| technol ogy and conplete assessments of the capability of the
2| enterprise information technol ogy.
3 (h) ldentify needs for professional devel opnent and
4| training and provide opportunities for agency chi ef
5| information officers which focus on aligning the operationa
6| activities of each state agency's information technology with
7| best practices, standards, and project-nmanagenent
8| nethodol ogi es that pronote sustainable and repeatable
9| processes.
10 (i) Develop and publish an enterprise strategic
11| information technology plan that identifies and reconmrends
12| strategies for how enterprise information technol ogy will
13| deliver effective and efficient governnent services to state
14| residents and inprove the operations of state agencies.
15 (3) The agency shall operate in such a manner as to
16| ensure participation and representation of state agencies and
17| the Agency Chief Information Officers Council established in
18| s. 282.315.
19 Section 2. Section 20.22, Florida Statutes, is anended
20| to read:
21 20.22 Departnment of Managenent Services.--There is
22| created a Departnent of Management Services.
23 (1) The head of the Departnment of Managenent Services
24| is the Secretary of Managenent Services, who shall be
25| appointed by the Governor, subject to confirmation by the
26| Senate, and shall serve at the pleasure of the Governor
27 (2) The follow ng divisions and prograns within the
28| Departnment of Managenent Services are established:
29 (a) Facilities Program
30 b)—State TFechnology—O-fiece—
31 (b) ey Workforce Program
7
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1 (c) 1. Support Program

2 2. Federal Property Assistance Program

3 (d) ey Adnministration Program

4 (e)H Division of Administrative Hearings.

5 (f)éegr Division of Retirenent.

6 () Division of State Group |nsurance.

7 3)—TFhe—StateTFechnotogyr—-ice—shall—operate—and

8| manage—the TFechnology—Reseurce—Center—

9 (3) 4 The duties of the Chief Labor Negotiator shal
10| be determined by the Secretary of Managenent Services, and
11| must include, but need not be limted to, the representation
12| of the Governor as the public enployer in collective
13| bargai ni ng negotiations pursuant to the provisions of chapter
14| 447.

15 Section 3. Section 216.0446, Florida Statutes, is

16| amended to read:

17 216. 0446 Review of information technol ogy resources
18| meragerenrt needs. - -

19 (1) There is created within the Legislature the

20| Technol ogy Revi ew Wor kgroup. The wor kgroup anrd—the—State

21| Feehneloegy—Offiee shall independentby review and nake

22| recomendations with respect to the portion of agencies

23| long-range program plans which pertains to information

24| technol ogy resources meRagerent needs and with respect to

25| agencies' |legislative budget requests for information

26| technol ogy and rel ated resources. The Technol ogy Revi ew

27| Workgroup shall report such recommendations, together with the
28| findings and concl usions on which such reconmendati ons are

29| based, to the Legislative Budget Comn ssion. Fhe—State

30| Feehnoeleogy—Of-tiece—shalt—report—suchrecomrendations—together
31| with—the findings—and—econclusions—oen—which—sueh

8
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ot ) c : i :
. I : : : : L
comrttees—

(2) In addition to its primary duty specified in
subsection (1), the Technol ogy Revi ew Workgroup shall have
powers and duties that include, but are not linmted to, the
fol | owi ng:

(a) To evaluate the information technol ogy reseuree

managerent needs identified in the agency | ong-range program

pot-eies—+ecomrended—by—theStateTFechnology—OoHiee~ and nake

recommendations to the Legi sl ative Budget Conm ssi on.

(b) To review and nmeke reconmendati ons to the
Legi sl ati ve Budget Conmm ssion on proposed budget amendnents
and agency transfers associated with information technol ogy
initiatives or projects that involve nore than one agency,
that have an outcone that inpacts another agency, that exceed
$500, 000 in total cost over a l-year period, or that are
requested by the Legislative Budget Conmi ssion to be revi ened.

Section 4. Section 282.0041, Florida Statutes, is
amended to read:

282.0041 Definitions.--For the purposes of this part,
the term

(1) "Agency" neans those entities described in s.

216. 011(1) (qq).

(2) 63> "Agency Chief Information Oficer" nmeans the
person appoi nted by the agency head StateFeehnologyOF-fiee to
9
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1| coordi nate and manage the i nformation technol ogy functions

2| pelieies and responsibilities aetivities applicable to that

3| agency and to participate and represent his or her agency in
4| devel oping strategies for inplenenting enterprise information
5| technol ogy services identified in |law and devel opi ng

6| recomendations for enterprise information technol ogy policy.
7 (3) 4 "Agency Chief Information Oficers Council"

8| nmeans the council created in s. 282.315 te+faciitatethe

9

10

11 (4) "Agency for Enterprise Information Technol ogy"

12| nmeans the agency created in s. 14.204.

13 (5) "Agency information technol ogy service" neans a
14| service that directly helps the agency fulfill its statutory
15| or constitutional responsibilities and policy objectives and
16| is usually associated with the agency's primary or core

17| business functions.

18 (6) "Custoner relationship managenent” or "CRM means
19| the business processes, software, and Internet conpanies that
20| can help state agencies manage custoner rel ationships of the
21| organization at the enterprise |evel.

22 (7) "Enterprise level" neans all executive branch

23| agencies created or authorized in statute to perform

24| legislatively delegated functions.

25 (8) "Enterprise information technology service" neans
26| an information technol ogy service that is comon anong

27| agencies and is designed, delivered, and nanaged at the

28| enterprise |evel.

29 (9) "E-mmil, messaging, and calendaring service" neans
30| the enterprise infornmation technol ogy service that enables
31

10
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users to send, receive, file, store, nmamnage, and retrieve

el ectroni c nessages, attachnents, appointnents, and addresses.

(100 A "Information technol ogy" nmeans equi pnment,

har dwar e, software, firmvare, prograns, systens, networks,
infrastructure, nedia, and related material used to
automatically, electronically, and wirelessly collect,
receive, access, transmt, display, store, record, retrieve,
anal yze, eval uate, process, classify, manipul ate, manage,
assimlate, control, communi cate, exchange, convert, converge,
interface, switch, or disseninate information of any kind or
form

(11) "Information technology policy" nmeans statenents

that describe clear choices for how information technol ogy

will deliver effective and efficient governnent services to

residents and i nprove state agency operations. Such a policy

nmay relate to investnents, business applications,

architecture, or infrastructure. A policy describes its

rationale, inplications of conpliance or nonconpliance, the

tineline for inplenentation, netrics for determning
11
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1| conpliance, and the accountable structure responsible for its
2| inplenmentation.

3 (12)£8> "Project" neans an undertaking directed at the
4| acconplishment of a strategic objective relating to enterprise
5| resources managenment or a specific appropriated program

6

7

8

9 (13) 48 "Standards" neans the use of current, open

10| nonproprietary, or non-vendor-specific technol ogies.

11 - een - een

12| eHtee—ereatedi+n—s—282102—

13 (14) 342 "Total cost" neans all costs associated with
14| information technol ogy projects or initiatives, including, but
15| not limted to, value of hardware, software, service

16| mai ntenance, increnmental personnel, and facilities. Tota

17| cost of a loan or gift of information technol ogy resources to
18| an agency includes the fair market value of the resources,

19| except that the total cost of |oans or gifts of infornmation
20| technology to state universities to be used in instruction or
21| research does not include fair market val ue.

22 Section 5. Section 282.0055, Florida Statutes, is

23| created to read:

24 282. 0055 Assignment of information technology.--1n

25| order to ensure the nost effective and efficient use of the
26| state's information technol ogy and information technol ogy

27| resources and notwi thstanding other provisions of |law to the
28| contrary, the design, delivery, and managenent of the

29| enterprise informati on technol ogy services defined in s.

30| 282.0041(7) shall be the responsibility of the Agency for

31| Enterprise Information Technol ogy for executive branch

12
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1| agencies created or authorized in statute to perform

2| legislatively del egated functions. The design, delivery, and
3| managenent of the agency information technol ogy services

4| defined in s. 282.0041(5) shall be the responsibility of the
5| individual state agency.

6 Section 6. Section 282.0056, Florida Statutes, is

7| created to read

8 282. 0056 Devel opnent of work plan. --

9 (1) For purposes of carrying out its responsibilities
10| set forth in s. 282.0055, the Agency for Enterprise

11| Information Technol ogy shall develop a work plan describing
12| the activities that the agency intends to undertake and the
13| proposed outcones. The work plan nust be approved by the

14| agency head and submitted to the President of the Senate and
15| the Speaker of the House of Representatives. The work plan nmay
16| be anended as needed to ensure that the enterprise information
17| technology services will be provided in an efficient,

18| effective, and accountable manner. For the 2007-2008 fisca

19| year, the agency's work plan shall include the devel opnent of
20| recommended information technology policies, as defined in s.
21| 282.0041(11), and inplenentation plans for up to three of the
22| following in each of the fiscal years beginning in 2008-2009:
23 (a) Consolidation of the deploynent, managenent., and
24| operation of state-owned or state-operated conputer roons and
25| data centers.
26 (b) A shared or consolidated enterprise information
27| technol ogy service delivery and support nodel for the e-mnil,
28| nessaging, and calendaring service defined in s. 282.0041(9).
29 (c) Information security.
30 (d) A shared custoner relationship nmanagenent system
31| that consolidates agency requirenents for receiving, nmanading,

13
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1| responding to, tracking, and reporting on tel ephone, e-mmil,
2| personnel, and other communications received fromcitizens.

3 (e) Consideration of a planned replacenent cycle for

4| conputer equipnent.

5 (2) In devel oping policy recommendations and

6| inplementation plans for current and proposed enterprise

7| information technol ogy services, the agency shall describe the
8| scope of operation, conduct costs and requirenments analyses,
9| conduct an inventory of all existing information technol ogy
10| resources that are associated with each service, and devel op
11| strategies and tinefranmes for statewide migration. For

12| purposes of consolidating state-owned or state-operated

13| conputer rooms and data centers, the Agency for Enterprise
14| Information Technol ogy shall develop a migration plan that

15| ensures the nmigration of at |east three conputer roons or data
16| centers each fiscal year

17 (3) For the purpose of conpleting its work activities,
18| each state agency shall provide to the Agency for Enterprise
19| Information Technology all requested information, including,
20| but not limted to, the agency's costs, service requirenents,
21| and equi pnent inventories.

22 Section 7. Section 282.20, Florida Statutes, is

23| amended to read:

24 282.20 Technol ogy Resource Center. --

25 (1)(a) The Departnent of Managenent Services State
26 | Feehnelegy—Of-fiee shall operate and manage the Technol ogy

27| Resource Center

28 (b) For the purposes of this section, the term

29 1. "Information-systemutility" nmeans a full-service
30| information-processing facility offering hardware, software,
31| operations, integration, networking, and consulting services.

14
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1 2. "Customer" means a state agency or other entity

2| which is authorized to utilize the SUNCOM Network pursuant to
3| this part.

4 (2) The Technol ogy Resource Center shall

5 (a) Serve the—effiee—-andother custoners as an

6| information-systemutility.

7 (b) Cooperate with custonmers to offer, devel op, and

8| support a wi de range of services and applications needed by

9| users of the Technol ogy Resource Center

10 {e)—Cooperate—withthe Horidategal—Reseurce—Center
11| efthe DPepartrent—oftegal—AHalrs—and otherstateagencies—teo
12| develop—and—provide—aceess—torepositores—ef—tegal

13| information—throughout—the state—

14 (c) &) Cooperate with the Agency for Enterprise

15| Information Technol ogy effiece to identify and facilitate

16| interdepartnental networking and i ntegration of network

17| services for its custoners.

18 (d) ey Assist custonmers in testing and eval uati ng new
19| and energing technol ogi es that could be used to neet the needs
20| of the state.
21 (3) The departnent eff+ee may contract with custoners
22| to provide any conbi nation of services necessary for agencies
23| to fulfill their responsibilities and to serve their users.
24 (4) The Technol ogy Resource Center nmy plan, design,
25| establish pilot projects for, and conduct experinments with
26| informati on technol ogy resources, and may i npl enent
27| enhancenents in services when such inplenmentation is
28| cost-effective. Funding for experinments and pilot projects
29| shall be derived from service revenues and may not exceed 5
30| percent of the service revenues for the Technol ogy Resource
31| Center for any single fiscal year. Any experinent, pilot

15
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project, plan, or design nmust be approved by the Agency for
Enterprise Information Technol ogy Shief—tnformation—Ooffiecer.
(5) Beginning in the 2007-2008 fiscal year and

annual |y thereafter, the Technol ogy Resource Center shal

subnmit to the Agency for Enterprise Information Technol ogy for

its review and approval a copy of its service rates and

cost-allocation plan. When appropriate, the Agency for

Enterprise Information Technol ogy shall request review and

comment _fromthe custoners and Agency Chief |Information

Oficers Council concerning the center's proposed rate

structure.
Fechnology—Reseurce—Center—ray—spendfunrds—in—thereserve
: T c . - . T Feet
. : it .

Section 8. Section 282.3055, Florida Statutes, is
amended to read:

282. 3055 Agency chief information officer
appoi ntnent; duties.--

(1) (a) Each agency head shall Fe—assist—the—State
T i : : :

: I i bilities. et
trfermation—OfHHeer—may appoint or contract for an agency
chief information officer. Fhis—pesitienraybefut—time—or
part—tire—

16
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1 (b) The agency chief information officer nust, at a

2| mninmum have knowl edge and experience in both managenment and
3| information technol ogy resources.

4 (2) The duties of the agency chief information officer
5[ include, but are not limted to:

6 (a) Coordinating and facilitating the agenrey

7| enterprise—+reseuree pl anni ng and nmanagenent of agency

8| information technol ogy services proefeects—andinitiatives.

9 b)y—Preparinrg—an—ageney—anndal—report—on—enterprise

10| resouree—planrning—andranragerent—pursuant—to—s—282 3063

11 (b) > bBeveloping—and | nplenmenting agency information
12| technol ogy enterprise—+reseuree pl anni ng and managenent

13| petietes+ procedures, guidelines, and standards that are

14| consistent with the procedures and standards adopted by the
15| Adgency for Enterprise Information Technol ogy—reluding

16| speetfie—potieies—andprocedures—forreviewand—approval—ef
17| t+he—agenrey——s—purchases—of+nForrateon—technelegy+esourees—i+
18| aceordance—with—theoffice s polieies—and procedures.

19 (c) e Advising agency senior nanagenent as to the

20| information technol ogy erterprise resource planning and

21| managenent needs of the agency fer—inreluston—inplanning

22 | deeurents—required—by—taw.

23 (d)fey Assisting in the devel opment and prioritization
24| of the information technol ogy enterprise resource needs for
25| pltapning—and—ranagerent—schedule—of the agency's legislative
26| budget request.

27 (e) Assisting the Agency for Enterprise Information

28| Technology in the devel opnent of strategies for inplenenting
29| the utility information technol ogy services established in |aw
30| and devel opi ng reconmmendations for enterprise information

31| technol ogy policy.

17
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1 Section 9. Section 282.315, Florida Statutes, is

2| amended to read:

3 282.315 Agency Chief Information Oficers Council

4| creation.--The Legislature finds that enhanci ng communi cati on
5| consensus buil ding, coordination, and facilitation with

6| respect to issues concerning ef—statewide enterprise

7| information technol ogy resources are reseuvrece—planning—and

8| managerent—ssues—+s essential to inproving the state

9| managenent of such resources.

10 (1) There is created an Agency Chief Informtion

11| O ficers Council to:

12 (a) Enhance communi cation and coll aboration anong the
13| Agency Chief Information Oficers and the Agency for

14| Enterprise Information Technol ogy by——sharrg—erterprise

15 eSod e—plarRrRrg—aRra—aRagerer exper+enee i e—€ hareH

16| ideas.

17 (b) ldentify and recomend Faeitatethe—sharing—of
18| best practices that are characteristic of highly successful
19| technol ogy organizations, as well as exenplary information

20| technol ogy applications for use by ef state agencies, and

21| assist the Agency for Enterprise Information Technol ogy in

22| devel oping strategies for inplenenting the utility information
23| technol ogy services and enterprise information technol ogy

24| projects established in | aw and devel opi ng recommendati ons for
25| enterprise information technol ogy policy.

26 (c) ldentify efficiency opportunities anmong state

27| agenci es and nmeke reconmendations for action to the Agency for
28| Enterprise Information Technol ogy.

29 tH—Serve—as—an—educational—forumfor—enterprise

30| reseurce—planninrg—andraragerert—ssues—

31
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(d) e} Assist the Agency for Enterprise Information
Technol ogy State—TFeehnelegy—Oiee in identifying critica

enterprise information technol ogy statewde i ssues and, when

appropriate, make recomendations for solving enterprise
resource planni ng and managenent defi ci enci es.

(2) Menbers of the council shall include the Agency
Chief Information Oficers, including the Chief Infornmation
O ficers of the agencies and governnmental entities enunerated
ins. 282.0055 s—282-3063%, except that there shall be one
Chief Information Oficer selected by the state attorneys and
one Chief Information O ficer selected by the public

defenders. The council shall appoint a chair, vice chair, and

secretary fromanpng its nmenbers to a l-yvear term each. The

council shall establish procedures governing council business.

(3) The Agency for Enterprise Informati on Technol ogy

State—Feehnology—O-f+ece shall provide adm nistrative support

to the council.

Section 10. Section 282.318, Florida Statutes, is
amended to read:

282.318 Security of data and information technol ogy
resources. - -

(1) This section may be cited as the "Security of Data
and I nformati on Technol ogy Infrastructure Reseurees Act."

(2)(a) The Agency for Enterprise Information

Technol ogy State—TFeehnelegy—OHiee, in consultation with each
19
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agency head, is responsibl e anrdacecountable for assessing and

recommendi ng_mi ni rum operating procedures for ensuring

assurng an adequate | evel of security for all data and

i nformati on technol ogy resources for executive branch agencies

created or authorized in statute to performleqgislatively

del egated functions. To assist the agency in carrying out this

responsibility, ef each agency head ardi—te—carry—oeut—this
respensibiHty+— shall, at a m ni mum

1. Designate an information security nanager who shal

admi ni ster the security program of the eaeh agency for its
data and information technol ogy resources.
2. Conduct, and periedieatby update every 3 years, a

conprehensive risk analysis to deternine the security threats

to the data, information, and i nformation technol ogy resources

of the eaeh agency. The risk analysis information is
confidential and exenpt fromthe provisions of s. 119.07(1),
except that such information shall be available to the Auditor
General and the Agency for Enterprise Information Technol ogy

in perform ng kis—er—her postauditing duties.

3. Develop, and periodically update, witten interna

policies and procedures that are consistent with the standard

operating procedures adopted by the Agency for Enterprise

I nformation Technology in order to ensure te—assure the

security of the data, information, and information technol ogy

resources of the eaeh agency. The internal policies and
procedures that whieh, if disclosed, could facilitate the
unaut hori zed nodification, disclosure, or destruction of data
or information technol ogy resources are confidentia

i nformati on and exenpt fromthe provisions of s. 119.07(1),

except that such information shall be available to the Auditor

20
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Ceneral and the Agency for Enterprise Information Technol ogy

in perform ng kis—er—her postauditing duties.

4. I nplenment appropriate cost-effective safeguards to
reduce, elimnate, or recover fromthe identified risks to the
data, information, and information technol ogy resources of the
eaeh agency.

5. Ensure that periodic internal audits and

eval uations of the agency's eaeh security programfor the

data, information, and information technol ogy resources of the

agency are conducted. The results of such internal audits and
eval uations are confidential information and exenpt fromthe
provi sions of s. 119.07(1), except that such information shal

be available to the Auditor General and the Agency for

Enterprise Informati on Technol ogy in performnm ng kis—er—her
postauditing duties.

6. Include appropriate security requirenents—as
I . I . T ¥iice | .
wHth—each—agenrey—head— in the witten specifications for the

solicitation of information technology and i nformation

technol ogy resources which are consistent with the standard

security operating procedures adopted by the Agency for

Enterprise Information Technol ogy.

(b) In those instances under this subsection in which

the state agency or departnent State—TFeehnhrology—Ofiece
devel ops state contracts fer—use by stateagenetes, the state

agency or departnment effiee shall include appropriate security

requirenents in the specifications for the solicitation for

state contracts for procuring information technol ogy or
i nformati on technol ogy resources.

(3) The Agency for Enterprise Infornmation Technol ogy

shal |l designate a chief information security officer
21
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1 (4) The Agency for Enterprise Information Technol ogy

2| shall develop standards and tenplates for conducting

3| comprehensive risk analyses and information security audits by
4| state agencies, assist agencies in their conpliance with the

5| provisions of this section, pursue appropriate funding

6| provided for the purpose of enhancing domestic security,

7| establish minimum quidelines and procedures for the recovery

8| of information technology follow ng a disaster, and provide

9| training for agency information security nanagers.

10 (5) The Agency for Enterprise Information Technol ogy

11| may adopt rules pursuant to ss. 120.536(1) and 120.54 relating
12| to information security and to adninister the provisions of

13| this section.

14
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Section 11. Subsection (2) of section 282.322, Florida

Statutes, is anended to read:

282.322 Special monitoring process for designated
i nformati on resources managenent projects.--

(2) The Agency for Enterprise Information Technol ogy
Proj-eet—Managerenrt—OHce—of theState TFechnrology—OSFfHee shal

report on any information technology project that the

Leqi sl ature profeets—the-offiee identifies as high-risk to the
Executive O fice of the Governor, the President of the Senate,

t he Speaker of the House of Representatives, and the chairs of
the appropriations comrittees. Wthin the limts of current
24
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1| appropriations, the Agency for Enterprise Information

2| Technol ogy Prejeet—Managerent—OFHfiece shall nonitor and report
3| on such high-risk information technol ogy projects, and assess
4| the levels of risks associated with proceeding to the next

5| stage of the project.

6 Section 12. Paragraph (a) of subsection (4) of section
7| 216.023, Florida Statutes, is anended to read:

8 216.023 Legislative budget requests to be furnished to
9| Legislature by agencies.--

10 (4)(a) The legislative budget request nust contain for
11| each program

12 1. The constitutional or statutory authority for a

13| program a brief purpose statenent, and approved program

14| conponents.

15 2. Information on expenditures for 3 fiscal years

16| (actual prior-year expenditures, current-year estinmated

17| expenditures, and agency budget requested expenditures for the
18| next fiscal year) by appropriation category.

19 3. Details on trust funds and fees.

20 4. The total nunber of positions (authorized, fixed,
21| and requested).

22 5. An issue narrative describing and justifying

23| changes in anobunts and positions requested for current and

24| proposed programs for the next fiscal year

25 6. Information resource requests.

26 7. Supporting information, including applicable

27| cost-benefit anal yses, business case anal yses, performance

28| contracting procedures, service conparisons, and inpacts on

29| performance standards for any request to outsource or

30| privatize agency functions. The cost-benefit and busi ness case
31| anal yses nust include an assessnment of the inpact on each

25
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affected activity fromthose identified in accordance with

par agraph (b). Performance standards nust include standards
for each affected activity and be expressed in terns of the
associated unit of activity.

8. An evaluation of any mmjor outsourcing and
privatization initiatives undertaken during the last 5 fisca
years havi ng aggregate expenditures exceeding $10 million
during the termof the contract. The eval uation shall include
an assessnment of contractor performance, a conparison of
antici pated service levels to actual service levels, and a
conpari son of estimted savings to actual savings achieved.
Consol idated reports issued by the Departnent of Managenent
Services nmay be used to satisfy this requirenment.

9. Supporting information for any proposed
consol idated financi ng of deferred-paynment commodity contracts
i ncl udi ng guaranteed energy performnce savi ngs contracts.
Supporting information nmust also include narrative describing
and justifying the need, baseline for current costs, estinmated
cost savings, projected equi pnment purchases, estimted
contract costs, and return on investnent cal cul ation.

10. In_accordance with the instructions for

| egi sl ative budget requests for new i nformation technol ogy

projects that exceed $5 million in total cost, the statutory

reference of the existing or proposed substantive policy that

establishes and defines the project's governance structure,

scope, mmin business objectives that nust be achi eved, and

conpletion tinefranes. I nformation technol ogy budget requests

for the continuance of existing hardware and software

mai_nt enance _agreenents, renewal of existing software |icensing

agreenents, or the replacenent of desktop units with new

26
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1| technology that is simlar to the technology currently in use
2| are exenpt fromthis requirenent.

3 Section 13. Unless otherw se specified in this act,

4| the Department of Managenment Services, established in s.

5| 20.22, Florida Statutes, shall assume the duties and

6| responsibilities of the State Technology Office as set forth
7| in_ss. 215.322(2), 282.103, 282.104, 282.105, 282.106,

8| 282.107, 282.1095, 282.111, 282.21, 282.22, 288.1092,

9| 288.1093, 365.171, 365.172, 365.173, and 943.0313, Florida

10| Statutes.

11 Section 14. Sections 186.022, 282.005, 282.101

12| 282.102, 282.23, 282.3031, 282.3032, 282.3063, and 282. 310,
13| Elorida Statutes, and subsection (24) of section 287.057,

14| Elorida Statutes, are repeal ed.

15 Section 15. Paragraph (d) of subsection (2) of section
16| 215.95, Florida Statutes, is anended to read:

17 215.95 Financial Managenent |nfornmation Board. --

18 (2) To carry out its duties and responsibilities, the
19| board shall by najority vote:

20 tH—By—Mareh—1—of ecach—year—approve—astrategie—plan
21| pursuvant—tothe requirerents—set—forth+nrs—186-022(9—

22 Section 16. Paragraph (a) of subsection (3) of section
23| 215.96, Florida Statutes, is anended to read:

24 215.96 Coordinating council and design and

25| coordination staff.--

26 (3) The coordinating council, assisted by the design
27| and coordination staff, shall have the foll owi ng duties,

28| powers, and responsibilities pertaining to the Florida

29| Financial Mnagenent |nfornmation System

30 (a) To conduct such studies and to establish

31| comittees, workgroups, and teanms to devel op reconmendati ons

27
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for rules, policies, procedures, principles, and standards to
the board as necessary to assist the board in its efforts to
design, inplenent, and perpetuate a financial managenent

i nformati on system including, but not limted to, the
establ i shnent of commobn data codes, and the devel opnent of

i ntegrated financial nmanagenment policies that address the

i nformati on and managenent needs of the functional owner
subsyst ens—anrd—the—developrent—of—astrategie—plan—pursuant
to—theregquirerments—set—forth+nrs—186-022 The coordinating

council shall make avail able a copy of the approved plan in
writing or through el ectronic neans to each of the
coordi nating council menbers, the fiscal comrittees of the
Legi sl ature, and any interested person.

Section 17. Subsection (1) of section 282.103, Florida
Statutes, is anended to read:

282.103 SUNCOM Networ k; exenptions fromthe required
use. - -

(1) There is created within the Departnent of

Managenent Servi ces State—Fechnology—Ofice the SUNCOM Net wor k

whi ch shall be devel oped to serve as the state comunications

system for providing |ocal and | ong-di stance conmuni cati ons
services to state agencies, political subdivisions of the
state, municipalities, state universities, and nonprofit
corporations pursuant to ss. 282.103-282.111 ss—

282104+282111 The SUNCOM Network shall be devel oped to

transmt all types of conmunications signals, including, but
not limted to, voice, data, video, inmage, and radio. State
agenci es shall cooperate and assist in the devel opment and
joint use of conmunications systens and services.
Section 18. Subsection (1) of section 282.107, Florida
Statutes, is amended to read:
28
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1 282.107 SUNCOM Network; criteria for usage.--
2 (1) The Departnent of Managenent Services State
3| Feehnology—OFfiece shall periodically review the qualifications
4| of subscribers using the state SUNCOM Network and shal
5| term nate services provided to any facility not qualified
6| pursuant to ss. 282.103-282.111 ss—282-164+282-111 or rules
7| adopted hereunder. |In the event of nonpaynent of invoices by
8| subscribers whose SUNCOM Network invoices are paid from
9| sources other than | egislative appropriations, such nonpaynent
10| represents good and sufficient reason to terninate service.
11 Section 19. Paragraph (b) of subsection (3) and
12| subsection (4) of section 339.155, Florida Statutes, are
13| amended to read:
14 339. 155 Transportation planning.--
15 (3) FORMAT, SCHEDULE, AND REVI EW --The Florida
16| Transportation Plan shall be a unified, concise planning
17| document that clearly defines the state's |ong-range
18| transportation goals and objectives and docunents the
19| departnent's short-range objectives devel oped to further such
20| goal s and objectives. The plan shall include a glossary that
21| clearly and succinctly defines any and all phrases, words, or
22| terns of art included in the plan, with which the genera
23| public may be unfam |iar and shall consist of, at a m ninmm
24| the foll ow ng conponents:
25 (b) A short-range conmponent docunenting the short-term
26| objectives and strategies necessary to inplenment the goals and
27| long-term objectives contained in the | ong-range conponent.
28| The short-range conponent nust define the relationship between
29| the long-range goals and the short-range objectives, specify
30| those objectives against which the departnent's achi evenent of
31| such goals will be nmeasured, and identify transportation

29
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1| strategi es necessary to efficiently achieve the goals and

2| objectives in the plan. It nust provide a policy franmework

3| within which the departnent's |egislative budget request, the
4| strategic information resource nmanagenent plan, and the work
5| program are devel oped. The short-range component shall serve
6| as the departnent's annual agency strategic plan pursuant to
7| s. 186.021. The short-range conponent shall be devel oped

8| eonsistent—withthe regquirerents—ofs—186-022and consi stent
9 with avail able and forecasted state and federal funds. s

10| additien—tothese—entitiestH-stedins—186-022- The

11| short-range conponent shall also be submitted to the Florida
12| Transportati on Conmm ssi on.

13 (4) ANNUAL PERFORMANCE REPORT. --The departnent shal
14| devel op an annual performance report evaluating the operation
15| of the departnent for the preceding fiscal year. The reports
16 | which—shalH—meet—the reguirerents—of—s—186-022— shall al so
17| include a summary of the financial operations of the

18| departnment and shall annually evaluate how well the adopted
19| work program neets the short-term objectives contained in the
20| short-range conponent of the Florida Transportation Plan. #r
21| additientethe—entitiestHistedinrs—186-022- This

22| performance report shall alse be submitted to the Florida

23| Transportation Conmm ssion and the | egislative appropriations
24| and transportation comittees.

25 Section 20. Subsection (7) of section 381.90, Florida
26| Statutes, is anended to read:

27 381.90 Health Information Systens Council; |egislative
28| intent; creation, appointnment, duties.--

29 (7) The council's duties and responsibilities include
30| but are not limted to, the follow ng:

31
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1 &—By—Junre—1of each—year—to—developandapprove—a

2| strategieplanrpursuant—tethe requirerents——setforthi+ns—

3| 186022

4 (a)fby To develop a mission statenment, goals, and pl an
5| of acti on—based—onthe—gui-ding—prinreciples—speeifiedin—s—

6| 2823032~ for the identification, collection, standardization
7| sharing, and coordination of health-rel ated data across

8| federal, state, and | ocal government and private-sector

9| entities.

10 (b)fey> To develop a review process to ensure

11| cooperative planning anmong agencies that collect or maintain
12| health-rel ated data.

13 (c)éd To create ad hoc issue-oriented technica

14| workgroups, on an as-needed basis, to nake recomendations to
15| the council

16 Section 21. Subsection (4) of section 403.973, Florida
17| Statutes, is anended to read:

18 403.973 Expedited pernitting; conprehensive plan

19| amendments. - -

20

21

22

23

24

25

26

27

28

29

30 Section 22. Paragraph (h) of subsection (8) of section
31| 408.05, Florida Statutes, is anended to read:

31
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408.05 Florida Center for Health Information and
Policy Analysis.--

(8) STATE CONSUMER HEALTH | NFORMATI ON AND POLI CY
ADVI SORY COUNCI L. - -

(h) The council's duties and responsibilities include,
but are not limted to, the foll ow ng:

1. To develop a nission statenent, goals, and a plan
of action based—eonthe—guiding—prineciples—speeifiedin—s—
2823032 for the identification, collection, standardization
sharing, and coordination of health-related data across
federal, state, and | ocal government and private sector
entities.

2. To develop a review process to ensure cooperative
pl anni ng anong agenci es that collect or nmintain
heal t h-rel ated dat a.

3. To create ad hoc issue-oriented technica
wor kgroups on an as-needed basis to make recommendations to
the council.

Section 23. Paragraph (b) of subsection (4) of section
420. 0003, Florida Statutes, is anmended to read:

420. 0003 State housing strategy.--

(4) | MPLEMENTATI ON. - - The Departnent of Conmunity
Affairs and the Florida Housing Finance Corporation in
carrying out the strategy articulated herein shall have the
foll owi ng duties:

(b) The agency strategic plan of the Departnent of
Communi ty Affair s—prepared—pursuant—teo—theprovi-sions—ef—ss—
186021+ and—186—022—~ shall include specific goals, objectives,
and strategies that inplenment the housing policies in this
section and shall include the strategic plan for housing
production prepared by the corporation pursuant to s. 420.511

32
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1 Section 24. Subsection (2) of section 420.511, Florida
2| Statutes, is anended to read:

3 420.511 Business plan; strategic plan; annua

4| report.--

5 (2) The corporation, in equal partnership with the

6| departnent, shall develop annually a strategic plan for the

7| provision of affordable housing in Florida as part of the

8| departnent's agency strategic plan required pursuant to

9| chapter 186. In part, the plan shall include provisions that
10| maxim ze the abilities of the corporation and the departnment
11| to inmplenment the state housing strategy established under s.
12| 420.0003, to respond to federal housing initiatives, and to

13| devel op prograns in a manner that is nore responsive to the

14| needs of public and private partners. The plan shall be

15| devel oped on a schedul e consistent with that established by s.
16| ss— 186. 021 and—3186-022. For purposes of this act, the

17| executive director or his or her designee shall serve as the
18| corporation's representative to achi eve a coordi nated and

19| integrated planning relationship with the departnment.
20 Section 25. Subsection (3) of section 943.08, Florida
21| Statutes, is anended to read:
22 943.08 Duties; Crimnal and Juvenile Justice
23| Information Systens Council.--
24 (3) The council shall develop and approve a | ong-range
25| program st+rategie plan pursuant to the requirenents set forth
26| in s. 186.021 s—186-6822. Copies of the approved plan shall be
27| transnmitted, electronically or in witing, to the Executive
28| Ofice of the Governor, the Speaker of the House of
29| Representatives, the President of the Senate, and the counci
30| menbers.
31
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Section 26. Paragraph (a) of subsection (2) of section
1001. 26, Florida Statutes, is anended to read:

1001.26 Public broadcasting program system --

(2)(a) The Departnent of Education is responsible for
i mpl ementing the provisions of this section pursuanrt—te—s—
2821062 and may enpl oy personnel, acquire equi pment and
facilities, and performall duties necessary for carrying out
t he purposes and objectives of this section.

Section 27. For the 2007-2008 fiscal year, the sum of

© 00 N O 0o b~ W N B
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$561,.251 in recurring funds fromthe CGeneral Revenue Fund is

=
(=Y

appropriated and five full-tinme equivalent positions with an

iy
N

associ ated salary rate of $342,577 are authorized to the

13| Adgency for Enterprise Information Technology to carry out the

14| activities as provided in this act.

15 Section 28. For the 2007-2008 fiscal year, the sum of

16 ($581, 751 in recurring funds fromthe General Revenue Fund is

17| appropriated and five full-tinme equivalent positions with an

18| associated salary rate of $342,577 are authorized to the

19| Agency for Enterprise Information Technology to carry out the

20| duties of information security as provided in this act.

21 Section 29. The Agency for Enterprise Information

22| Technology., in collaboration with the Agency Chief |Information

23| Oficers Council, my inplenment a programto provide

24| professional devel opnent and training opportunities for agency

25| chief information officers. For the 2007-2008 fiscal year, the

26| sumof $ in recurring funds fromthe General Revenue Fund

27| is _appropriated to the Agency for Enterprise |Information

28| Technology to inplenent this program

29 Section 30. This act shall take effect July 1, 2007
30
31

34
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Fl ori da Senate - 2007 CS for SB 1974
585-2298- 07

1 STATEMENT OF SUBSTANTI AL CHANGES CONTAI NED I N
COW TTEE SUBSTI TUTE FOR

2 Senate Bill 1974

3

4| The Committee Substitute creates and funds an Agency for
Enterprise Information Technol ogy headed by the Governor and

5| Cabinet to be located in the Executive O fice of the Governor
The agency will develop a work plan for up to severa

6| different enterprise, or large scale, governnment-w de
technolo?y initiatives beginning in 2008-2009. The CS makes a

7| nunber of conforming changes to the Statutes to reflect the
successi on of the Agency to the role Played by the forner

8| State Technology Ofice. It specifically authorizes and funds
an informati on security presence in state government and calls

9| for the devel opnent, but does not yet fund, an enhancenent of

10 i nformati on technol ogy | eadership at the state agency | evel.

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31
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