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An act relating to the consolidation of state
information technology services; amending s. 14.204,
F.S.; revising the duties of the Agency for Enterprise
Information Technology; deleting references to the
Office of Information Security and the Agency Chief
Information Officers Council; amending s. 20.315,
F.S.; requiring that the Department of Corrections’
Office of Information Technology manage the
department’s data system; amending s. 282.0041, F.S.;
revising definitions; amending s. 282.0056, F.S.;
revising provisions relating to the agency’s annual
work plan; amending s. 282.201, F.S.; revising the
duties of the agency; requiring the agency to submit
certain recommendations to the Legislature, the
Executive Office of the Governor, and the primary data
centers; deleting obsolete provisions; conforming
provisions to changes made by the act; providing a
schedule for the consolidations of state agency data
centers; requiring agencies to update their service-
level agreements and to develop consolidation plans;
requiring the Agency for Enterprise Information
Technology to submit a status report to the Governor
and Legislature and to develop a comprehensive
transition plan; requiring primary data centers to
develop transition plans; revising agency limitations
relating to technology services; amending s. 282.203,
F.S.; deleting obsolete provisions; revising duties of

primary data centers relating to state agency
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resources and equipment relinquished to the centers;
requiring state agencies to relinguish all
administrative access rights to certain resources and
equipment upon consolidation; providing for the
appointment of alternate board members; revising
provisions relating to state agency representation on
data center boards; conforming a cross-reference;
amending s. 282.204, F.S.; establishing the Northwood
Shared Resource Center in the Department of Management
Services rather than the Department of Children and
Family Services; repealing s. 282.3055, F.S.,
requiring each agency to appoint an agency chief
information officer; repealing s. 282.315, F.S.,
relating to the Agency Chief Information Officers
Council; amending s. 282.318, F.S.; deleting
references to the Office of Information Security with
respect to responsibility for enterprise security;
deleting obsolete provisions; amending s. 282.33,
F.S.; deleting an obsolete provision; revising the
schedule for the Agency for Enterprise Information
Technology to submit certain recommendations to the
Legislature; amending s. 282.34, F.S.; revising
provisions relating to the statewide e-mail service;
deleting the schedule and requiring the agency to
develop and submit a plan to the Legislative Budget
Commission for the migration of state agencies to the
service; specifying what the plan must include;
prohibiting state agencies from executing contracts

for certain e-mail services; requiring the development
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of an implementation plan; requiring state agencies to
provide all information necessary for the
implementation plan; amending ss. 287.042, F.S.;
conforming provisions to changes made by the act;
transferring the Northwood Shared Resource Center to
the Department of Management Services; requiring the
agency to coordinate with the Southwood Shared
Resource Center to provide a status report to the
Executive Office of the Governor and to the

Legislature; providing an effective date.

Be It Enacted by the Legislature of the State of Florida:

Section 1. Subsections (4), (5), and (6) of section 14.204,
Florida Statutes, are amended to read:

14.204 Agency for Enterprise Information Technology.—The
Agency for Enterprise Information Technology is created within
the Executive Office of the Governor.

(4) The agency shall have the following duties and
responsibilities:

(a) Develop strategies for the design, planning, project

management, delivery, and management of £he enterprise

information technology services established in law, including

the state data center system service established in s. 282.201,

the information technology security service established in s.

282.318, and the statewide e-mail service established in s.
282.34.

(b) Monitor the implementation, delivery, and management of

the enterprise information technology services as established in
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law.

(c) Make recommendations to the agency head and the
Legislature concerning other information technology services
that should be designed, delivered, and managed as enterprise
information technology services as defined in s. 282.0041.

(d) Plan and establish policies for managing proposed
statutorily authorized enterprise information technology
services, which includes:

1. Developing business cases that, when applicable, include
the components identified in s. 287.0571;

2. Establishing and coordinating project-management teams;

3. Establishing formal risk-assessment and mitigation
processes; and

4. Providing for independent monitoring of projects for

recommended corrective actions.

(e) Beginning Oetoeber31+—2610+ Develop, publish, and
biennially update a long-term strategic enterprise information
technology plan that identifies and recommends strategies and
opportunities to improve the delivery of cost-effective and
efficient enterprise information technology services to be
proposed for establishment pursuant to s. 282.0056.

(f) Perform duties related to enterprise information

technology services, including the state data center system

established in as—previded—3rn s. 282.201, the information

technology security service established in s. 282.318, and the

statewide e-mail service established in s. 282.34.

(g) Coordinate technology resource acquisition planning,

and assist the Department of Management Service’s Division of

Purchasing with using aggregate buying methodologies whenever
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possible and with procurement negotiations for hardware and
software products and services in order to improve the
efficiency and reduce the cost of enterprise information
technology services.

(h) In consultation with the Division of Purchasing in the
Department of Management Services, coordinate procurement
negotiations for information technology products as defined in
S. 282.0041 which will be used by multiple agencies.

(i) In coordination with, and through the services of, the
Division of Purchasing in the Department of Management Services,
establish best practices for the procurement of information
technology products as defined in s. 282.0041 in order to
achieve savings for the state.

(J) Develop information technology standards for the

efficient design, planning, project management, implementation,

and delivery of enterprise information technology services. All

state agencies must make the transition to the new standards.

(k) Provide annually, by December 31, recommendations to
the Legislature relating to techniques for consolidating the
purchase of information technology commodities and services+
which result in savings for the state, and for establishing a
process to achieve savings through consolidated purchases.

(5) TheOffie
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within—+theageney+ The agency shall designate a state Chief

Information Security Officer who shall ewversee—theeoffiece
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report directly to the executive director.
(6) The agency shall operate in a manner that ensures the

participation and representation of state agencies and—the
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146 282-3%t5.
147 Section 2. Subsection (10) of section 20.315, Florida
148 Statutes, is amended to read:
149 20.315 Department of Corrections.—There is created a
150 Department of Corrections.

151 (10) SINGLE INFORMATION AND RECORDS SYSTEM.Fhere—shall—be

152 Only one offender-based information and records computer system
153 shall be maintained by the Department of Corrections for the

154] Jjoint use of the department and the Parole Commission. The This
155 data system shall be managed through the department’s office of

156| dinformation technology Justice bBataCenter. The department shall

157| develop and maintain, in consultation with the Criminal and

158 Juvenile Justice Information Systems Council under s. 943.08,
159 such offender-based information, including clemency

160 administration information and other computer services to serve
161 the needs of both the department and the Parole Commission. The
162 department shall notify the commission of all violations of

163| parole and the circumstances thereof.

lo4 Section 3. Present subsections (4) through (30) of section
165 282.0041, Florida Statutes, are redesignated as subsections (2)
166 through (28), respectively, and present subsections (2), (3),
167 (14), and (19) of that section are amended, to read:

168 282.0041 Definitions.—As used in this chapter, the term:

169 2 r—Agenreyehief information officer’ means—+the person
170
171
172
173
174
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(12) 434> “E-mail, messaging, and calendaring service” means

the enterprise information technology service that enables users

to send, receive, file, store, manage, and retrieve electronic

messages, attachments, appointments, and addresses. The e-mail,

and calendaring service must include e-mail account

help desk;

messaging,

management; technical support and user provisioning

services; disaster recovery and backup and restore capabilities;

antispam and antivirus capabilities; archiving and e-discovery;

and remote access and mobile messaging capabilities.

(17)43+8)> “Primary data center” means a state—eormonstate

agerney data center that is a recipient entity for consolidation

of nonprimary data centers and computing facilities and that is

established by+—3Aprimary data—center may beauvthorized—an law
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Section 4. Subsection (1) of section 282.0056, Florida

Statutes, is amended to read:
282.0056 Development of work plan; development of
implementation plans; and policy recommendations.—

(1) For the purposes of carrying out its responsibilities
under s. 282.0055, the Agency for Enterprise Information
Technology shall develop an annual work plan within 60 days
after the beginning of the fiscal year describing the activities
that the agency intends to undertake for that year, including

proposed outcomes and completion timeframes for the planning and
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implementation of all enterprise information technology

services. The work plan must be presented at a public hearing
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thereafter submitted to the President of the Senate and the
Speaker of the House of Representatives. The work plan may be
amended as needed, subject to approval by the Governor and
Cabinet.

Section 5. Subsections (2) and (3) of section 282.201,
Florida Statutes, are amended, present subsections (4) and (5)
of that section are amended and renumbered as subsections (5)
and (6), respectively, and a new subsection (4) is added to that
section, to read:

282.201 State data center system; agency duties and
limitations.—A state data center system that includes all
primary data centers, other nonprimary data centers, and
computing facilities, and that provides an enterprise
information technology service as defined in s. 282.0041, is
established.

(2) AGENCY FOR ENTERPRISE INFORMATION TECHNOLOGY DUTIES.—
The Agency for Enterprise Information Technology shall:

(a) Collect and maintain information necessary for
developing policies relating to the data center system,
including, but not limited to, an inventory of facilities.

(b) Annually approve cost-recovery mechanisms and rate
structures for primary data centers which recover costs through
charges to customer entities.

(c) By September 30 beeember—3+ of each year, submit to the
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Legislature, the Executive Office of the Governor, and the

primary data centers Fegistature recommendations to improve the
efficiency and cost-effectiveness effeetiveness of computing

services provided by state data center system facilities. Such
recommendations must may include, but need not be limited to:
1. Policies for improving the cost-effectiveness and

efficiency of the state data center system, which includes the

primary data centers being transferred to a shared, virtualized

server environment, and the associated cost savings resulting

from the implementation of such policies.

2. Infrastructure improvements supporting the consolidation
of facilities or preempting the need to create additional data

centers or computing facilities.
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3.4~ Uniform disaster recovery standards.
4.5+ Standards for primary data centers which provide cost-

effective services and previding transparent financial data to

user agencies.
5.6+ Consolidation of contract practices or coordination of
software, hardware, or other technology-related procurements and

the associated cost savings.

6.7+ Improvements to data center governance structures.
(d) By October 1 of each year beginning in 2011, provide
recommendations 2869+—reeommend to the Governor and Legislature

relating to changes to the schedule for the consolidations of

state agency data centers as provided in subsection (4) at—Feast
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c. Implementing Imptemernt state information technology

policies more effectively; and

d. Maintaining or improving Maintain—eor—impreove the level

of service provision to customer entities+——and

Ao+
oo T

PSS towar He—s
2.3~ The agency shall establish workgroups as necessary to
ensure participation by affected agencies in the development of

recommendations related to consolidations.

201N +h
\Sa== vy

(e)+£)r Develop and establish rules relating to the
operation of the state data center system which comply with
applicable federal regulations, including 2 C.F.R. part 225 and

45 C.F.R. The agency shall publish notice of rule development in

the Florida Administrative Weekly by October 1, 2011. The rules

must may address:
1. Ensuring that financial information is captured and
reported consistently and accurately.

2. Identifying standards for hardware, including standards

for a shared, virtualized server environment, and operations

system software and other operational software, including

security and network infrastructure, for the primary data

centers; requiring compliance with such standards in order to

enable the efficient consolidation of the agency data centers or
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computing facilities; and providing an exemption process from

compliance with such standards, which must be consistent with

paragraph (5) (b).

3. Requiring annual full cost recovery on an equitable
rational basis. The cost-recovery methodology must ensure that
no service is subsidizing another service and may include
adjusting the subsequent year’s rates as a means to recover
deficits or refund surpluses from a prior year.

4. Requiring that any special assessment imposed to fund
expansion is based on a methodology that apportions the
assessment according to the proportional benefit to each
customer entity.

5. Requiring that rebates be given when revenues have
exceeded costs, that rebates be applied to offset charges to
those customer entities that have subsidized the costs of other
customer entities, and that such rebates may be in the form of
credits against future billings.

6. Requiring that all service-level agreements have a
contract term of up to 3 years, but may include an option to
renew for up to 3 additional years contingent on approval by the

board, and require at least a 180-day notice of termination.
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(3) STATE AGENCY DUTIES.—
(a) For the purpose of completing its work activities as
(1),

the Agency for Enterprise Information Technology all requested

described in subsection each state agency shall provide to
information and any other information relevant to the agency’s
ability to effectively transition its computer services into a

primary data center. The agency shall also participate as
required in workgroups relating to specific consolidation
planning and implementation tasks as assigned by the Agency for
Enterprise Information Technology and determined necessary to
accomplish consolidation goals.

(b) Each state agency shall submit to the Agency for
Enterprise Information Technology information relating to its
data centers and computing facilities as required in
instructions issued by July 1 of each year by the Agency for

Enterprise Information Technology. The information required may
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include:

1. Amount of floor space used and available.

2. Numbers and capacities of mainframes and servers.

3. Storage and network capacity.

4. Amount of power used and the available capacity.

5. Estimated expenditures by service area, including
hardware and software, numbers of full-time equivalent
positions, personnel turnover, and position reclassifications.

6. A list of contracts in effect for the fiscal year,
including, but not limited to, contracts for hardware, software
and maintenance, including the expiration date, the contract
parties, and the cost of the contract.

7. Service-level agreements by customer entity.
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(c)+e Each state agency customer of a primary data center
shall notify the data center, by May 31 and November 30 of each
year, of any significant changes in anticipated utilization of
data center services pursuant to requirements established by the
boards of trustees of each primary data center.

(4) SCHEDULE FOR CONSOLIDATIONS OF AGENCY DATA CENTERS.—

(a) Consolidations of agency data centers shall be made by

the date and to the specified primary data center as provided in

this section and in accordance with budget adjustments contained

in the General Appropriations Act.
(b) By December 31, 2011, the following shall be

consolidated into the Northwest Regional Data Center:

1. The Department of Education’s Knott Data Center in the
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Turlington Building.

2. The Department of Education’s Division of Vocational

Rehabilitation.

3. The Department of Education’s Division of Blind

Services, except for the division’s disaster recovery site in

Daytona Beach.

4. The FCAT Explorer.
5. FACTS.org.
(c) During the 2011-2012 fiscal year, the following shall

be consolidated into the Southwood Shared Resource Center:

1. By September 30, 2011, the Department of Corrections.

2. By March 31, 2012, the Department of Transportation’s

Burns Building.

3. By March 31, 2012, the Department of Transportation’s

Survey & Mapping Office.
(d) During the 2011-2012 fiscal year, the following shall

be consolidated into the Northwood Shared Resource Center:

1. By July 1, 2011, the Department of Transportation’s

Office of Motor Carrier Compliance.

2. By March 31, 2012, the Department of Highway Safety and

Motor Vehicles.

(e) During the 2012-2013 fiscal year, the following shall

be consolidated into the Southwood Shared Resource Center:

1. By September 30, 2012, the Division of Emergency

Management and the Department of Community Affairs, except for

the Emergency Operation Center’s management system in

Tallahassee and the Camp Blanding Emergency Operations Center in

Starke.

2. By September 30, 2012, the Department of Revenue'’s
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436| Carlton Building and Imaging Center locations.

437 3. By December 31, 2012, the Department of Health’s Test

438 and Development Lab and all remaining data center resources
439 located at the Capital Circle Office Complex.
440 (f) During the 2012-2013 fiscal year, the following shall

441 be consolidated into the Northwood Shared Resource Center:

442 1. By July 1, 2012, the Agency for Health Care

443 Administration.

444 2. By December 31, 2012, the Department of Environmental

445 Protection’s Palmetto Commons.

446 3. By March 30, 2013, the Department of Law Enforcement’s

447| headquarters location.

448 (g) During the 2013-2014 fiscal year, the following

449 agencies shall work with the Agency for Enterprise Information

450 Technology to begin preliminary planning for consolidation into

451 a primary data center:

452 1. The Department of the Lottery’s headquarters location.
453 2. The Department of Legal Affairs.
454 3. The Fish and Wildlife Conservation Commission, except

455 for the commission’s Fish and Wildlife Research Institute in St.

456 Petersburg.

457 4. The Executive Office of the Governor.

458 5. The Department of Veterans’ Affairs.

459 6. The Department of Elderly Affairs.

460 7. The Department of Financial Services’ Hartman, Larson,

461 and Fletcher Building Data Centers.

462 8. The Department of Agriculture and Consumer Services’

463| Agriculture Management Information Center in the Mayo Building

464 and Division of Licensing.
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465 (h) During the 2014-2015 fiscal year, the following

466 agencies shall work with the Agency for Enterprise Information

467 Technology to begin preliminary planning for consolidation into

468 a primary data center:

469 1. The Department of Health’s Jacksonville Lab Data Center.

470 2. The Department of Transportation’s district offices,

471 toll offices, and the District Materials Office.

472 3. The Department of Military Affairs’ Camp Blanding Joint

473| Training Center in Starke.

474 4. The Department of Community Affairs’ Camp Blanding

475| Emergency Operations Center in Starke.

476 5. The Department of Education’s Division of Blind Services

477| disaster recovery site in Daytona Beach.

478 6. The Department of Education’s disaster recovery site at

479 Santa Fe College.

480 7. The Department of the Lottery’s Disaster Recovery Backup

481 Data Center in Orlando.

482 8. The Fish and Wildlife Conservation Commission’s Fish and

483| Wildlife Research Institute in St. Petersburg.

484 9. The Department of Children and Family Services’ Suncoast

485 Data Center in Tampa.

486 10. The Department of Children and Family Services’ Florida

487 State Hospital in Chattahoochee.

488 (1) During the 2015-2016 fiscal year, all computing

489 resources remaining within an agency nonprimary data center or

490 computing facility shall be transferred to a primary data center

491 for consolidation unless otherwise required to remain in the

492 agency for specified financial, technical, or business reasons

493| that must be justified in writing and approved by the Agency for
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Enterprise Information Technology. Such data centers, computing

facilities, and resources must be identified by the Agency for

Enterprise Information Technology by October 1, 2014.

(J) Any agency that is consolidating agency data centers

into a primary data center must execute a new or update an

existing service-level agreement within 60 days after the

specified consolidation date, as required by s. 282.203, in

order to specify the services and levels of service it is to

receive from the primary data center as a result of the

consolidation. If an agency is unable to execute a service-level

agreement by that date, the agency shall submit a report to the

Executive Office of the Governor and to the chairs of the

legislative appropriations committees within 5 working days

after that date which explains the specific issues preventing

execution and describing its plan and schedule for resolving

those issues.

(k) Beginning September 1, 2011, and every 6 months

thereafter until data center consolidations are complete, the

Agency for Enterprise Information Technology shall provide a

status report on the implementation of the consolidations that

must be completed during the fiscal year. The report shall be

submitted to the Executive Office of the Governor and the chairs

of the legislative appropriations committees. The report must,

at a minimum, describe:

1. Whether the consolidation is on schedule, including

progress on achieving the milestones necessary for successful

and timely consolidation of scheduled agency data centers and

computing facilities; and

2. The risks that may affect the progress or outcome of the
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consolidation and how these risks are being addressed,

mitigated, or managed.

(1) Each agency identified in this subsection for

consolidation into a primary data center shall submit a

transition plan to the Agency for Enterprise Information

Technology by September 1 of the fiscal year before the fiscal

year in which the scheduled consolidation will occur. Transition

plans shall be developed in consultation with the appropriate

primary data centers and the Agency for Enterprise Information

Technology, and must include:

1. An inventory of the agency data center’s resources being

consolidated, including all hardware, software, staff, and

contracted services, and the facility resources performing data

center management and operations, security, backup and recovery,

disaster recovery, system administration, database

administration, system programming, job control, production

control, print, storage, technical support, help desk, and

managed services, but excluding application development;

2. A description of the level of services needed to meet

the technical and operational requirements of the platforms

being consolidated and an estimate of the primary data center’s

cost for the provision of such services;

3. A description of resources for computing services

proposed to remain in the department;

4. A timetable with significant milestones for the

completion of the consolidation; and

5. The specific recurring and nonrecurring budget

adjustments of budget resources by appropriation category into

the appropriate data-processing category pursuant to the
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552| legislative budget instructions in s. 216.023 necessary to

553 support agency costs for the transfer.

554 (m) Each primary data center shall develop a transition

555 plan for absorbing the transfer of agency data center resources

556| based upon the timetables for transition as provided in this

557| subsection. The plan shall be submitted to the Agency for

558| Enterprise Information Technology, the Executive Office of the

559| Governor, and the chairs of the legislative appropriations

560 committees by September 30 of the fiscal year before the fiscal

561 year in which the scheduled consolidations will occur. Each plan

562 must include:

563 1. An estimate of the cost to provide data center services

564 for each agency scheduled for consolidation;

565 2. A staffing plan that identifies the projected staffing

566| needs and requirements based on the estimated workload

567 identified in the agency transition plan;

568 3. The fiscal year adjustments to budget categories in

569 order to absorb the transfer of agency data center resources

570| pursuant to the legislative budget request instructions provided
571 in s. 216.023;
572 4. An analysis of the cost effects resulting from the

573| planned consolidations on existing agency customers; and

574 5. A description of any issues that must be resolved in

575| order to accomplish as efficiently and effectively as possible

576| all consolidations required during the fiscal year.

577 (n) The Agency for Enterprise Information Technology shall

578 develop a comprehensive transition plan, which shall be

579 submitted by October 15th of the fiscal year before the fiscal

580 year in which the scheduled consolidations will occur to each
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primary data center, to the Executive Office of the Governor,

and the chairs of the legislative appropriations committees. The

transition plan shall be developed in consultation with agencies

submitting agency transition plans and with the affected primary

data centers. The comprehensive transition plan must include:

1. Recommendations for accomplishing the proposed

transitions as efficiently and effectively as possible with

minimal disruption to customer agency business processes;

2. Strategies to minimize risks associated with any of the

proposed consolidations;

3. A compilation of the agency transition plans submitted

by agencies scheduled for consolidation for the following fiscal

year; and

4. Revisions to any budget adjustments provided in the

agency or primary data center transition plans.

(0) Any agency data center scheduled for consolidation

after the 2011-2012 fiscal year may consolidate into a primary

data center before its scheduled date contingent upon the

approval of the Agency for Enterprise Information Technology.

(5) 44> AGENCY LIMITATIONS.—

(a) Unless authorized by the Legislature or as provided in
paragraphs (b) and (c), a state agency may not:

1. Create a new computing facility or data center, or
expand the capability to support additional computer equipment
in an existing computing facility or nonprimary data center;

2. Spend funds before the agency’s scheduled consolidation

into a primary data center to purchase or modify hardware or

operations software that does not comply with hardware and

software standards established by the Agency for Enterprise
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Information Technology pursuant to paragraph (2) (e) for the

efficient consolidation of the agency data centers or computing

facilities;

3.2+ Transfer existing computer services to any data center

other than a primary memnprimary data center er—ecomputing
faeitity;

4.3+ Terminate services with a primary data center or

transfer services between primary data centers without giving
written notice of intent to terminate or transfer services 180
days before such termination or transfer; or

5.4+ Initiate a new computer service if it does not
currently have an internal data center except with a primary
data center.

(b) Exceptions to the limitations in subparagraphs (a)l.,
2., 3., and 5. 4= may be granted by the Agency for Enterprise
Information Technology if there is insufficient capacity in a
primary data center to absorb the workload associated with

agency computing services, if expenditures are compatible with

the scheduled consolidation and the standards established

pursuant to paragraph (2) (e), or if the equipment or resources

are needed to meet a critical agency business need that cannot

be satisfied from surplus equipment or resources of the primary

data center until the agency data center is consolidated.

1. A request for an exception must be submitted in writing
to the Agency for Enterprise Information Technology. The agency
must accept, accept with conditions, or deny the request within
60 days after receipt of the written request. The agency’s
decision is not subject to chapter 120.

2. At a minimum, the agency may not approve a request
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unless it includes:

a. Documentation approved by the primary data center’s
board of trustees which confirms that the center cannot meet the
capacity requirements of the agency requesting the exception
within the current fiscal year.

b. A description of the capacity requirements of the agency
requesting the exception.

c. Documentation from the agency demonstrating why it is
critical to the agency’s mission that the expansion or transfer
must be completed within the fiscal year rather than when
capacity is established at a primary data center.

(c) Exceptions to subparagraph (a)4. «&)3= may be granted
by the board of trustees of the primary data center if the
termination or transfer of services can be absorbed within the
current cost-allocation plan.

(d) Upon the termination of or transfer of agency computing
services from the primary data center, the primary data center
shall require information sufficient to determine compliance
with this section. If a primary data center determines that an
agency is in violation of this section, it shall report the
violation to the Agency for Enterprise Information Technology.

(6) 45> RULES.—The Agency for Enterprise Information

Technology may is—autherized—te adopt rules purswsant—+te——sSs5-=
1205361 r—=nd—320-54 to administer £heprovisiens—ef this part

relating to the state data center system including the primary

data centers.
Section 6. Paragraphs (f) through (1) of subsection (1),
paragraph (a) of subsection (2), and paragraph (j) of subsection

(3) of section 282.203, Florida Statutes, are amended to read:
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1. A service-level agreement, at a minimum, must:

a. Identify the parties and their roles, duties, and
responsibilities under the agreement;

b. Identify the legal authority under which the service-
level agreement was negotiated and entered into by the parties;

c. State the duration of the contractual term and specify
the conditions for contract renewal;

d. Prohibit the transfer of computing services between
primary data center facilities without at least 180 days’ notice
of service cancellation;

e. Identify the scope of work;

f. Identify the products or services to be delivered with
sufficient specificity to permit an external financial or
performance audit;

g. Establish the services to be provided, the business
standards that must be met for each service, the cost of each
service, and the process by which the business standards for
each service are to be objectively measured and reported;

h. Identify applicable funds and funding streams for the
services or products under contract;

i. Provide a timely billing methodology for recovering the
cost of services provided to the customer entity;

J. Provide a procedure for modifying the service-level
agreement to address changes in projected costs of service;

k. Provide that a service-level agreement may be terminated
by either party for cause only after giving the other party and
the Agency for Enterprise Information Technology notice in
writing of the cause for termination and an opportunity for the

other party to resolve the identified cause within a reasonable
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period; and

1. Provide for mediation of disputes by the Division of
Administrative Hearings pursuant to s. 120.573.

2. A service-level agreement may include:

a. A dispute resolution mechanism, including alternatives
to administrative or judicial proceedings;

b. The setting of a surety or performance bond for service-

level agreements entered into with menstate agency primary data
centers established by law—whichmayr bedesignated by —+the

Tt
I C

Ageney—for erprise eehnelogy; Or

c. Additional terms and conditions as determined advisable
by the parties if such additional terms and conditions do not
conflict with the requirements of this section or rules adopted
by the Agency for Enterprise Information Technology.

3. The failure to execute a service-level agreement within
60 days after service commencement shall, in the case of an
existing customer entity, result in a continuation of the terms
of the service-level agreement from the prior fiscal year,
including any amendments that were formally proposed to the
customer entity by the primary data center within the 3 months
before service commencement, and a revised cost-of-service
estimate. If a new customer entity fails to execute an agreement
within 60 days after service commencement, the data center may
cease services.

(i)43» Plan, design, establish pilot projects for, and
conduct experiments with information technology resources, and
implement enhancements in services if such implementation is
cost-effective and approved by the board.

(])Ha- Enter into a memorandum of understanding with the
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agency where the data center is administratively located if the
data center requires the agency to provide any administrative

which—establtishes—+the services fobePprovided by that—ageney Lo

the data center and the cost of such services.

(k)43 Be the custodian of resources and equipment that are
located, operated, supported, and managed by the center for the
purposes of chapter 273.

(1) Assume administrative access rights to the resources

and equipment, such as servers, network components, and other

devices that are consolidated into the primary data center.

1. Upon the date of each consolidation specified in s.

282.201, the General Appropriations Act, or the Laws of Florida,

each agency shall relinquish all administrative access rights to

such resources and equipment.

2. Each primary data center shall provide its customer

agencies with the appropriate level of access to applications,

servers, network components, and other devices necessary for

agencies to perform their core business activities and

functions.

(2) BOARD OF TRUSTEES.—Each primary data center shall be
headed by a board of trustees as defined in s. 20.03.

(a) The members of the board shall be appointed by the
agency head or chief executive officer of the representative
customer entities of the primary data center and shaldt serve at

the pleasure of the appointing customer entity. Each agency head

or chief executive officer may appoint an alternate member for

each board member appointed pursuant to this subsection.

1. During the first fiscal year that a state agency is to

consolidate its data center operations to a primary data center
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and for the following full fiscal year, the agency shall have a

single trustee having one vote on the board of the state primary

data center where it is to consolidate, unless it is entitled in

the second year to a greater number of votes as provided in
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membership shall be as provided in subparagraph 3. based on the
most recent estimate of customer entity usage rates for the
prior year and a projection of usage rates for the first 9
months of the next fiscal year. Such calculation must be

completed before the annual budget meeting held before the

beginning of the next fiscal year
remove board members can be voted
become effective on July 1 of the

3. Each customer entity that

so that any decision to add or
on at the budget meeting and
subsequent fiscal year.

has a projected usage rate of

4 percent or greater during the fiscal operating year of the

primary data center shall have one trustee on the board.
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4., The total number of votes for each trustee shall be
apportioned as follows:

a. Customer entities of a primary data center whose usage
rate represents 4 but less than 15 percent of total usage shall
have one vote.

b. Customer entities of a primary data center whose usage
rate represents 15 but less than 30 percent of total usage shall
have two votes.

c. Customer entities of a primary data center whose usage
rate represents 30 but less than 50 percent of total usage shall
have three votes.

d. A customer entity of a primary data center whose usage
rate represents 50 percent or more of total usage shall have
four votes.

e. A single trustee having one vote shall represent those
customer entities that represent less than 4 percent of the
total usage. The trustee shall be selected by a process
determined by the board.

(3) BOARD DUTIES.—Each board of trustees of a primary data
center shall:

(jJ) Maintain the capabilities of the primary data center’s
facilities. Maintenance responsibilities include, but are not
limited to, ensuring that adequate conditioned floor space, fire
suppression, cooling, and power is in place; replacing aging
equipment when necessary; and making decisions related to data
center expansion and renovation, periodic upgrades, and
improvements that are required to ensure the ongoing suitability
of the facility as an enterprise data center consolidation site

in the state data center system. To the extent possible, the
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board shall ensure that its approved annual cost-allocation plan

recovers sufficient funds from its customers to provide for

these needs purswant—te——s+—282201(2)

—~

()

\
T .

Section 7. Section 282.204, Florida Statutes, is amended to
read:

282.204 Northwood Shared Resource Center.—The Northwood

Shared Resource Center is an agency established within the

Department of Management Services Ehildren—andFamily—Serviees

for administrative purposes only.

(1) The center is a primary data center and is shalii—be a
separate budget entity that is not subject to control,
supervision, or direction of the department in any manner,
including, but not limited to, purchasing, transactions
involving real or personal property, personnel, or budgetary
matters.

(2) The center shall be headed by a board of trustees as
provided in s. 282.203, who shall comply with all requirements
of that section related to the operation of the center and with
the rules of the Agency for Enterprise Information Technology
related to the design and delivery of enterprise information
technology services.

Section 8. Sections 282.3055 and 282.315, Florida Statutes,

are repealed.

Section 9. Subsections (3) through (7) of section 282.318,
Florida Statutes, are amended to read:
282.318 Enterprise security of data and information

technology.—

(3) The &ffiee—-of Information Sceurity within—+the Agency

for Enterprise Information Technology is responsible for
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establishing rules and publishing guidelines for ensuring an
appropriate level of security for all data and information
technology resources for executive branch agencies. The agency
offiee shall also perform the following duties and
responsibilities:

(a) Develop, and annually update by February 1, an
enterprise information security strategic plan that includes
security goals and objectives for the strategic issues of
information security policy, risk management, training, incident
management, and survivability planning.

(b) Develop enterprise security rules and published
guidelines for:

1. Comprehensive risk analyses and information security
audits conducted by state agencies.

2. Responding to suspected or confirmed information
security incidents, including suspected or confirmed breaches of
personal information or exempt data.

3. Agency security plans, including strategic security
plans and security program plans.

4. The recovery of information technology and data
following a disaster.

5. The managerial, operational, and technical safeguards
for protecting state government data and information technology
resources.

(c) Assist agencies in complying with the provisions of
this section.

(d) Pursue appropriate funding for the purpose of enhancing
domestic security.

(e) Provide training for agency information security
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managers.
(f) Annually review the strategic and operational
information security plans of executive branch agencies.

(4) To assist the Agency for Enterprise Information

Technology offieceof Fnformation—Seeuwrity in carrying out its
responsibilities, each agency head shall, at a minimum:

(a) Designate an information security manager to administer
the security program of the agency for its data and information
technology resources. This designation must be provided annually
in writing to the Agency for Enterprise Information Technology

offiee by January 1.

(b) Submit to the Agency for Enterprise Information

Technology effiee annually by July 31, the agency’s strategic
and operational information security plans developed pursuant to

the rules and guidelines established by the Agency for

Enterprise Information Technology effiee.

1. The agency strategic information security plan must
cover a 3-year period and define security goals, intermediate
objectives, and projected agency costs for the strategic issues
of agency information security policy, risk management, security
training, security incident response, and survivability. The
plan must be based on the enterprise strategic information

security plan created by the Agency for Enterprise Information

Technology efffee. Additional issues may be included.

2. The agency operational information security plan must
include a progress report for the prior operational information
security plan and a project plan that includes activities,
timelines, and deliverables for security objectives that,

subject to current resources, the agency will implement during
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the current fiscal year. The cost of implementing the portions
of the plan which cannot be funded from current resources must
be identified in the plan.

(c) Conduct, and update every 3 years, a comprehensive risk
analysis to determine the security threats to the data,
information, and information technology resources of the agency.
The risk analysis information is confidential and exempt from
the provisions of s. 119.07(1l), except that such information
shall be available to the Auditor General and the Agency for
Enterprise Information Technology for performing postauditing
duties.

(d) Develop, and periodically update, written internal
policies and procedures, which include procedures for notifying

the Agency for Enterprise Information Technology effiee when a

suspected or confirmed breach, or an information security
incident, occurs. Such policies and procedures must be
consistent with the rules and guidelines established by the

Agency for Enterprise Information Technology effiee to ensure

the security of the data, information, and information
technology resources of the agency. The internal policies and
procedures that, if disclosed, could facilitate the unauthorized
modification, disclosure, or destruction of data or information
technology resources are confidential information and exempt
from s. 119.07(1), except that such information shall be
available to the Auditor General and the Agency for Enterprise
Information Technology for performing postauditing duties.

(e) Implement appropriate cost-effective safeguards to
address identified risks to the data, information, and

information technology resources of the agency.
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(f) Ensure that periodic internal audits and evaluations of
the agency’s security program for the data, information, and
information technology resources of the agency are conducted.
The results of such audits and evaluations are confidential
information and exempt from s. 119.07(1), except that such
information shall be available to the Auditor General and the
Agency for Enterprise Information Technology for performing
postauditing duties.

(g) Include appropriate security requirements in the
written specifications for the solicitation of information
technology and information technology resources and services,
which are consistent with the rules and guidelines established

by the Agency for Enterprise Information Technology effiee.

(h) Provide security awareness training to employees and
users of the agency’s communication and information resources
concerning information security risks and the responsibility of
employees and users to comply with policies, standards,
guidelines, and operating procedures adopted by the agency to
reduce those risks.

(i) Develop a process for detecting, reporting, and
responding to suspected or confirmed security incidents,
including suspected or confirmed breaches consistent with the

security rules and guidelines established by the Agency for

Enterprise Information Technology effiee.

1. Suspected or confirmed information security incidents

and breaches must be immediately reported to the Agency for

Enterprise Information Technology effiece.

2. For incidents involving breaches, agencies shall provide

notice in accordance with s. 817.5681 and to the Agency for
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Enterprise Information Technology effiee in accordance with this

subsection.

(5) Each state agency shall include appropriate security
requirements in the specifications for the solicitation of
contracts for procuring information technology or information
technology resources or services which are consistent with the

rules and guidelines established by the Agency for Enterprise

Information Technology office—-of Information—Seecurity.

(6) The Agency for Enterprise Information Technology may
adopt rules relating to information security and to administer
the provisions of this section.

21 2010
o \vammn v
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Section 10. Subsections (2), (3
282.33, Florida Statutes, are amended to read:

, and (4) of section

282.33 Objective standards for data center energy
efficiency.—

(2) State shared resource data centers and other data
centers that the Agency for Enterprise Information Technology
has determined will be recipients for consolidating data
centers, which are designated by the Agency for Enterprise

Information Technology, shall evaluate their data center
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facilities for energy efficiency using the standards established
in this section.
(a)

Agency for Enterprise Information Technology,

Results of these evaluations shall be reported to the
the President of
the Senate, and the Speaker of the House of Representatives.
Reports shall enable the tracking of energy performance over
time and comparisons between facilities.

(b) 2010,
biennialtty thereafter, the Agency for Enterprise Information

Technology shall submit to the Legislature recommendations for

Beginning By December 31, and every 3 years

reducing energy consumption and improving the energy efficiency

of state primary data centers.

(3)+f4> If When the total cost of ownership of an energy-
efficient product is less than or equal to the cost of the
existing data center facility or infrastructure, technical
specifications for energy-efficient products should be
incorporated in the plans and processes for replacing,
upgrading, or expanding data center facilities or

infrastructure, including, but not limited to, network, storage,
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or computer equipment and software.

Section 11. Section 282.34, Florida Statutes, is amended to
read:

282.34 Statewide e-mail service.—A statewide state e-mail
service system that includes the delivery and support of e-mail,
messaging, and calendaring capabilities is established as an
enterprise information technology service as defined in s.
282.0041. The service shall be designed to meet the needs of all

executive branch agencies, and may also be used by nonstate

agency entities. The primary goals of the service are to

minimize the state investment required to establish, operate,
and support the statewide service; reduce the cost of current e-
mail operations and the number of duplicative e-mail systems;
and eliminate the need for each state agency to maintain its own
e-mail staff.

(1) The Southwood Shared Resource Center, a primary data
center, shall be the provider of the statewide e-mail service
for all state agencies. The center shall centrally host, manage,
operate, and support the service, or outsource the hosting,
management, operational, or support components of the service in
order to achieve the primary goals identified in this section.

(2) The Agency for Enterprise Information Technology, in

cooperation and consultation with all state agencies, shall

prepare and submit for approval by the Legislative Budget

Commission at a meeting scheduled before June 30, 2011, a

proposed plan for the migration of all state agencies to the

statewide e-mail service. The plan for migration must include:

(a) A cost-benefit analysis that compares the total

recurring and nonrecurring operating costs of the current agency
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e-mail systems, including monthly mailbox costs, staffing,

licensing and maintenance costs, hardware, and other related e-

mail product and service costs to the costs associated with the

proposed statewide e-mail service. The analysis must also

include:

1. A comparison of the estimated total 7-year life-cycle

cost of the current agency e-mail systems versus the feasibility

of funding the migration and operation of the statewide e-mail

service.

2. An estimate of recurring costs associated with the

energy consumption of current agency e-mail equipment, and the

basis for the estimate.

3. An identification of the overall cost savings resulting

from state agencies migrating to the statewide e-mail service

and decommissioning their agency e-mail systems.

(b) A proposed migration date for all state agencies to be

migrated to the statewide e-mail service. The Agency for

Enterprise Information Technology shall work with the Executive

Office of the Governor to develop the schedule for migrating all

state agencies to the statewide e-mail service except for the

Department of Legal Affairs. The Department of Legal Affairs

shall provide to the Agency for Enterprise Information

Technology by June 1, 2011, a proposed migration date based upon

its decision to participate in the statewide e-mail service and

the identification of any issues that require resolution in

order to migrate to the statewide e-mail service.

(c) A budget amendment, submitted pursuant to chapter 216,

for adjustments to each agency’s approved operating budget

necessary to transfer sufficient budget resources into the
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1103| appropriate data processing category to support its statewide e-

1104 mail service costs.

1105 (d) A budget amendment, submitted pursuant to chapter 216,

1106 for adjustments to the Southwood Shared Resource Center approved

1107| operating budget to include adjustments in the number of

1108 authorized positions, salary budget and associated rate,

1109| necessary to implement the statewide e-mail service.

1110 (3) Contingent upon approval by the Legislative Budget

1111 Commission, the Southwood Shared Resource Center may contract

1112 for the provision of a statewide e-mail service. Executive

1113| branch agencies must be completely migrated to the statewide e-

1114| mail service based upon the migration date included in the

1115| proposed plan approved by the Legislative Budget Commission.

1116 (4) Notwithstanding chapter 216, General Revenue funds may

1117 be increased or decreased for each agency provided the net

1118 change to General Revenue in total for all agencies is zero or
1119 less.

1120 (5) Subsequent to the approval of the consolidated budget

1121 amendment to reflect budget adjustments necessary to migrate to

1122 the statewide e-mail service, an agency may make adjustments

1123 subject to s. 216.177, notwithstanding provisions in chapter 216

1124 which may require such adjustments to be approved by the

1125| Legislative Budget Commission.

1126 (6) No agency may initiate a new e-mail service or execute

1127 a new e-mail contract or amend a current e-mail contract, other

1128 than with the Southwood Shared Resource Center, for nonessential

1129| products or services unless the Legislative Budget Commission

1130| denies approval for the Southwood Shared Resource Center to

1131 enter into a contract for the statewide e-mail service.
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(7)

work with the Southwood Shared Resource Center to develop an

The Agency for Enterprise Information Technology shall

implementation plan that identifies and describes the detailed

processes and timelines for an agency’s migration to the

statewide e-mail service based on the migration date approved by

the Legislative Budget Commission. The agency may establish and

coordinate workgroups consisting of agency e-mail management,

budget,

information technology, and administrative staff to

assist the agency in the development of the plan.
(8)

information necessary to develop the implementation plan,

Fach executive branch agency shall provide all

including, but not limited to, required mailbox features and the

number of mailboxes that will require migration services. Each

agency must also identify any known business, operational, or

technical plans, limitations, or constraints that should be

considered when developing the plan.
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1335| eemptete~
1336 Section 12. Paragraph (h) of subsection (3) and paragraph
1337 (b) of subsection (4) of section 287.042, Florida Statutes, are
1338 amended to read:
1339 287.042 Powers, duties, and functions.—The department shall
1340| have the following powers, duties, and functions:
1341 (3) To establish a system of coordinated, uniform
1342| procurement policies, procedures, and practices to be used by
1343| agencies in acquiring commodities and contractual services,
1344 which shall include, but not be limited to:

1345 (h) Development+—in—econsuttationwith the Ageney Chief

1346 TrformationOfficers Couneits of procedures to be used by state
1347| agencies when procuring information technology commodities and
1348 contractual services e ensure compliance with public records
1349 requirements and records retention and archiving requirements.
1350 (4
1351 (b

To prescribe;—an—<consgltatieon—with the Ageney Chiect

1352 Infermation Officers Couneils procedures for procuring

1353 information technology and information technology consultant
1354 services whieh provide for public announcement and

1355 qualification, competitive solicitations, contract award, and
1356| prohibition against contingent fees. Such procedures are shal+t
1357 be limited to information technology consultant contracts for
1358| which the total project costs, or planning or study activities,
1359| are estimated to exceed the threshold amount provided fex in s.
1360 287.017, for CATEGORY TWO.

13061 Section 13. The Northwood Shared Resource Center is

1362 transferred by a type one transfer, as defined in s. 20.06(1),

1363| Florida Statutes, from the Department of Children and Family
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1364 Services to the Department of Management Services.

1365 Section 14. The Agency for Enterprise Information

1366 Technology, in coordination with the Southwood Shared Resource

1367 Center, shall provide a written status report to the Executive

1368| Office of the Governor and to the chairs of the legislative

1369| appropriations committees detailing the progress made by the

1370 agencies required to migrate to the statewide e-mail service by

1371 the required migration date. The status report must be provided

1372 every 6 months, beginning September 1, 2011, until

1373 implementation is complete.

1374 Section 15. This act shall take effect upon becoming a law.
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