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HOUSE AMENDMENT

Bill No. CS/SB 1762, 1lst Eng. (2013)
Amendment No.
CHAMBER ACTION

Senate House

Representative McKeel offered the following:

Amendment (with title amendment)
Remove everything after the enacting clause and insert:

Section 1. All of the records and property; funds, trust

funds, and unexpended balances of appropriations, allocations,

and other funds; administrative authority; pending issues; and

existing contracts of the Agency for Enterprise Information

Technology are transferred by a type two transfer, pursuant to

s. 20.06(2), Florida Statutes, to the Agency for State

Technology. All equipment and assets purchased by the Agency for

Enterprise Information Technology with state or federal funds

and transferred to the Department of Highway Safety and Motor

Vehicles must be transferred to the Department of Law

Enforcement no later than July 31, 2013.
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Bill No. CS/SB 1762, 1lst Eng. (2013)
Amendment No.
Section 2. All rules adopted by the Agency for Enterprise

Information Technology and all proceedings pursuant to s.

120.54, Florida Statutes, of the Agency for Enterprise

Information Technology that are pending on the effective date of

this act are nullified and of no further force or effect.

Section 3. The Northwood Shared Resource Center is

transferred by a type two transfer, pursuant to s. 20.06(2),

Florida Statutes, from the Department of Management Services to

the Agency for State Technology. Any binding contract or

interagency agreement entered into between the Northwood Shared

Resource Center or an entity or agent of the center and any

other agency, entity, or person shall continue as a binding

contract or agreement on the Agency for State Technology for the

remainder of the term of such contract or agreement.

Section 4. The Southwood Shared Resource Center 1is

transferred by a type two transfer, pursuant to s. 20.06(2),

Florida Statutes, from the Department of Management Services to

the Agency for State Technology. Any binding contract or

interagency agreement entered into between the Southwood Shared

Resource Center or an entity or agent of the center and any

other agency, entity, or person shall continue as a binding

contract or agreement on the Agency for State Technology

Section 5. Section 14.204, Florida Statutes, is repealed.

Section 6. Section 14.206, Florida Statutes, is created to
read:

14.206 Agency for State Technology.—The Agency for State

Technology is created within the Executive Office of the

Governor.
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Amendment No.
(1) The head of the agency is the Governor and Cabinet.

(2) The agency is a separate budget entity and is not

subject to control, supervision, or direction by the Executive

Office of the Governor, including, but not limited to,

purchasing, transactions involving real or personal property,

personnel, or budgetary matters.

(3) The agency shall have an executive director who is the

state's Chief Information Officer and who must:

(a) Have a degree in computer science, information

technology, information systems, or a related field from an

accredited postsecondary educational institution.

(b) Have at least 10 years of executive-level experience

in a combination of both the public and private sectors in the

development and implementation of information technology

strategic planning; management of enterprise information

technology projects, particularly management experience with

large-scale consolidation projects; and development and

implementation of fiscal and substantive information technology

policy.

(c) Be appointed by the Governor, subject to confirmation

by the Cabinet and the Senate, and serve at the pleasure of the

Governor and Cabinet.

(4) The Agency for State Technology shall:

(a) Beginning October 1, 2014, and biennially thereafter,

develop and administer a comprehensive long-range plan for the

state's information technology resources that ensures the proper

management of such resources and includes opportunities for
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Bill No. CS/SB 1762, 1lst Eng. (2013)
Amendment No.
coordinating with other public-sector entities. The plan shall

include, but not be limited to:

1. Identification of business functions and operations

that are common across agencies within and among major program

areas and recommendations for standardizing and consolidating

the information technology services that support these common

business functions and operations.

2. Identification of opportunities and strategies for

consolidating the purchase of information technology commodities

and contractual services that result in cost savings for the

state.

3. Recommendations of other information technology

services that should be designed, delivered, and managed as

enterprise information technology services as defined in s.

282.0041. For each information technology service recommended,

the plan must include the specific business and functional

requirements of the service, the projected costs and cost

savings, and a proposed schedule for statewide implementation.

(b) By September 1, 2014, and annually thereafter,

complete an analysis that collects, categorizes, and analyzes

information technology expenditure data for the previous fiscal

year for executive branch agencies. A report summarizing the

results of the analysis must be submitted to the legislative

appropriations committee chairs by September 15 of each year.

(c) Develop and maintain an inventory of major information

technology projects currently in progress within executive

branch agencies. For purposes of this inventory, "major

information technology project" means a project that exceeds $10
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million in total costs but does not include projects that

involve renewing existing software licensing agreements or

replacing computers with technology that is similar to the

technology currently in use. For each project, the inventory

must include, but is not limited to:

1. The total projected costs versus actual costs to date

reported by the following categories: hardware, software,

staffing, and contracted services.

2. The original project schedule, any changes made to the

schedule, and the reasons for each change.

3. The original scope of the project, any changes made to

the original scope, and any fiscal impact resulting from such

changes.

(d) Develop and implement information technology

architecture standards that allow for the efficient design,

planning, acquisition, implementation, and delivery of

information technology services and conduct periodic assessments

of agencies to determine their compliance with such standards.

(e) Develop and implement project management standards and

assist agencies in their use of such standards.

(f) Provide project management oversight on all executive

branch agencies' information technology projects with total

project costs of $10 million or more.

(g) Coordinate information technology resource acquisition

planning and assist the Division of Purchasing in the Department

of Management Services in using aggregate buying methodologies

whenever possible and with procurement negotiations for hardware
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Bill No. CS/SB 1762, 1lst Eng. (2013)
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and software products and services in order to reduce the cost

of such products and services.

(h) Recommend to the Division of Purchasing in the

Department of Management Services strategies and best practices

for the procurement of information technology products and

services in order to achieve cost savings for the state.

(i) With the exception of the Northwest Regional Data

Center, provide operational management and oversight of the

state data center established pursuant to s. 282.201, which

shall include:

1. Appointing a director for the state data center.

2. Approving cost-recovery mechanisms and cost structures

that recover all direct and indirect costs through charges to

customer entities.

3. Establishing appropriate operating policies necessary

for the state data center to perform its duties pursuant to s.

282.203. Such policies shall include a process for creating and

implementing appropriate advisory committees comprised of

customer entities for the purpose of reviewing and analyzing

specific issues or activities and providing recommendations to

the director of the state data center for addressing the issue

or activity.

4. Monitoring the operation of the state data center to

ensure compliance with all appropriate laws, rules, and

policies.

5. Recommending to the Legislature a schedule that

identifies for each agency data center and computing facility
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HOUSE AMENDMENT

Bill No. CS/SB 1762, 1lst Eng. (2013)
Amendment No.
not yet consolidated into the state data center the recommended

date and facility location for its consolidation.

(j) Develop and submit a strategic business plan to the

Governor and Cabinet for implementing a successor financial and

cash management system. The plan should include a recommendation

of:

1. The financial business functions that should be

standardized and proposed as enterprise financial business

functions.

2. An enterprise financial governance structure that

describes the process for making strategic financial business

decisions and the procedures necessary to implement the

enterprise financial business functions.

(k) Operate in a manner that ensures the participation and

representation of state agencies.

(5) The Agency for State Technology may adopt rules to

implement this section.

Section 7. Section 282.0041, Florida Statutes, is amended
to read:

282.0041 Definitions.—As used in this chapter, the term:

(1) "Agency" has the same meaning as provided in s.
216.011 (1) (gg), except that for purposes of this chapter,
"agency" does not include university boards of trustees or state

universities. For purposes of part I, the term "agency" does not

include the judicial branch, the Department of Legal Affairs,

the Department of Financial Services, the Department of

Agriculture and Consumer Services, state attorneys, public

defenders, criminal conflict and civil regional counsel, capital
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181 collateral regional counsel, the Florida Clerks of Court

182 Operations Corporation, or the Florida Housing Finance

183 Corporation.
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196 (2) 45 "Breach" has the same meaning as provided in s.
197 817.5681 (4) .
198 (3)46)r "Business continuity plan" means a plan for

199| disaster recovery which provides for the continued functioning
200 of a primary data center during and after a disaster.

201 (4)+4+ "Computing facility" means agency space containing
202 fewer than a total of 10 physical or logical servers, any of

203| which supports a strategic or nonstrategic information

204 technology service, as described in budget instructions

205| developed pursuant to s. 216.023, but excluding single, logical-
206| server installations that exclusively perform a utility function

207 such as file and print servers.
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(13)4268) "Service level" means the key performance

indicators (KPI) of an organization or service which must be
regularly performed, monitored, and achieved.

(14)423) "Service-level agreement" means a written
contract between a data center and a customer entity which
specifies the scope of services provided, service level, the
duration of the agreement, the responsible parties, and service
costs. A service-level agreement is not a rule pursuant to
chapter 120.

(15)+422)» "Standards" means required practices, controls,

components, or configurations established by an authority.

(16) "State data center" means a data center that is a

recipient entity for consolidation of agency data centers and

computing facilities and may have more than one facility

location.

(17)423» "SUNCOM Network" means the state enterprise
telecommunications system that provides all methods of
electronic or optical telecommunications beyond a single
building or contiguous building complex and used by entities
authorized as network users under this part.

(18)+424)» "Telecommunications" means the science and
technology of communication at a distance, including electronic
systems used in the transmission or reception of information.
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(19)426)> "Total cost" means all costs associated with

information technology projects or initiatives, including, but
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not limited to, wvalue of hardware, software, service,

maintenance, incremental personnel, and facilities. Total cost

of a loan or gift of information technology resources to an

agency includes the fair market value of the resources.
(20)42#+H- "Usage" means the billing amount charged by the

state primary data center, less any pass-through charges, to the

customer entity.
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Section Section 17.0315, Florida Statutes, is repealed.

8.
Section 9. Section 282.0055, Florida Statutes, is

repealed.

Section 10. Section 282.0056, Florida Statutes, 1is

repealed.
Section 11. Section 282.201, Florida Statutes, 1s amended
to read:

282.201 State data center system; creation; agency duties
and limitations.—A state data center system—thatincludes—alt®
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information technology service as defined in s. 282.0041+ 1is

established. For the 2013-2014 fiscal year, the state data

center shall be comprised of the Northwood Shared Resource

Center, the Southwood Shared Resource Center, and, for purposes

of its state agency customers, the Northwest Regional Data

Center.

(1) INTENT.—The Legislature finds that the most efficient

and effective means of providing quality utility data processing
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HOUSE AMENDMENT

Bill No. CS/SB 1762, 1lst Eng. (2013)
Amendment No.
318 services to state agencies requires that computing resources be

319 concentrated in quality facilities that provide the proper
320 security, infrastructure, and staff resources to ensure that the

321 state's data is maintained reliably and safely+ and is

322 recoverable in the event of a disaster. Effieieneciesresulting
323 froam ol A a3 Ao dbd Ay an T A s Ao A T 0 ey

I OTIT o AT CUUITT oo 1O T ITUIT [= S i S B W W ) w CTIT LTTTC I T T o CTXD [ % o e - L__Y (i
324 1l esroraes N N IR | et o SN I NP (A SN P A

- \4 J_u\j (= \_/J.J.J.J.V_Lu\j_L\_/u_L LJ T C 10 T TTTT AW I oo CWOT LT

R L S e
326| deeisienss——andthe ernhorcedabitity todepltoy—techaotogy
327

328| +he—econseolidatedorganizations Unless otherwise exempt by law,
329| it is the intent of the Legislature that all agency data centers

330 and computing facilities be consolidated into the state =
331| primery data center by 2019.
332 (2) AGENCY FOR STATE ENTERPRISEINFORMATION TECHNOLOGY

333 DUTIES.—The Agency for State EnterpriseTInformatiorn Technology
334 shall:

335 (=) P i N e I L J Y = O P =
\(_/L, |\ S ey (= (@R uaw [ ) | € Ny S N R WS @ R Ay § S S N A N NV S ) ) N @ N WS S N A T \_,g_)g_)(_/LJ__Y [ S N

336 doxzealari e o~ 2 o~ o PTE VN BNE — IE SW-C — +h Ao+ st~y aoxzat A
\J_CVC_LUtJ_Lll\j tJ\J_L_L\.z_LCQ J_C_Lul__Lll\j sy T g CTT™X CCCITC T Q_YQL_CJ.U.,

337 EIR A I I IR ittt o~~t T a9 A 4 ENEAE IR TN SN S £ £ ~2 714 4 o
_Lll\.z_LLzl\J._Lll\j, L AW ITToOCT [ S § Sy S WSl W 8 L_U, IT _LLLVCLLL_U_L_Y L T C I T T CTICTOo

339 ISE VT EDaE R R NP T SN CSE SN S T 2 28 S BN N DN~ N 2 =] CA SN AP S LNt NS S DN = - — = 2 Pt =Y
o C L OCTC CTCUOUITo [ S tJ.L_Llllu.L_Y g CTT™E CCoITC T IO WITITCOTT [ S NPl WL N VA g A\ AW e wyw) L_lJ._L\Ju\le.

340 oh vy~ A1t ot Avn A e "t + 2 o
\.zLJ.LAL.L\jCQ sy oo CUOUTIMTCT IO CITTC I CTICTOo

341 (a)4e)r By January September 30, 2014, and annually

342 thereafter ef—eaeh—ear, submit to the Legislature—the

343 Exeecutive—office—of+the Gu"vcruur, St
344 recommendations to improve the efficiency and cost-effectiveness

345 of computing services provided by the state data center system
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Bill No. CS/SB 1762, 1lst Eng. (2013)
Amendment No.
429 agency shall also participate as required in workgroups relating

430 to specific consolidation planning and implementation tasks as

431 assigned by the Agency for State Enterprise—Information

432 Technology and determined necessary to accomplish consolidation
433 goals.

434 (b) Each state—ageney customer entity of the state &

435| primary data center shall notify the data center, by May 31 and
436| November 30 of each year, of any significant changes in

437| anticipated utilization of data center services pursuant to

438 requirements established by the Agency for State Technology

439 beards—ef trusteesof ecoch primarvy dota—ecenter.
440 (4) SCHEDULE FOR CONSOLIDATIONS OF AGENCY DATA CENTERS.—
441 (a) Consolidations of agency data centers shall be made by

442 the date and to the specified state primary data center facility
443| as provided in this section and in accordance with budget

444 adjustments contained in the General Appropriations Act.

445 (b) By December 31, 2011, the following shall be

446 consolidated into the Northwest Regional Data Center:

447 1. The Department of Education's Knott Data Center in the
448 Turlington Building.

449 2. The Department of Education's Division of Vocational
450| Rehabilitation.

451 3. The Department of Education's Division of Blind

452 Services, except for the division's disaster recovery site in
453 Daytona Beach.

454 4. The FCAT Explorer.

455 (c) During the 2011-2012 fiscal year, the following shall

456 be consolidated into the Southwood Shared Resource Center:
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457 1. By September 30, 2011, the Department of Corrections.
458 2. By March 31, 2012, the Department of Transportation's
459| Burns Building.
460 3. By March 31, 2012, the Department of Transportation's
461 Survey & Mapping Office.
462 (d) By July 1, 2012, the Department of Highway Safety and

463| Motor Vehicles' Office of Motor Carrier Compliance shall be

464 consolidated into the Northwood Shared Resource Center.

465 (e) By September 30, 2012, the Department of Revenue's
466| Carlton Building and Imaging Center locations shall be

467 consolidated into the Northwest Regional Data Center.

468 (f) During the 2012-2013 fiscal year, the following shall
469| be consolidated into the Northwood Shared Resource Center:

470 1. By July 1, 2012, the Agency for Health Care

471| Administration.

472 2. By August 31, 2012, the Department of Highway Safety
473 and Motor Vehicles.

474 3. By December 31, 2012, the Department of Environmental
475 Protection's Palmetto Commons.

476 4. By December 31, 2012, the Department of Health's Test
477 and Development Lab and all remaining data center resources

478 located at the Capital Circle Office Complex.

479 (g) During the 2013-2014 fiscal year, the following shall
480| be consolidated into the Southwood Shared Resource Center:

S T4 ]
TG

481 | Dxz Taalsxz 1 2012 +h iniE]
T Dy ouTry Ty \SA= TIT T

[0)]

482 Commi oo ~An VAN SR —NE
OSSO0 —SXCePoT—=0=L

483| Researeh Iastituote inSE—Petershurg—

mm 2 a1 ANl
Moo T=OTT
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state attorneys, public defenders, criminal conflict and civil

regional counsel, capital collateral regional counsel, the
Florida Clerks of Court Operations Corporation, and the Florida
Housing Finance Corporation are exempt from data center
consolidation under this section.

(J)+4+r Any agency that is consolidating agency data
centers into the state a—primary data center must execute a new
or update an existing service-level agreement within 60 days
after the specified consolidation date, as required by s.
282.203, in order to specify the services and levels of service
it is to receive from the state p¥rimary data center as a result
of the consolidation. If an agency and state p¥imary data center
are unable to execute a service-level agreement by that date,
the agency and the state primary data center shall submit a
report to the Executive Office of the Governor and to the chairs
of the legislative appropriations committees within 5 working
days after that date which explains the specific issues
preventing execution and describing the plan and schedule for

resolving those issues.
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u —y >y

(k)4m> Each agency identified in this subsection for

consolidation into the state a—primary data center shall submit
a transition plan to the state aoppreopriate—primary data center
by July 1 of the fiscal year before the fiscal year in which the
scheduled consolidation will occur. Transition plans shall be
developed in consultation with the state aoppropriate—primary
data center eemters and the Agency for State Enterprise
Irnfermatien Technology+ and must include:

1. An inventory of the agency data center's resources
being consolidated, including all hardware and its associated
life cycle replacement schedule, software, staff, contracted
services, and facility resources performing data center
management and operations, security, backup and recovery,
disaster recovery, system administration, database
administration, system programming, job control, production
control, print, storage, technical support, help desk, and
managed services, but excluding application development, and the
agency's costs supporting these resources.

2. A list of contracts in effect, including, but not

limited to, contracts for hardware, software, and maintenance,

521089
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594| which identifies the expiration date, the contract parties, and

595 the cost of each contract.

596 3. A detailed description of the level of services needed
597 to meet the technical and operational requirements of the

598| platforms being consolidated.

599 4. A description of resources for computing services

600| proposed to remain in the department.

601 5. A timetable with significant milestones for the

602 completion of the consolidation.

603 (1)4e> The state Baeh—primary data center shall develop a
604 transition plan for absorbing the transfer of agency data center
605| resources based upon the timetables for transition as provided
606| 1in this subsection. The plan shall be submitted to the Agency
607| for State Brterprise—Information Technology, the Executive

608| Office of the Governor, and the chairs of the legislative

609 appropriations committees by September 1 of the fiscal year

610| Dbefore the fiscal year in which the scheduled consolidations
611 will occur. Each plan must include:

612 1. The projected cost to provide data center services for
613 each agency scheduled for consolidation.

614 2. A staffing plan that identifies the projected staffing
615 needs and requirements based on the estimated workload

616| identified in the agency transition plan.

617 3. The fiscal year adjustments to budget categories in
618 order to absorb the transfer of agency data center resources
619| pursuant to the legislative budget request instructions provided

620 in s. 216.023.
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4. An analysis of the cost effects resulting from the

planned consolidations on existing agency customers.

5. A description of any issues that must be resolved in
order to accomplish as efficiently and effectively as possible
all consolidations required during the fiscal year.

(m)«p> Each agency identified in this subsection for
consolidation into the state a—primary data center shall submit
with its respective legislative budget request the specific
recurring and nonrecurring budget adjustments of resources by
appropriation category into the appropriate data processing
category pursuant to the legislative budget request instructions
in s. 216.023.

(5) AGENCY LIMITATIONS.—

(a) Unless exempt from data center consolidation pursuant

to this section or authorized by the Legislature or as provided

in paragraphs (b) and (c), a state agency may not:

1. Create a new computing facility or data centers+ or
expand the capability to support additional computer equipment
in an existing agency computing facility or nemprimary data
center;

2. Spend funds before the agency's scheduled consolidation
into the state a—primary data center to purchase or modify
hardware or operations software that does not comply with

hardware and software standards established by the Agency for

State Enterprise—TInfermation Technology pursuant to paragraph

(2) (b)4e)> for the efficient consolidation of the agency data

centers or computing facilities;
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648 3. Transfer existing computer services to any data center

649 other than the state a—primary data center;

650 4. Terminate services with the state a—primary data center
651| or transfer services between state primary data center

652 facilities eenters without giving written notice of intent to
653 terminate or transfer services 180 days before such termination
654 or transfer; or

655 5. 1Initiate a new computer service except with the state =
656| Pprimary data center.

657 (b) Exceptions to the limitations in subparagraphs (a)l.,
658 2., 3., and 5. may be granted by the Agency for State Enterprise
659| Infermatien Technology if there is insufficient capacity in a
660| state primary data center facility to absorb the workload

661 associated with agency computing services, if expenditures are
662| compatible with the scheduled consolidation and the standards
063 established pursuant to paragraph (2) (b)+4e)}, or if the equipment

664 or resources are needed to meet a critical agency business need
665 that cannot be satisfied by frem—surpius—eguipment—or—resourees
666| of the state primary data center facility until the agency data
667 center is consolidated.

668 1. A request for an exception must be submitted in writing

)

669| to the Agency for State Erterprise—TInfeormatiern Technology. The

670 agency must accept, accept with conditions, or deny the request
671| within 60 days after receipt of the written request. The
672 agency's decision is not subject to chapter 120.

673 2. At a minimum, the Agency for State Technology may not

674 approve a request unless it includes documentation:

521089
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675 a. Deeumentatien Approved by the state primary data center

676 that eenter'sboard—-eftrustees—whiech confirms that the center
677 cannot meet the capacity requirements of the agency requesting
678 the exception within the current fiscal year.

679 b. Approved by the state data center that confirms the

680| proposed expenditures are compatible with the standards

B
h
ar

681 established pursuant to paragraph (2) (b) A—dese
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684| the exception that demonstrates dememstrating why it is critical

685| to the agency's mission that the expansion or transfer must be
686| completed within the fiscal year rather than when capacity or

687 resources are available is—estaklished at a state primary data

688 center facility.
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692 atleocation—plarn=

693 (c)4d) Upon the termination of or transfer of agency

694| computing services from the state primary data center, the state
695| primary data center shall require information sufficient to

696| determine compliance with this section. If the state a—primary
697| data center determines that an agency is in violation of this

698 section, it shall report the violation to the Agency for State

699| Enterprise—TInfeormation Technology.
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Section 12. Section 282.203, Florida Statutes, is amended

to read:
282.203 State Primary data center eenters.—
(1) STATE DATA CENTER DIRECTOR.—The state data center

director shall:

(a) Establish procedures for the state data center and its

facilities to ensure that budgeting and accounting procedures,

cost-recovery methodologies, and operational procedures are in

compliance with laws governing the state data center, rules

adopted by the Agency for State Technology, and applicable

federal regulations, including 2 C.F.R. part 225 and 45 C.F.R.

Such procedures must address:

1. Establishing a consolidated administrative support

structure that is responsible for the provision of financial

management, procurement, transactions involving real or personal

property, human resources, and operational support for the state

data center.

2. Requiring cost recovery for the full direct and

indirect cost of services and ensuring that no service is

subsidizing another service.

3. Advance invoicing customer entities no later than April

15 of each year an amount that equals each customer entity's

last quarter projected billings to ensure the state data center

has sufficient revenue to operate during the last quarter of the

fiscal year.

4. Projecting costs and revenues at the beginning of the

third quarter of each fiscal year through the end of the fiscal

year. If in any given fiscal year the state data center is
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731 projected to earn revenues that are less than the center's costs

732 for the fiscal year, the Agency for State Technology must submit

733 a plan for consideration by the Legislative Budget Commission

734 that:

735 a. Identifies the cause or causes for the revenue

736 shortfall.

737 b. Recommends options for addressing the shortfall,

738 including reducing the state data center's operating costs where

739| possible. If an option includes increasing a customer entity's

740| amount in the appropriate data processing appropriation

741| category, the plan must identify the fund source or sources that

742 the customer entity will use to pay for the increase.

743 5. Implementing a reconciliation process to ensure that

744| each customer entity is paying for the full cost of each service

745| as determined by its use and cost structure.

746 6. Providing rebates to customer entities when revenues

7477 exceed costs. Rebates may be credited against future billings.

748 7. Providing a plan for consideration by the Legislative

749| Budget Commission if a cost-recovery methodology is used after

750 the start of a fiscal year that increases the customer entity's

751 costs for that fiscal year.

752 8. Requiring a customer entity to document that sufficient

753 funds are in the appropriate data processing appropriation

754 category before implementing a customer entity's request for a

755 change in the type or level of service provided if such change

756 results in an increase to the customer entity's costs for that

757 fiscal year.
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(b) Provide each customer entity with full disclosure

concerning plans for new, additional, or reduced service

requirements, including expected achievable service levels and

performance metrics.

(c) Approve the catalog of services offered by the state

data center.

(d) By July 1 of each year, submit to the Agency for State

Technology a proposed cost-recovery methodology and cost

structure for all services offered in the service catalog.

(e) Provide to each customer entity's agency head by

September 1 of each year the projected costs to provide data

center services for the following fiscal year. Each agency head

shall use the projected costs for inclusion in his or her

respective legislative budget request for budget adjustments

necessary to fund the agency's data center services.

(f) Provide to the Agency for State Technology cost-

reduction proposals, including strategies and timetables for

lowering customer entities' costs without reducing the level of

service.

(2)4+%+> STATE DATA CENTER DUTIES.—The state Eachprimary

data center shall:

(QFSNEVT T3 oot A e nt 2 4+ o o o 1N mat o n
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T

(a)b)> Cooperate with customer entities to offer, develop,

and support the services and applications as defined within the

service level agreement executed pursuant to this section and
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Bill No. CS/SB 1762, 1lst Eng. (2013)
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(c)4e+ Maintain

the performance and the ongoing

sustainability of the
foeitityr—whieh dnetudes ensuring proper data backup,

backup recovery,

facilities of the state data center by

data

an effective disaster recovery plan, adequate

conditioned floor space, and appropriate security, power,

cooling and fire suppression, and capacity and replacing aging

equipment when necessary.

(d) > Develop a business continuity plan and conduct a

live exercise of the plan at least annually.

Agency for State Erterprise

The plan must be

approved by the beard—and—the

£+en Technology.
(e)++)> Enter into a service-level agreement with each

customer entity to provide services as defined and approved by

the Agency for State Technology keard. A service-level agreement

may not have a term exceeding 3 years but may include an option

nt+ n

AN 21 sy a
ChHrc—Or—approvar oY <
n

o
T LA L@ g .

to renew for up to 3 years eentin

=i
1. A service-level agreement,

521089
Approved For Filing:

4/10/2013 5:59:38 PM
Page 31 of 58



840
841
842
843
844
845
846
847
848
849
850
851
852
853
854
855
856
857
858
859
860
861
862
863
864
865
866
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Bill No. CS/SB 1762, 1lst Eng. (2013)

Amendment No.
a. Identify the parties and their roles,

duties, and

responsibilities under the agreement.

State the duration of the contractual term and

Q;eT
specify the conditions for contract renewal.
c.eé~ Prohibit the transfer of computing services between

state primary data center facilities or the termination of

computing services provided by a state data center facility

without at least 180 days' notice of service cancellation.

d.e+~ Identify the scope of work.
e.¥+ Identify the products or services to be delivered
with sufficient specificity to permit an external financial or
performance audit.

f.g+ Establish the services to be provided, the business
standards that must be met for each service, the cost of each
service, and the process by which the business standards for

each service are to be objectively measured and reported.

B

n
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i

Provide a timely billing methodology for recovering
the cost of services

215.422.

provided to the customer entity pursuant to

S. If a customer entity fails to pay an invoice within

60 days after receipt, the state data center may cease services

to the customer entity.

h.3+ Provide a procedure for modifying the service-level

agreement to address changes in projected costs of service.
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HOUSE AMENDMENT

Bill No. CS/SB 1762, 1lst Eng. (2013)
Amendment No.
1.%+ Provide that a service-level agreement may be

terminated by either party for cause only after giving the other

B

party and the Agency for State EnterpriseInformatioen Technology
notice in writing of the cause for termination and an
opportunity for the other party to resolve the identified cause
within a reasonable period.

j.++ Provide for mediation of disputes by the Division of
Administrative Hearings pursuant to s. 120.573.

2. A service-level agreement may include:

a. A dispute resolution mechanism, including alternatives
to administrative or judicial proceedings;

b. The setting of a surety or performance bond for
service-level agreements entered into with the state ageney
primary data center eenters established by law; or

c. Additional terms and conditions as determined advisable
by the parties if such additional terms and conditions do not
conflict with the requirements of this section or rules adopted
by the Agency for State Erterprise—TInformatien Technology.

3. The failure to execute a service-level agreement within
60 days after service commencement shall, in the case of an
existing customer entity, result in a continuation of the terms
of the service-level agreement from the prior fiscal year,
including any amendments that were formally proposed to the
customer entity by the state primary data center within the 3
months before service commencement, and a revised cost-of-
service estimate. If a new customer entity fails to execute an
agreement within 60 days after service commencement, the state

data center may cease services.
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Bill No. CS/SB 1762, 1lst Eng. (2013)

Amendment No.
(£) In collaboration with the Department of Law

Enforcement, develop and implement a process for detecting,

reporting, and responding to suspected or confirmed information

technology security incidents.

A~ +albhlaalh a1
SSTST DTS PTE=o

o
o Tt

()

(g)4+> Be the custodian of resources and equipment that

are located, operated, supported, and managed by the state data

center for the purposes of chapter 273.
(h)4m)> Assume administrative access rights to the

resources and equipment, such as servers, network components,
and other devices, that are consolidated into the state primary
data center facility.

1. Upon the date of each consolidation specified in s.
282.201, the General Appropriations Act, or the Laws of Florida,
each agency shall relinquish all administrative access rights to

such resources and equipment. Agencies required to comply with

federal and state criminal justice information security rules

and policies shall retain administrative access rights

sufficient to comply with the management control provisions of
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1138
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1140
1141
1142
1143

HOUSE AMENDMENT

Bill No. CS/SB 1762, 1lst Eng. (2013)
Amendment No.
Section 13. Section 282.204, Florida Statutes, is

repealed.

Section 14. Section 282.205, Florida Statutes, is

repealed.

Section 15. Section 282.318, Florida Statutes, is amended
to read:

282.318 Enterprise security of data and information
technology.—

(1) This section may be cited as the "Enterprise Security
of Data and Information Technology Act."

(2) Information technology security is established as an
enterprise information technology service as defined in s.
282.0041.

(3) The Agency for State Enterprise—Information Technology
is responsible for establishing rules and publishing guidelines
for ensuring an appropriate level of security for all data and
information technology resources for executive branch agencies.
The agency shall also perform—thefollowingduties—and
respensibilities:

(a) Develop, and annually update by February 1, an
enterprise information security strategic plan that includes
security goals and objectives for the strategic issues of
information security policy, risk management, #£rainings incident
management, and survivability planning.

(b) Develop enterprise security rules and published
guidelines for:

1. Comprehensive risk analyses and information security

audits conducted by state agencies.
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Amendment No.
2. Responding to suspected or confirmed information

security incidents, including suspected or confirmed breaches of

confidential persenadt information or exempt data.

3. Agency security plans, including strategic security
plans and security program plans.

4. The recovery of information technology and data
following a disaster.

5. The managerial, operational, and technical safeguards
for protecting state government data and information technology

resources.

(c) Assist agencies in complying with the—preovisiens—of
this section.
i . nd g ] -
> . g g . .
maRagers—
(d)+£ Annually review the strategic and operational

information security plans of executive branch agencies.

4 S o oa ot + Doy o fr T+ Yy oo TITrnfArma+ n
1 oo o C T ﬂ\jcll\.z_y [ S J._ALLL_CJ_tJ_L_LQC S S R R S N Jp S ) ) @ A U S N A
T i ] PR S N S
Teehneology i ——ecarrying—ovt—iEts—respensibititiessy FEach agency

head shall, at a minimum:

(a) Designate an information security manager to
administer the security program of the agency for its data and
information technology resources. This designation must be

provided annually in writing to the Agency for State Enterprise

Irfermatieon Technology by January 1.

(b) Submit to the Agency for State Enterprise Information

Technology annually by July 31+ the agency's strategic and
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HOUSE AMENDMENT

Bill No. CS/SB 1762, 1lst Eng. (2013)
Amendment No.
operational information security plans developed pursuant to the

rules and guidelines established by the Agency for State
Enterprise—TInformation Technology.
1. The agency strategic information security plan must

cover a 3-year period and, at a minimum, define security goals,

intermediate objectives, and projected agency costs for the
strategic issues of agency information security policy, risk
management, security training, security incident response, and
survivability. The plan must be based on the enterprise
strategic information security plan created by the Agency for
State Enterprise—Itnfermatien Technology. Additienal—issues—may
be—neluded-

2. The agency operational information security plan must
include a progress report for the prior operational information
security plan and a project plan that includes activities,
timelines, and deliverables for security objectives that,
subject to current resources, the agency will implement during

the current fiscal year. The—eostof implementingthe portions

£ +1h nlan ha ~hh A~ A Faamn A~ Loy N o RN L W=k —
Ot pTrait wirrCir Coiiot o onOCO o Cor e £t oo urct s 1asS©
b Aant a1 £~ 24 +1 nlan
ESAS TSRS AS T FASEnE R S NS SN e S N T

(c) Conduct, and update every 3 years, a comprehensive
risk analysis to determine the security threats to the data,
information, and information technology resources of the agency.

The risk analysis information is confidential and exempt from

the—provisieons—of s. 119.07(1l), except that such information
shall be available to the Auditor General, and the Agency for

State Enterprise—TInfermation Technology, and the Department of

Law Enforcement for performing postauditing duties.
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(d) Develop, and periodically update, written internal

policies and procedures, which must include procedures for

notifying all suspected or confirmed information security

incidents to the Cybercrime Office in the Department of Law

Enforcement within 24 hours after discovery £heAgeney—for

b
ot

ident;—oeeuwrs. Such
policies and procedures must be consistent with the rules and
guidelines established by the Agency for State Ernterprise
Frafeormatien Technology to ensure the security of the data,
information, and information technology resources of the agency.
The internal policies and procedures that, if disclosed, could
facilitate the unauthorized modification, disclosure, or
destruction of data or information technology resources are
confidential information and exempt from s. 119.07(1), except

that such information shall be available to the Auditor General,

aae the Agency for State ErterpriseInfermatiern Technology, and

s - =

the Department of Law Enforcement for performing postauditing

duties.

(e) Implement appropriate cost-effective safequards to
address identified risks to the data, information, and
information technology resources of the agency.

(f) Ensure that periodic internal audits and evaluations
of the agency's security program for the data, information, and
information technology resources of the agency are conducted.
The results of such audits and evaluations are confidential
information and exempt from s. 119.07 (1), except that such

information shall be available to the Auditor General, and the
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Agency for State Enterprise—Infermatien Technology, and the

)

Department of Law Enforcement for performing postauditing

duties.

(g) Include appropriate security requirements in the
written specifications for the solicitation of information
technology and information technology resources and services
thaty—whieh are consistent with the rules and guidelines
established by the Agency for State BErterprise Information
Technology.

(h) Require that all agency employees complete the

security awareness training offered by the Cybercrime Office in

the Department of Law Enforcement. Previde—seeurity awareness

At A~AA Iy A S~ Nty + o ra1 ol o
L/L\A.Ub/k.,\_,u LJ_Y T u\j\_,ll\_/_y (i [ A NSLW B © I W uey CITT OO T [H S S I pNr )
(1) Develop a process for detecting, reporting, and

responding to suspected or confirmed security threats or

incidents, including suspected or confirmed breaches, consistent

with the security rules and guidelines established by the Agency

for State BEnterpriseTFnformation Technology.

1. Suspected or confirmed information security threats,
incidents, and breaches must be immediatedly reported to the

Cybercrime Office in the Department of Law Enforcement within 24

hours after discovery Agenrey—forEnterpriseInformation

Fechnrology.
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2. For incidents involving breaches, agencies shall

provide notice in accordance with s. 817.5681 and to the

Cybercrime Office in the Department of Law Enforcement Ageney

for—EnterpriseInformationTFechnology in accordance with this
subsection.
(5) ©Each state agency shall include appropriate security

requirements in the specifications for the solicitation of
contracts for procuring information technology or information

technology resources or services that whieh are consistent with

the rules and guidelines established by the Agency for State

ErterpriseTnformation Technology.
(6) The Agency for State EnterpriseTInformation

Technology, in consultation with the Cybercrime Office in the

Department of Law Enforcement, may adopt rules relating to

information security and to administer £he—preovisiens—ef this
section.

(7) For purposes of this section, the term "agency" has

the same meaning as provided in s. 216.011 (1) (gqg), except that

the term "agency" does not include the judicial branch, state

attorneys, public defenders, criminal conflict and civil

regional counsel, capital collateral regional counsel, the

Florida Clerks of Court Operations Corporation, or the Florida

Housing Finance Corporation.

Section 16. Section 282.33, Florida Statutes, is repealed.

Section 17. Effective upon this act becoming a law,

section 282.34, Florida Statutes, is repealed.

Section 18. Section 943.0415, Florida Statutes, 1is amended

to read:
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943.0415 Cybercrime Office.—

(1) There is created within the Department of Law
Enforcement the Cybercrime Office.
(2) The office may:

(a) Investigate violations of state law pertaining to the
sexual exploitation of children which are facilitated by or
connected to the use of any device capable of storing electronic
data.

(b) Monitor information technology resources and collect

and analyze potential threats regarding potential cybersecurity

incidents, including cyber attacks and breaches of personal

information containing confidential or exempt data.

(c) Investigate violations of state law pertaining to

suspected or confirmed cybersecurity incidents and assist in

incident response and recovery.

(d) Provide security awareness training and information to

state agency employees concerning cybersecurity, online sexual

exploitation of children, and security risks and the

responsibility of employees to comply with policies, standards,

guidelines, and operating procedures adopted by the Agency for

State Technology.

(e) Consult with the Agency for State Technology in the

adoption of rules relating to the information security

provisions of s. 282.318.

Section 19. Paragraph (e) of subsection (2) of section
110.205, Florida Statutes, is amended to read:

110.205 Career service; exemptions.—
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(2) EXEMPT POSITIONS.—The exempt positions that are not

covered by this part include the following:
(e) The Chief Information Officer in the Agency for State

Enterprise—TInformation Technology. Unless otherwise fixed by

law, the Agency for State EnterpriseInformation Technology

)

shall set the salary and benefits of this position in accordance
with the rules of the Senior Management Service.

Section 20. Subsections (2) and (9) of section 215.322,
Florida Statutes, are amended to read:

215.322 Acceptance of credit cards, charge cards, debit
cards, or electronic funds transfers by state agencies, units of
local government, and the judicial branch.—

(2) A state agency as defined in s. 216.011, or the
judicial branch, may accept credit cards, charge cards, debit
cards, or electronic funds transfers in payment for goods and
services with the prior approval of the Chief Financial Officer.
If the Internet or other related electronic methods are to be

used as the collection medium, the Agency for State Ernterprise

Informatieon Technology shall review and recommend to the Chief
Financial Officer whether to approve the request with regard to
the process or procedure to be used.

(9) For payment programs in which credit cards, charge
cards, or debit cards are accepted by state agencies, the
judicial branch, or units of local government, the Chief
Financial Officer, in consultation with the Agency for State

ErterpriseTInformation Technology, may adopt rules to establish

uniform security safeguards for cardholder data and to ensure
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compliance with the Payment Card Industry Data Security

Standards.

Section 21. Subsection (22) of section 287.057, Florida
Statutes, is amended to read:

287.057 Procurement of commodities or contractual
services.—

(22) The department, in consultation with the Agency for
State Braterprise—Information Technology and the Comptroller,
shall develop a program for online procurement of commodities
and contractual services. To enable the state to promote open
competition and to leverage its buying power, agencies shall
participate in the online procurement program, and eligible
users may participate in the program. Only vendors prequalified
as meeting mandatory requirements and qualifications criteria
may participate in online procurement.

(a) The department, in consultation with the agency, may
contract for equipment and services necessary to develop and
implement online procurement.

(b) The department, in consultation with the agency, shall
adopt rules, pursuant to ss. 120.536(1) and 120.54, to
administer the program for online procurement. The rules shall
include, but not be limited to:

1. Determining the requirements and qualification criteria

for prequalifying vendors.

2. Establishing the procedures for conducting online
procurement.
3. Establishing the criteria for eligible commodities and

contractual services.
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1365 4. Establishing the procedures for providing access to
1366 online procurement.
1367 5. Determining the criteria warranting any exceptions to

1368| participation in the online procurement program.

1369 (c) The department may impose and shall collect all fees
1370 for the use of the online procurement systems.

1371 1. The fees may be imposed on an individual transaction
1372| Dbasis or as a fixed percentage of the cost savings generated. At
1373 a minimum, the fees must be set in an amount sufficient to cover
1374 the projected costs of the services, including administrative
1375| and project service costs in accordance with the policies of the
1376| department.

1377 2. If the department contracts with a provider for online
1378| procurement, the department, pursuant to appropriation, shall
1379| compensate the provider from the fees after the department has
1380 satisfied all ongoing costs. The provider shall report

1381 transaction data to the department each month so that the

1382 department may determine the amount due and payable to the

1383 department from each wvendor.

1384 3. All fees that are due and payable to the state on a
1385 transactional basis or as a fixed percentage of the cost savings
1386| generated are subject to s. 215.31 and must be remitted within
1387 40 days after receipt of payment for which the fees are due. For
1388 fees that are not remitted within 40 days, the vendor shall pay
1389| interest at the rate established under s. 55.03(1) on the unpaid
1390| balance from the expiration of the 40-day period until the fees
1391 are remitted.
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1392 4. All fees and surcharges collected under this paragraph

1393 shall be deposited in the Operating Trust Fund as provided by
1394 law.

1395 Section 22. Subsection (4) of section 445.011, Florida
1396 Statutes, is amended to read:

1397 445.011 Workforce information systems.—

1398 (4) Workforce Florida, Inc., shall coordinate development
1399| and implementation of workforce information systems with the
1400| executive director of the Agency for State Enterprise

1401| ZInfermatieorn Technology to ensure compatibility with the state's
1402 information system strategy and enterprise architecture.

1403 Section 23. Subsections (2) and (4) of section 445.045,
1404 Florida Statutes, are amended to read:

1405 445.045 Development of an Internet-based system for

1406| information technology industry promotion and workforce

1407 recrulitment.—

1408 (2) Workforce Florida, Inc., shall coordinate with the
1409| Agency for State EBrterprise—Infeormation Technology and the

1410 Department of Economic Opportunity to ensure links, where

1411 feasible and appropriate, to existing job information websites
1412| maintained by the state and state agencies and to ensure that
1413 information technology positions offered by the state and state
1414 agencies are posted on the information technology website.

1415 (4) (a) Workforce Florida, Inc., shall coordinate

1416| development and maintenance of the website under this section

1417 with the executive director of the Agency for State Enterprise

1418 Informatieon Technology to ensure compatibility with the state's

1419 information system strategy and enterprise architecture.
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(b) Workforce Florida, Inc., may enter into an agreement

)

with the Agency for State EnterpriseInfeormation Technology, the
Department of Economic Opportunity, or any other public agency
with the requisite information technology expertise for the
provision of design, operating, or other technological services
necessary to develop and maintain the website.

(c) Workforce Florida, Inc., may procure services

necessary to implement £heprovisiens—ef this sectiony if it
employs competitive processes, including requests for proposals,
competitive negotiation, and other competitive processes, to
ensure that the procurement results in the most cost-effective
investment of state funds.

Section 24. Paragraph (b) of subsection (18) of section
668.50, Florida Statutes, is amended to read:

668.50 Uniform Electronic Transaction Act.—

(18) ACCEPTANCE AND DISTRIBUTION OF ELECTRONIC RECORDS BY
GOVERNMENTAL AGENCIES.—

(b) To the extent that a governmental agency uses

electronic records and electronic signatures under paragraph

(a), the Agency for State Ernterprise—Infermation Technology, in
consultation with the governmental agency, giving due
consideration to security, may specify:

1. The manner and format in which the electronic records
must be created, generated, sent, communicated, received, and
stored and the systems established for those purposes.

2. If electronic records must be signed by electronic
means, the type of electronic signature required, the manner and

format in which the electronic signature must be affixed to the
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electronic record, and the identity of, or criteria that must be

met by, any third party used by a person filing a document to
facilitate the process.

3. Control processes and procedures as appropriate to
ensure adequate preservation, disposition, integrity, security,
confidentiality, and auditability of electronic records.

4. Any other required attributes for electronic records
which are specified for corresponding nonelectronic records or
reasonably necessary under the circumstances.

Section 25. Subsections (1), (2), and (3) of section
1004.649, Florida Statutes, are amended to read:

1004.649 Northwest Regional Data Center.—

(1) For the purpose of serving its state agency customers

for the 2013-2014 fiscal year, the Northwest Regional Data

Center at Florida State University is designated as a state

primary data center facility and shall:

(a) Operate under a governance structure that represents
its customers proportionally.

(b) Maintain an appropriate cost-allocation methodology
that accurately bills state agency customers based solely on the
actual direct and indirect costs of the services provided to
state agency customers, and prohibits the subsidization of
nonstate agency customers' costs by state agency customers.

(c) Enter into a service-level agreement with each state
agency customer to provide services as defined and approved by
the governing board of the center. At a minimum, such service-

level agreements must:
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1. Identify the parties and their roles, duties, and

responsibilities under the agreement;

2. State the duration of the agreement term and specify
the conditions for renewal;

3. Identify the scope of work;

4. Establish the services to be provided, the business
standards that must be met for each service, the cost of each
service, and the process by which the business standards for
each service are to be objectively measured and reported;

5. Provide a timely billing methodology for recovering the
cost of services provided; and

6. Provide a procedure for modifying the service-level
agreement to address any changes in projected costs of service.

(d) Provide to the Board of Governors the total annual
budget by major expenditure category, including, but not limited
to, salaries, expenses, operating capital outlay, contracted
services, or other personnel services by July 30 each fiscal
year.

(e) Provide to each state agency customer its projected
annual cost for providing the agreed-upon data center services
by September 1 each fiscal year.

(f) Provide a plan for consideration by the Legislative
Budget Commission if the governing body of the center approves
the use of a billing rate schedule after the start of the fiscal
year that increases any state agency customer's costs for that

fiscal year.
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(2) The Northwest Regional Data Center's designation as a

state primary data center facility for purposes of serving its
state agency customers may be terminated if:

(a) The center requests such termination to the Board of
Governors, the Senate President, and the Speaker of the House of

Representatives; or

(b) The center fails to comply with the provisions of this
section.
(3) If such designation is terminated, the center shall

have 1 year to provide for the transition of its state agency

customers to the state data Seuthwood—Shaored Resouvree Center——oF

the Nerthwood——Shared—Resouree center.

Section 26. Except as otherwise expressly provided in this
act and except for this section, which shall take effect upon
this act becoming a law, this act shall take effect July 1,
2013.

TITLE AMENDMENT

Remove everything before the enacting clause and insert:
A bill to be entitled

An act relating to information technology governance;
transferring the Agency for Enterprise Information
Technology, the Northwood Shared Resource Center, and
the Southwood Shared Resource Center to the Agency for
State Technology; nullifying rules and proceedings of
the Agency for Enterprise Information Technology;

repealing s. 14.204, F.S., relating to the Agency for
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Enterprise Information Technology; creating s. 14.206,
F.S.; creating the Agency for State Technology;
providing that the agency executive director is the
state's Chief Information Officer; providing duties
and responsibilities of the agency; authorizing the
agency to adopt rules; amending s. 282.0041, F.S.;
defining the term "state data center"; revising
definitions relating to communications and data
processing; repealing ss. 17.0315, 282.0055, and
282.0056, F.S., relating to a financial and cash
management system task force, responsibilities of the
Agency for Enterprise Information Technology, and work
plans, respectively; amending s. 282.201, F.S.;
establishing a state data center; providing duties of
the Agency for State Technology; revising duties of
state agencies relating to consolidation of data
centers; providing exceptions; revising duties of the
data centers; revising restrictions on state agencies;
amending s. 282.203, F.S.; providing duties of the
state data center and its director; authorizing the
state data center to cease services to a customer
entity under certain circumstances; deleting
provisions relating to primary data centers and boards
of trustees; repealing ss. 282.204 and 282.205, F.S.,
relating to the Northwood Shared Resource Center and
the Southwood Shared Resource Center, respectively;
amending s. 282.318, F.S.; revising provisions of the

Enterprise Security of Data and Information Technology
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Act; providing responsibilities of the agency;
revising and providing duties and responsibilities of
state agencies; requiring certain employee training;
authorizing the agency to adopt rules; defining the
term "agency" for purposes of such act; repealing ss.
282.33 and 282.34, F.S., relating to energy efficiency
standards and statewide e-mail service, respectively;
amending s. 943.0415, F.S.; authorizing the Cybercrime
Office of the Department of Law Enforcement to perform
certain functions relating to information security;
amending ss. 110.205, 215.322, 287.057, 445.011,
445.045, 668.50, and 1004.649, F.S.; conforming
provisions to changes made by the act; providing

effective dates.
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