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Florida Senate - 2014 COMMITTEE AMENDMENT
Bill No. SPB 7024
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LEGISLATIVE ACTION
Senate . House
Comm: FAV
02/05/2014

The Committee on Governmental Oversight and Accountability

(Ring) recommended the following:
Senate Amendment (with title amendment)
Delete lines 948 - 1125

and insert:

generally accepted best practices for information technology

security, and adopting rules that safeguard an agency’s data,

information, and information technology resources to ensure its

availability, confidentiality, and integrity ruwles—and
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exeewtive—branchageneies. The agency shall also perfeorm—the

follewingduties—and—respensibitities:
(a) By June 30, 2015, developy and annually update a

prise information technology

]

statewide by Februvaryv—I;—an—ent

security strategic plan that includes security goals and

objectives for the strategic issues of information technology

security policy, risk management, training, incident management,

and disaster recovery survivability planning.
(b) Develop and publish an information security framework

for use by state agencies which, at a minimum, includes

guidelines and processes erterprise seeurity rutes and publtished
guidetines for:

1. Developing and using a risk assessment methodology that

will apply to state agencies to identify the priorities,

constraints, risk tolerance, and assumptions.

2.3+ Completing comprehensive risk assessments amatyses and

information technology security audits. Such assessments and

audits shall be conducted by state agencies and reviewed by the

Agency for State Technology eendueted by state ageneies.

3. Identifying protection procedures to manage the

protection of a state agency’s information, data, and

information technology resources.

4. Detecting threats through proactive monitoring of

events, continuous security monitoring, and specified detection

processes.
5.2+ Responding to suspected—or—econfirmed information
technology security incidents, including suspeected—or—confirmed

breaches of personal information containing confidential or

exempt data.
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6.3+ Developing state agency strategic and operational

information technology security plans required under this

section—inetuding strategiec seecurity plonsand sSseeurity program
pans.

7.4= Recovering The—reeevery—of information technology and

data in response to an information technology security incident

£
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£e¥r. The recovery may include recommended

improvements to the processes, policies, or guidelines.

8.5+ Establishing #he managerial, operational, and

technical safeguards for protecting state government data and

information technology resources which align with state agency

risk management strategies for protecting the confidentiality,

integrity, and availability of information technology and data.

9. Establishing procedures for accessing information

technology resources and data in order to limit authorized

users, processes, or devices to authorized activities and

transactions to ensure the confidentiality, integrity, and

availability of such information and data.

10. Establishing asset management procedures to ensure that

information technology resources are identified and consistently

managed with their relative importance to business objectives.

(c) Assist state agencies in complying with £he—previsiens
ef this section.
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Department of Law Enforcement, provide training for state agency

information security managers.

(e)+£r Annually review the strategic and operational
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information technology security plans of state exeewtivebranech

agencies.
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agency head shall, at a minimum:

(a) Designate an information security manager who, for the

purposes of his or her information technology security duties,

shall report to the agency head and shall e administer the

information technology security program of the agency fer—its
deta—and—information technologyreseourees. This designation must

be provided annually in writing to the Agency for State

Ernterprise—TInaformation Technology by January 1.
(b) Submit annually to the Agency for State Enterprise
Infeormatieon Technology ammgatty by July 31, the state agency’s

strategic and operational information technology security plans

developed pursuant to the rules and guidelines established by

the Agency for State EnterpriseTInfeormatien Technology.

1. The state agency strategic information technology

security plan must cover a 3-year period and, at a minimum,

define security goals, intermediate objectives, and projected
agency costs for the strategic issues of agency information
security policy, risk management, security training, security
incident response, and disaster recovery sgrvivabitity. The plan
must be based on the statewide enterprisestrategie information
security strategic plan created by the Agency for State

Enterprise—TInfeormation Technology and include performance

metrics that can be objectively measured in order to gauge the

state agency’s progress in meeting the security goals and

objectives identified in the strategic information technology
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98 security plan. Additienasl—issuesmay beinctuded-

99 2. The state agency operational information technology

100 security plan must include a progress report that objectively

101 |measures progress made toward fe¥ the prior operational

102 information technology security plan and a project plan that

103 includes activities, timelines, and deliverables for security

104 objectives that+——subjeet—toeurrent—reseureesy the state agency

105 |will implement during the current fiscal year. FThe—eeost—of

106
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107 from—currentresegrees—mus re—pto
108 (c) Conduct, and update every 3 years, a comprehensive risk
109 assessment anatysis to determine the security threats to the

110 data, information, and information technology resources of the

111 state agency. The risk assessment must comply with the risk

112 assessment methodology developed by the Agency for State
113 |Technology. The risk assessment aralysis—infermation 1s

114 confidential and exempt from £he—proevisiens—of s. 119.07(1),

115 |except that such information shall be available to the Auditor

116 General, and the Agency for State Enterprise—Information
117 Technology, and the Cybercrime Office in the Department of Law

118 Enforcement ferperforming postawditingduties.
119 (d) Develop, and periodically update, written internal

120 |policies and proceduresy—whiehinelude precedures for reporting

121 information technology security incidents and breaches to the

122 Cybercrime Office in the Department of Law Enforcement and

123 |metifying the Agency for State Erterprise Information

124 Technology, and for those agencies under the jurisdiction of the

125 Governor, to the Chief Inspector General whep—a——suspected—or
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Such policies and procedures must be consistent with the rules,

aad guidelines, and processes established by the Agency for
State Enterprise Information Technology to ensure the security

of the data, information, and information technology resources

of the state agency. The internal policies and procedures that,

if disclosed, could facilitate the unauthorized modification,
disclosure, or destruction of data or information technology
resources are confidential information and exempt from s.
119.07 (1), except that such information shall be available to
the Auditor General, the Cybercrime Office in the Department of

Law Enforcement, and the Agency for State EnterpriseInformation

Technology, and for those agencies under the jurisdiction of the

)

Governor, to the Chief Inspector General fer—performt

+

S )

(e) Implement the managerial, operational, and technical

££
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eetive safeguards established by the Agency

for State Technology to address identified risks to the data,

information, and information technology resources of the agency.
(f) Ensure that periodic internal audits and evaluations of

the agency’s information technology security program for the

data, information, and information technology resources of the
agency are conducted. The results of such audits and evaluations
are confidential imfermatien and exempt from s. 119.07(1),
except that such information shall be available to the Auditor

General, the Cybercrime Office in the Department of Law

Enforcement, and the Agency for State EnterpriseInformation

Technology fer—performing postauvditingduties.

(g) Include appropriate information technology security

requirements in the written specifications for the solicitation
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of information technology and information technology resources

and services, which are consistent with the rules and guidelines

established by the Agency for State Ernterprise Information

Technology in collaboration with the department.

(h) Require that state agency employees complete the

security awareness training offered by the Agency for State

Technology in collaboration with the Cybercrime Office in the

Department of Law Enforcement. Coordinate with state agencies to

provide agency-specific security training aligned with the

agency operational information technology security plan. Prewvide
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(1) Develop processes a—proeess for detecting, reporting,

and responding to information technology suspeeted—eor—confirmed

security threats or breaches or information technology security

incidents which are;—irnetudingsuspected—or—econfirmedbreaches

consistent with the security rules,

ana guidelines, and
processes established by the Agency for State Erterprise

Frafermation Technology.

1. All Suspeetedeor—eonfirmed information technology

security incidents and breaches must be immediatedsy reported to

the Cybercrime Office in the Department of Law Enforcement and

the Agency for State Baterprise—Infeormatien Technology.
2. For information technology security imeidents—invelving

breaches,

agencies shall provide notice in accordance with s.
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