O W 0 < o O b w N

[EY

Florida Senate - 2014 COMMITTEE AMENDMENT
Bill No. PCS (290876) for SB 928

LINTRIERY >

LEGISLATIVE ACTION
Senate . House
Comm: RCS
03/13/2014

The Committee on Appropriations (Ring) recommended the

following:
Senate Amendment (with title amendment)

Delete lines 987 - 1189
and insert:
Section 11. Section 282.318, Florida Statutes, is amended

to read:

282.318 Enterprise Security of data and information

technology.—
(1) This section may be cited as the “Ernterprise—Seecurity

of—Pbata—and Information Technology Security Act.”
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(2) As used in this section, the term “state agency” has

the same meaning as provided in s. 282.0041, except that the

term includes the Department of Legal Affairs, the Department of

Agriculture and Consumer Services, and the Department of

Financial Services.
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(3) The Agency for State Brterprise Infeormatien Technology

is responsible for establishing standards and processes

consistent with generally accepted best practices for

information technology security and adopting rules that

safeguard an agency’s data, information, and information

technology resources to ensure availability, confidentiality,
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(a) Develop, and annually update by February 1, a statewide
aa—enterprise information technology security strategic plan

that includes security goals and objectives for the strategic

issues of information technology security policy, risk

management, training, incident management, and disaster recovery

bility planning.

(b) Develop and publish for use by state agencies an

information technology security framework that, at a minimum,

includes enterprise—seeurity rultes—andpublished guidelines and

processes for:

1. Establishing asset management procedures to ensure that
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an agency’s information technology resources are identified and

managed consistent with their relative importance to the

agency’s business objectives.

2. Using a standard risk assessment methodology that

includes the identification of an agency’s priorities,

constraints, risk tolerances, and assumptions necessary to

support operational risk decisions.

3.3+ Completing comprehensive risk assessments amatyses and

information technology security audits and submitting completed

assessments and audits to the Agency for State Technology
cordreted—bySstate ogenecies.

4. TIdentifying protection procedures to manage the

protection of an agency’s information, data, and information

technology resources.

5. Establishing procedures for accessing information and

data to ensure the confidentiality, integrity, and availability

of such information and data.

6. Detecting threats through proactive monitoring of

events, continuous security monitoring, and defined detection

processes.
1.2= Responding to information technology suspeected—or
eeonfirmed—Informatien security incidents, including suspeckted—or

eonfirmed breaches of personal information containing

confidential or exempt data.

8. Recovering information and data in response to an

information technology security incident. The recovery may

include recommended improvements to the agency processes,

policies, or guidelines.

9.3~ Developing agency strategic and operational
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information technology security plans required pursuant to this
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10.5+ Establishing the managerial, operational, and

technical safeguards for protecting state government data and

information technology resources that align with the state

agency risk management strategy and that protect the

confidentiality, integrity, and availability of information and

data.

(c) Assist state agencies in complying with the—previsiens

ef this section.
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(d)4e}> In collaboration with the Cybercrime Office of the

Department of Law Enforcement, provide training for state agency

information security managers.
(e)+£r Annually review the strategic and operational

information technology security plans of executive branch

agencies.
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agency head shall, at a minimum:
(a) Designate an information security manager to administer

the information technology security program of the state agency
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designation must be provided annually in writing to the Agency

for State Baterprise—Infermatieon Technology by January 1. A
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state agency’s information security manager, for purposes of

these information security duties, shall report directly to the

agency head.

(b) Submit to the Agency for State Ernterprise Information
Technology annually by July 31, the state agency’s strategic and

operational information technology security plans developed

pursuant to £he rules and guidelines established by the Agency

for State Enterprise TFnformation Technology.

1. The state agency strategic information technology

security plan must cover a 3-year period and, at a minimum,

define security goals, intermediate objectives, and projected
agency costs for the strategic issues of agency information
security policy, risk management, security training, security

incident response, and disaster recovery sgrvivabitity. The plan

must be based on the statewide enterprisestrategie information

technology security strategic plan created by the Agency for
State ErterpriseTInfermation Technology and include performance

metrics that can be objectively measured to reflect the status

of the state agency’s progress in meeting security goals and

objectives identified in the agency’s strategic information

security plan. Additienal—Issues—may pbe—inetuded-

2. The state agency operational information technology

security plan must include a progress report that objectively

measures progress made towards fe¥ the prior operational

information technology security plan and a project plan that

includes activities, timelines, and deliverables for security

objectives that+—subjecet—+to—eurrentreseureesy the state agency

will implement during the current fiscal year. Fhe—eest—-of
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127 | frem—eurrent—rescurcesmust be identifiedin—the plan~

128 (c) Conduct, and update every 3 years, a comprehensive risk
129 |assessment amatysis to determine the security threats to the
130 |data, information, and information technology resources of the

131 |agency. The risk assessment must comply with the risk assessment

132 methodology developed by the Agency for State Technology and
133
134
135 |be available to the Auditor General, and the Agency for State

136 |BraterpriseFnformation Technology, the Cybercrime Office of the

137 Department of Law Enforcement, and, for state agencies under the

B
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is—Fnformation 1s confidential and exempt from £he
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138 jurisdiction of the Governor, the Chief Inspector General fer

139 |performing postauds:
140 (d) Develop, and periodically update, written internal
141 |policies and procedures, which include procedures for reporting

142 information technology security incidents and breaches to the

143 |Cybercrime Office of the Department of Law Enforcement and-

144 |netifying the Agency for State Enterprise—Informatiern Technology
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146 tretdent;—oeeuwrs. Such policies and procedures must be
147 consistent with the rules, amd guidelines, and processes

148 established by the Agency for State ErterpriseInformation

149 |Technology to ensure the security of the data, information, and

150 information technology resources of the agency. The internal

151 policies and procedures that, if disclosed, could facilitate the
152 unauthorized modification, disclosure, or destruction of data or
153 information technology resources are confidential information

154 and exempt from s. 119.07(1), except that such information shall

155 |be available to the Auditor General, the Cybercrime Office of
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156 the Department of Law Enforcement, amd the Agency for State
157 Enterprise—TInformation Technology, and, for state agencies under

158 the jurisdiction of the Governor, the Chief Inspector General

159 | for—performing postauditingduties.

160 (e) Implement managerial, operational, and technical

161 appropriate——ecost—effeetive safeguards established by the Agency

162 for State Technology to address identified risks to the data,

163 information, and information technology resources of the agency.
164 (f) Ensure that periodic internal audits and evaluations of

165 |the agency’s information technology security program for the

166 |data, information, and information technology resources of the
167 agency are conducted. The results of such audits and evaluations
168 are confidential information and exempt from s. 119.07(1),

169 |except that such information shall be available to the Auditor
170 |General, the Cybercrime Office of the Department of Law

171 Enforcement, and the Agency for State Baterprise—Information

172 Technology, and, for agencies under the jurisdiction of the

173 Governor, the Chief Inspector General feor—performing

174 oot a4 2~y Aok g A
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175 (g) Include appropriate information technology security

176 |requirements in the written specifications for the solicitation
177 of information technology and information technology resources

178 and services, which are consistent with the rules and guidelines

179 |established by the Agency for State Ernterprise Information

180 Technology in collaboration with the Department of Management

181 Services.

182 (h) Provide information technology security awareness
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183 training to all state agency employees and—users—of

184 | communication—and informatien—¥reseuyrees concerning information
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technology security risks and the responsibility of employees
apre—asers to comply with policies, standards, guidelines, and
operating procedures adopted by the state agency to reduce those

risks. The training may be provided in collaboration with the

Cybercrime Office of the Department of Law Enforcement.

(i) Develop a process for detecting, reporting, and

responding to threats, breaches, or information technology

security suspeectedor econfirmed seecurity incidents that are+
iretudingsuspected—or confirmed breaches consistent with the
security rules, amd guidelines, and processes established by the
Agency for State EBraterprise Fnformatioen Technology.

1. All information technology Suspeected—eor—econfirmed
infermatien security incidents and breaches must be immediately

S
reported to the Agency for State Enterprise Fnformation

Technology.
2. For information technology security imeidents—nvelving

breaches, state agencies shall provide notice in accordance with

s 817 5681 A+ +h Nesoanesz £ Tt A g o Tt 14~
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(5)+46)> The Agency for State Erterprise Information

Technology shall may adopt rules relating to information

technology security and to administer the—preovisiens—ef this

section.
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And the title i1s amended as follows:

Delete lines 33

and insert:

to the Southwood Shared Resource Center;

- 36

COMMITTEE AMENDMENT

amending s.

282.318, F.S.; changing the name of the Enterprise

Security of Data and Information Technology Act;

defining the term “agency” as used in the act;

requiring the Agency for State Technology to establish

and publish certain security standards and processes;

requiring state agencies to perform certain security-

related duties;

conforming provisions;

3/12/2014 12:19:55 PM

requiring the agency to adopt rules;
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