HOUSE OF REPRESENTATIVES STAFF FINAL BILL ANALYSIS

BILL #: CS/HB 1315 Pub. Rec./Department of Highway Safety and Motor Vehicles
SPONSOR(S): Government Operations Subcommittee, LaMarca
TIEDBILLS: CS/HB 1313 IDEN./SIM.BILLS: CS/SB 1326

FINAL HOUSE FLOOR ACTION: 118Y’s ON’s GOVERNOR’S ACTION: Approved

SUMMARY ANALYSIS

CS/HB 1315 passedthe House on April 21, 2021, and subsequently passed the Senate on April 22, 2021.
CS/HB 1313 passed the House on April 21, 2021.

The Department of Highway Safety and Motor Vehicles (DHSMV) is in the process of developing optional
digital driver licenses and identification cards, known as Florida Smart ID. Customers can use the Smart ID to
show proof of identity or age. The Smart ID application may be downloaded and installed on a smart device.
Once downloaded, a secure enroliment process occurs using DHSMV’s Virtual Office website. DHSMV will
validate identity and eligibility to activate the Smart ID for use on the device.

CS/HB 1313, to which this bill is linked, requires DHSMV to establish digital proof of driver licenses and
identification cards. That bill also creates statutory guidelines regarding the digital driver licenses and
identification cards.

This bill, whichiis linked to the passage of CS/HB 1313, creates a public record exemption for the following
information held by DHSMV:
e Secure login credentials held by DHSMV; and
e Internet protocol addresses, geolocation data, and other information held by DHSMV which describes
the location, computer, computer system, or computer network from which a user accesses a public -
facing portal, and the dates and times that a user accesses a public-facing portal.

The bill provides that the exemption is retroactive and applies to records held by DHSMV before, on, or after
the effective date of the exemption.

The bill provides that the public record exemption is subject to the Open Government Sunset Review Act and
will repeal on October 2, 2026, unless the Legislature reviews and reenacts the exemption by that date. The
bill provides a public necessity statement as required by the Florida Constitution.

The bill may have a minimal fiscal impact on state government.

The bill was approved by the Governor on June 29, 2021, ch. 2021-236, L.O.F., and became effective on July
1, 2021.

This document does notreflecttheintentor official position of the bill sponsor or House of Representatives .
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I. SUBSTANTIVE INFORMATION
A. EFFECT OF CHANGES:
Current Situation

Public Records

Article 1, section 24(a) of the Florida Constitution sets forth the state’s public policy regarding access to
government records. This section guarantees every person a right to inspect or copy any public record
of the legislative, executive, and judicial branches of government. The Legislature, however, may
provide by general law for the exemption of records from the requirements of article I, section 24(a) of
the Florida Constitution.! The general law must state with specificity the public necessity justifying the
exemption? and must be no broader than necessary to accomplish its purpose.®

Public policy regarding access to government records is addressed further in s. 119.07(1)(a), F.S.,
which guarantees every person a right to inspect and copy any state, county, or municipal record,
unless the record is exempt. Furthermore, the Open Government Sunset Review Act* provides that a
public record or public meeting exemption may be created or maintained only if it serves an identifiable
public purpose. In addition, it may be no broader than necessary to meet one of the following purposes:

¢ Allow the state or its political subdivisions to effectively and efficiently administer a
governmental program, which administration would be significantly impaired without the
exemption.

e Protect sensitive personal information that, if released, would be defamatory or would
jeopardize an individual's safety; however, only the identity of an individual may be exempted
under this provision.

e Protect trade or business secrets.®

The Open Government Sunset Review Act requires the automatic repeal of a newly created public
record exemption on October 2nd of the fifth year after creation or substantial amendment, unless the
Legislature reenacts the exemption.®

Digital Driver License and Identification Card

The Department of Highway Safety and Motor Vehicles (DHSMV) is in the process of developing a
digital driver license and identification card known as the Florida SmartID system (SmartID). Smart ID
has multiple interactions occurring between various system components, including a Credential Service
Provider, the Smart ID device, and an associated Verifier device.

Customers can use the Smart ID to show proof of identity or age. The Smart ID application may be
downloaded and installed on a smart device. Once downloaded, a secure enrollment process occurs
using DHSMV's Virtual Office website. DHSMV will validate identity and eligibility to activate the Smart
ID for use on the device.

CS/HB 1313, to which this hill is linked, requires DHSMV to establish digital driver licenses and
identification cards. That bill also creates statutory guidelines regarding the digital driver licenses and
identification cards.

Effect of the Bill

LA, I, s.24(c), FLA. CONST.

2 This portion of a public record exemption is commonlyreferred to as a “public necessitystatement.”
SArt. 1. s.24(c), FLA. CONsT.

4S.119.15,F.S.

5S.119.15(6)(b),F.S.

6S.119.15(3),F.S.
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The bill creates a public record exemption for certain information held by DHSMV. Specifically, the bill
provides that the following information is exempt’ from public record requirements:
e Secure login credentials held by DHSMV before, on, or after the effective date of the exemption;
and
e Internet protocol addresses, geolocation data, and other information held by DHSMV which
describes the location, computer, computer system, or computer network from which a user
accesses a public-facing portal, and the dates and times that a user accesses a public-facing
portal.

The bill provides that the exemption is retroactive and applies to records held by DHSMV before, on, or
after the effective date of the exemption.

The bill defines the term “secure login credentials” as information held by DHSMV for purposes of
authenticating a user logging into a user account on a computer, a computer system, a computer
network, or an electronic device; an online user account accessible over the Internet, whether through
a mobile device, a website, or any other electronic means; or information used for authentication or
password recovery.

The bill defines the term “public-facing portal” as a web portal or computer application accessible to the
public over the Internet, whether through a mobile device, website, or other electronic means, which is
established for administering ch. 319, F.S., (motor vehicle titling); ch. 320, F.S., (motor vehicle
licenses); ch. 322, F.S., (driver licenses); ch. 328, F.S., (vessel registration or titling); or any other
provision of law conferring duties upon DHSMV.

The bill provides a public necessity statement as required by article |, section 24(c) of the Florida
Constitution. The statement includes that:

e Safeguarding the integrity and accuracy of data systems maintained by DHSMV is of paramount
public importance, as these systems comprise critical information related to driver licenses,
state identification cards, motor vehicles and vessels, and Florida Highway Patrol law
enforcement records and also comprise personal information restricted from public disclosure
by the federal Driver Privacy Protection Act of 1994;2

e Accordingly, unauthorized access to those systems poses a serious threat to the integrity and
accuracy of the data contained therein, and the unauthorized disclosure of personal information
contained in those systems may subject users to identity theft, financial harm, or other adverse
impacts.

e Development of information technology allows DHSMV to make secure transactions more
readily available to the public through expanded use of online user accounts accessible over the
Internet, including applications such as digital driver licenses, and the public release of secure
login credentials, Internet protocol addresses, geolocation data, or other information which
describes the location, computer, computer system, or computer network from which a user
accesses a public-facing portal, and the dates and times that a user accesses a public-facing
portal, would render these data systems vulnerable to unauthorized access.

e To safeguard user accounts from unauthorized access and avert the unauthorized disclosure of
personal information, it is a public necessity that secure login credentials, Internet protocol
addresses, geolocation data, and certain other information be made exempt from public records
requirements and, without the public records exemption, the effective and efficient
administration of user accounts would be hindered.

"There is a difference between records the Legislature designates exemptfrom public record requirements and those the Legislature
deems confidential and exempt. A record classified as exemptfrom public disclosure maybe disclosed under certain circumstan ces.
See WFTV, Inc. v. Sch. Bd. of Seminole, 874 S0.2d 48, 53 (Fla. 5th DCA 2004), review denied 892 So.2d 1015 (Fla. 2004); City of
Rivera Beachv. Barfield, 642 So0.2d 1135 (Fla. 4th DCA 1994); Williamsv. City of Minneola, 575 So.2d 683,687 (Fla. 5" DCA 1991). If
the Legislature designates arecord as confidential and exemptfrom public disclosure, such record maynot be released bythe
custodian of publicrecords, to anyone otherthan the persons or entities specificallydesignated in statute. See Op. Att'y Gen. Fla. 85-
62 (1985).

8 18( U.S.():. ss.2721etseq.,and s.119.0712(2),F.S.
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The bill provides that the public record exemption is subject to the Open Government Sunset Review
Act and will repeal on October 2, 2026, unless the Legislature reviews and reenacts the exemption by
that date.
Il. FISCAL ANALYSIS & ECONOMIC IMPACT STATEMENT
A. FISCAL IMPACT ON STATE GOVERNMENT:
1. Revenues:
None.
2. Expenditures:
The bill may have a negative fiscalimpact to DHSMV to comply with public records requests and
redact exempt information prior to releasing a record. Such costs, however, would be absorbed as
part of the day-to-day responsibilities of the agency.
B. FISCAL IMPACT ON LOCAL GOVERNMENTS:
1. Revenues:
None.
2. Expenditures:
None.
C. DIRECT ECONOMIC IMPACT ON PRIVATE SECTOR:
None.

D. FISCAL COMMENTS:

None.
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