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HOUSE AMENDMENT

Bill No. CS/HB 7057 (2022)
Amendment No.

CHAMBER ACTION

Senate House

Representative Giallombardo offered the following:

Amendment
Remove lines 206-238 and insert:

(c) Cybersecurity incident information reported pursuant

to s. 282.318, Florida Statutes, or s. 282.3185, Florida

Statutes.

(d) Network schematics, hardware and software

configurations, or encryption information or information that

identifies detection, investigation, or response practices for

suspected or confirmed cybersecurity incidents, including

suspected or confirmed breaches, if the disclosure of such
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information would facilitate unauthorized access to or

unauthorized modification, disclosure, or destruction of:

1. Data or information, whether physical or virtual; or

2. Information technology resources, which include an

agency's existing or proposed information technology systems.

Release of such information could place an agency at greater

risk of breaches, cybersecurity incidents, and ransomware

attacks. If information related to the coverage limits and

deductible or self-insurance amounts of cybersecurity insurance

were disclosed, it could give cybercriminals an understanding of

the monetary sum an agency can afford or may be willing to pay

as a result of a ransomware attack at the expense of the

taxpayer. In addition, critical infrastructure information is a

vital component of public safety and, if made publicly

available, could aid in the planning of, training for, and

execution of cyberattacks, thereby increasing the ability of

persons to harm individuals in this state. The recent

cybersecurity hacking and shutdown of the Colonial Pipeline by

the criminal enterprise DarkSide in 2021 and the infiltration of

the Bowman Avenue Dam in Rye Brook, New York, by Iranian hackers

in 2013 provide evidence that such criminal capabilities exist.

These events also show the crippling effect that cyberattacks on

critical infrastructure may have. Further, cybersecurity

incident information reported pursuant to s. 282.318, Florida
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Statutes, or s. 282.3185, Florida Statutes, could be used by
criminals to identify vulnerabilities that existed in an
agency's cybersecurity systems or protocols, thereby making the
agency further susceptible to additional cyberattacks. Lastly,
the release of network
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