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SUMMARY

Article I, s. 24 of the State Congtitution, permits any
person to inspect or copy public records but also
permits the Legidlature to create exemptions to this
substantive right. Section 119.071(5)(a), F.S., makes
socia security numbers (SSNs) held by an agency
confidential and exempt. Disclosure of SSNs may be
made to another government entity if necessary for that
entity to performitsduties. Further, disclosure must be
made to acommercial entity engaged in acommercial
activity provided the SSN is used for legitimate
business purposes. A verified, written request must be
received from the commercial entity prior to release.
False representation in order to obtain a SSN is a
felony of athird degree. The exemption under review
expressy does not supersede other exemptions for
SSNswhich are contained in the Florida Statutes.

Additionaly, s.119.071(5)(b), F.S., makes bank
account numbers and debit, charge, and credit card
numbers held by an agency exempt. Other sections of
the Florida Statutes a so create exemptionsfor financial
account numbers.

Both the SSN and financia account exemptions were
certified as being subject to review under the Open
Government Sunset Review Act by the Division of
Statutory Revision and will sunset October 2, 2007,
unless saved from repeal during the 2007 legidative
session. These exemptions were also reviewed by the
Committee on Judiciary because records held by court
clerks and county records are subject to standards that
differ from other agencies. See, Report No. 2007-211.

The exemption for SSNsisrecommended for retention
with modification. The exemption for financia account
numbersis recommended for retention.

BACKGROUND

Public Records — The State of Florida has a long
history of providing public access to governmental
records. The Florida Legidature enacted thefirst public
records law in 1892.) One hundred years later,
Floridians adopted an amendment to the State
Congtitution that raised the statutory right of accessto
public recordsto aconstitutional level . Article |, s. 24
of the State Constitution, provides that:

(8 Every person has the right to inspect or copy
any public record made or received in connection
with the official business of any public body,
officer, or employee of the state, or persons acting
on their behalf, except with respect to records
exempted pursuant to this section or specifically
made confidential by this Congtitution. This
section specifically includes the legidative,
executive, and judicia branches of government
and each agency or department created thereunder;
counties, municipalities, and districts; and each
constitutiona officer, board, and commission, or
entity created pursuant to law or this Constitution.

In addition to the State Constitution, the Public
Records Act,® which pre-dates the State Constitution,
specifies conditions under which public accessmust be
provided to records @ of an  agency.’
Section 119.07(1) (a), F.S., states:

! Section 1390, 1391 F.S. (Rev. 1892).

2 Article|, s. 24 of the State Constitution

3 Chapter 119, F.S.

* The word “agency” isdefined in s. 119.011(2), F.S,, to
mean “. . . any state, county, district, authority, or
municipal officer, department, division, board, bureau,
commission, or other separate unit of government created
or established by law including, for the purposes of this
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Every person who has custody of a public record
shall permit the record to be inspected and
examined by any person desiring to do so, at any
reasonable time, under reasonable conditions, and
under supervision by the custodian of the public
record.

Unless specifically exempted, al agency records are
available for public inspection. The term “public
record” is broadly defined to mean:

... dl documents, papers, letters, maps, books,
tapes, photographs, films, sound recordings, data
processing software, or other material, regardless
of the physical form, characteristics, or means of
transmission, made or received pursuant to law or
ordinance or in connection with the transaction of
official business by any agency.’

The Florida Supreme Court has interpreted this
definition to encompass all materials made or received
by an agency in connection with official business
which are used to perpetuate, communicate or
formalize knowledge.® All such materials, regardless of
whether they are in final form, are open for public
inspection unless made exempt.”

Only the Legidlatureisauthorized to create exemptions
to open government requirements.® Exemptions must
be created by general law and such law must
specifically state the public necessity justifying the
exemption. Further, the exemption must be no broader
than necessary to accomplish the stated purpose of the
law.® A bill enacting an exemption™ may not contain

chapter, the Commission on Ethics, the Public Service
Commission, and the Office of Public Counsel, and any
other public or private agency, person, partnership,
corporation, or business entity acting on behalf of any
public agency.” The Florida Constitution also establishes
aright of access to any public record made or received in
connection with the official business of any public body,
officer, or employee of the state, or persons acting on their
behalf, except those records exempted by law or the state
constitution.

® Section 119.011(11), F.S.

® Shevin v. Byron, Harless, Schaffer, Reid and Associates,
Inc., 379 So.2d 633, 640 (Fla. 1980).

" Wait v. Florida Power & Light Company, 372 So.2d 420
(Fla. 1979).

8 Articlel, s. 24(c) of the State Constitution.

° Memorial Hospital-West Volusia v. News-Journal
Corporation, 729 So. 2d 373, 380 (Fla. 1999); Halifax
Hospital Medical Center v. News-Journal Corporation,

other substantive provisions, although it may contain
multiple exemptions that relate to one subject.™

There is a difference between records that the
Legislature has made exempt from public inspection
and those that are confidential and exempt. If the
Legislature makes a record confidential and exempt,
such information may not be released by an agency to
anyone other than to the persons or entities designated
in the statute.™ If arecord is simply made exempt from
disclosure requirements an agency is not prohibited
from disclosing the record in al circumstances.*®

The Open Government Sunset Review Act ** provides
for the systematic review, through a 5-year cycle
ending October 2nd of the 5th year following
enactment, of an exemption from the Public Records
Act or the Public Meetings Law. Each year, by June 1,
the Division of Statutory Revision of the Office of
Legidative Services is required to certify to the
President of the Senate and the Speaker of the House of
Representatives the language and statutory citation of
each exemption scheduled for repea the following
year.

The act states that an exemption may be created or
expanded only if it serves an identifiable public
purpose and if the exemption is no broader than
necessary to meet the public purpose it serves. An
identifiable public purpose is served if the exemption
meets one of three specified criteria and if the
Legidature finds that the purpose is sufficiently
compelling to override the strong public policy of open
government and cannot be accomplished without the
exemption. An exemption meets the three statutory
criteriaif it:

(1) alowsthe state or its political subdivisionsto
effectively and efficiently administer a
governmental program, which administration
would be significantly impaired without the
exemption;

(2) protects information of a sensitive persona
nature concerning individuas, the release of

724 S0.2d 567 (Fla. 1999).

9 Under s. 119.15, F.S., an existing exemption may be
considered a new exemption if the exemption is expanded
to cover additional records.

1 Art. I, s. 24(c) of the State Constitution.

12 Attorney General Opinion 85-62.

B Williams v. City of Minneola, 575 So.2d 683, 687 (Fla.
5" DCA), review denied, 589 So.2d 289 (Fla. 1991).

' Section 119.15, F.S.
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which would be defamatory or cause
unwarranted damage to the good name or
reputation of such individuas, or would
jeopardize their safety; or

(3) protects information of a confidential nature
concerning entities, including, but not limited
to, aformula, pattern, device, combination of
devices, or compilation of information that is
used to protect or further abusiness advantage
over those who do not know or use it, the
disclosure of which would injure the affected
entity in the marketplace.”®

The act a so requires consideration of the following:

(1) What specific records or meetings are affected
by the exemption?

(2) Whom does the exemption uniquely affect, as
opposed to the general public?

(3) What istheidentifiable public purpose or goa
of the exemption?

(4) Can the information contained in the records
or discussed in the meeting by readily obtained
by alternative means? If so, how?

(5) Isthe record or meeting protected by another
exemption?

(6) Are there multiple exemptions for the same
type of record or meeting that it would be
appropriate to merge?

While the standards in the Open Government Sunset
Review Act may appear to limit the Legislaturein the
exemption review process, those aspects of the act that
are only statutory as opposed to constitutional, do not
limit the Legidature because one session of the
Legislature cannot bind another.’® The Legisature is
only limited in its review process by constitutional
requirements.

Further, s. 119.15(4) (e), F.S., makes explicit that:

. notwithstanding s. 768.28 or any other law,
neither the state or its political subdivisions nor
any other public body shall be made party to any
suit inany court or incur any liability for the repeal
or revival and reenactment of any exemption under
this section. The failure of the Legidature to
comply strictly with this section doesnot invalidate
an otherwise valid reenactment.

15 Section 119.15(4)(b), F.S.
18 Sraughn v. Camp, 293 So.2d 689, 694 (Fla. 1974).

Under s. 119.10(2) (a), F.S., any public officer who
violates any provision of the Public Records Act is
guilty of anoncriminal infraction, punishable by afine
not to exceed $500. Further, under paragraph (b) of
that section, a public officer who knowingly violates
theprovisionsof s. 119.07(1), F.S,, relating to theright
to inspect public records, commits a first degree
misdemeanor penalty, and is subject to suspension and
removal from office or impeachment. Any person who
willfully and knowingly violates any provision of the
chapter is guilty of a first degree misdemeanor,
punishable by potential imprisonment not exceeding
one year and a fine not exceeding $1,000.

Social Security Number Exemptions — The Socia
Security Act,” which was signed into law in 1935,
created a federal program designed to pay retired
workers age 65 or older a continuing income after
retirement. It also created programs for unemployment
insurance, old-age assistance, aid to dependent children
and grants to the states to provide various forms of
medical care™® The act aso authorized the
establishment of a record-keeping system to manage
the social security program. As a result, the social
security number (SSN) was created to assist in the
administration of social security laws by tracking
earnings to determine socia security withholdings.
Unique records are created for every person as awork
and retirement benefit record.™

A SSN is a nine-digit number assigned by the Social
Security Administration. A SSN is not just a series of
random numbers, but actualy can provide some
information about the person assigned to the SSN. For
example, the areanumbers (the first three numbersof a
SSN) reflect the state in which the number was issued.
The group numbers (the middle two numbers) indicate
the order in which the SSN was issued in each area.
The serid numbers (the last four numbers) are
randomly generated. Asaresult, aSSN may reveal the
holder’ s place of origin and relative age.

While the original intended use of a SSN was limited,
it has become the persona identifier of choice for
governmental and private entities. SSNs are used to
manage records and to facilitate data sharing, helping
to improve administration. Government agencies use

Y'H.R. 7260 (1935).

18 Historical Background and Devel opment of Social
Security, Social Security Administration webpage,
http://www.ssa.gov/history/briefhistory3.html.

¥ See dlso, ch. 650, F.S, related to social security for
public employees.
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SSNis to ensure that benefit recipients do not receive
multiple benefits, that tax registrants do not obtain
multiple homestead tax exemptions, and so forth.
Commercial entities use SSNs to identify individuals
for credit bureaus, credit card companies, and mortgage
companies, among other financial purposes.
Additionally, SSNs are used extensively outside the
financial services sector, for example, in theinsurance
industry and for medical services. Like public entities,
private entities may share information with their
contractors and sub-contractors.

While SSNs are personal identifiers, they are often
available for inspection or copying, and even for sale.
The Governmental Accountability Office (GAO),
based on a survey of federal, state, and local
governments, reported in 2004 that state agenciesin 41
states and the Digtrict of Columbia were displaying
SSNs in public records. The GAO report found that
SSNs were most often found in court and property
records.”’ One industry, information resellers or data
aggregators, collects persona information about
individuals from public and private sourcesfor resae.
An Internet search for SSNs shows that a SSN of an
individual may be purchased for asmall fee

Thereisno single law that comprehensively regulates
SSN use. Federal and state legislative responses to
privacy concerns and identity theft have been mostly
piecemeal, often applying to specificindustries but not
across the board to al entities. These lawsinclude the
Fair Credit Reporting Act (FCRA), the Fair and
Accurate Credit Transaction Act (FACTA), the
Gramm-Leach-Bliley Act (GLBA), the Drivers Privacy
Protection Act (DPPA), the Heath Insurance
Portability and Accountability Act (HIPPAA) and the
Federal Privacy Act. The Privacy Act of 1974 was one
of the first federal statutory responses to privacy
concerns.?

The Federal Privacy Act of 1974% prohibits any
Federal, state or local government agency to deny to
any individual any right, benefit, or privilege provided
by law because of such individual's refusal to disclose

% GAO, Social Security Numbers: Governments Could
Do More To Reduce Display in Public Records and on

| dentity Cards, GAO-05-59 (Washington, D.C.:
November 9, 2004).

% See, e.g., www.verifysocial securitynumber.org or
WWW.usatrace.com or www.web-detective.com.

Z pyb L. No. 93-579, 88 Stat. 1896 (codified as amended
at 5U.S.C. s. 5524)

#Section 7 of Pub. L. 93-579

his social security account number. Thisprohibitionis
inapplicableif disclosure:

» isrequired by Federa statute, or

» was required under statute or regulation
adopted prior to January 1, 1975, by aFederal,
State, or local agency maintaining a system of
recordsin existence and operating prior tothat
date to verify the identity of an individual.

Under the Federa Privacy Act, any Federd, state, or
local government agency which requests an individual
to disclose his social security account number is
required to inform that individual whether disclosureis
mandatory or voluntary, by what statutory or other
authority such number is solicited, and what uses will
be made of it.**

Other federal laws may provide additiona exemptions
to the Privacy Act. For example, the Tax Reform Act
of 1976,” expressly exempts state agencies to the
extent that socia security numbers are used "in the
adminigtration of any tax, genera public assistance,
driver'slicense, or motor vehicleregistration law within
itsjurisdiction.

The Florida Statutes contain numerous reguirements
for the collection of SSNs. A few examplesincludethe
requirement that a SSN be included on: a death
certificate;® a written judgment finding a defendant
guilty of afelony;*” an application for funeral-related
personnel;*® pleadingsfor dissolution of marriage;®® an
application for a fishing or hunting license® a
marriage license application;*® and a homestead
exemption application.®

% In the case Florida Division of Workers Compensation
v. Cagnoli, 914 So.2d 950 (Fla. 2005), the Florida
Supreme Court (FSC) upheld a decision of adistrict court
of appeal that declared invalid s. 440.192, F.S. That
section requires a petition for workers' compensation
benefits to include a social security number. The FSC held
that s. 440.192, F.S., was not enacted until 1980 and,
therefore, the provision did not fall within the exception to
the Federal Privacy Act that grandfathered requirements
for SSNsthat were in existence before January 1, 1975.

% 42 U.S.C. § 405(c)(2)(C)(i), (iv) (2000),

# Section 382.008, F.S.

%’ Section 921.241, F.S.

% Section 497.141, F.S.

# Section 61.052, F.S.

% Section 372.561, F.S.

%! Section 741.04, F.S.

% Section 196.011, F.S.
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While there are numerous statutory provisions
authorizing or requiring collection of SSNs, there are
numerous exemptions for SSNsalso.*® The exemption
under review, whichisfound in s. 119.071(5), F.S., is
the general exemption for SSNs. This exemption does
not supersede other SSN exemptions existing prior to
May 13, 2002, or created thereafter.* The subsection
contains a legidative acknowledgment of the historic
purpose for the SSN but also notes that the SSN has
become a unique numeric identifier. The provision
recognizes that the SSN can be used to perpetuate
fraud and to acquire senstive personal, financial,
medical and familial information, the release of which
could cause great financial or persona harm to the
individual. The exemption also expresdy limitsagency
collection of SSNs, stating:

An agency shall not collect an individua’s social
security number unless authorized by law to do so
or unless the collection of the social security
number is otherwise imperative for the
performance of that agency’s duties and
responsibilities as prescribed by law. Socid
security number collected by an agency must not
be collected until and unless the need for socia
security numbers has been clearly documented.

Agency recordkeeping requirementsfor agenciesusing
the SSN also are established in the subsection. An
agency that collects SSNs must segregate them on a
separate page from the rest of the record, or as
otherwise appropriate, so that the SSN may be redacted
easily. Further, an agency must provide apersonwitha
statement of the purpose for which the SSN is being
collected and used upon request, at thetime of, or prior
to, the actual collection. A SSN collected by an agency
for aparticular purpose may not be used by that agency
for any purpose other than the purpose stated.

Under the provisions of s. 119.071(5)(a)3., F.S., al
social security numbers held by an agency are
confidential and exempt from s. 119.07(1), F.S., and
s. 24(a), Art. | of the State Congtitution. As such, an
agency may not release a SSN except as provided in
statute or pursuant to court order. The provision
permits disclosure to another governmental entity or its
agents, employees, or contractors if disclosure is
necessary for the receiving entity to perform its duties
and responsibilities. Further, disclosure of SSNsto a
commercia entity engaged in the performance of a

3 A few SSN exemptionsinclude ss. 119.071(4)(a)&(d),
409.175, 717.117, 97.0585,
# Section 119.071(5)(a)10. F.S.

commercial activity as defined in s. 14.203, F.5® is
authorized, provided the SSNswill be used only in the
normal course of business for legitimate business
purposes.®® A verified, written request signed by an
authorized officer, employee or agent of the
commercial entity is required.*’

Whilethereisagenera exemption for SSNs, there are
additional exemptions protecting them, as well. For
example, s. 119.071(4)a 1, F.S., providesthat the SSNs
of al current and former agency employees which are
contained in agency employment records are exempt. If
the SSN is held by another agency that is not the
employing agency, the agency isauthorized to maintain
the exempt status only if the employee submits a
written request for confidentiality. If a commercia
entity makes a request, the custodia agency must
release the last four digits of the SSN. The entire SSN
must bereleased in alien filed with the Department of
State.® Additionally, s. 119.071(4)(d)1.-5., F.S., makes
exempt the SSNs of specified agency employeeswhen
held by their enployer.®® The SSNs in this paragraph
are not made confidential; however, agencies are not
required to provide accessto commercial entitiesunder
this paragraph.”

% Section 14.203(1)(a), F.S., defines “commercial
activity” to mean an activity that provides a product or
service that is available from a private source.

% A “legitimate business purpose” is defined to include
verification of the accuracy of personal information
received by acommercial entity in the normal course of
its business; use in acivil, criminal, or administrative
proceeding; use for insurance purposes; usein law
enforcement and investigation of crimes; usein
identifying and preventing fraud; use in matching,
verifying or retrieving information; and use in research
activities. A legitimate business purpose does not include
the display or bulk sale of social security numbersto the
general public or the distribution of such numbersto any
customer that is not identifiable by the distributor.

3" Section 92.525, F.S., provides for verification of written
documents under penalty of perjury, which is afelony of
the third degree. Sections 775.082 and 775.083, F.S,,
provide for aterm of imprisonment not exceeding 5 years
and afine not to exceed $5,000.

% A portion of this exemption will repeal

October 2, 2009, unless review and retained by the
Legidature.

% An employee protected by this provision may filea
written request for maintenance of the exemption with
another custodial agency, thereby extending the scope of
this exemption.

“0 Some of the exemptions in this section are subject to
future sunset review and repeal.



Open Government Sunset Review of Section 119.071(5)(a) and (b), F.S., Relating to Social Security Numbers and

Page 6 Financial Account Numbersheld by Agencies

The statement of public necessity for the exemption
under review contains a legidative finding that the
SSN is the only nationwide, unique numeric form of
identification existing in the United States. Further, it
finds that SSNs are of a sensitive personal nature and
may be the link to an individual’ s personal, financial,
medical, or familia records. As such, the Legidature
found that disclosure of a SSN can be used to
perpetrate fraud and cause great harm to aperson or his
or her family, as well as result in an unwarranted
invasion into the life and personal privacy of aperson.
Assuch the harm from disclosing aSSN outweighs any
public benefit that can be derived from widespread and
unregulated public access. The public necessity
statement, however, aso notes that responsible
commercial use of SSNs does not result in personal or
financial harm but alows more complete identity
verification, thereby enhancing the mutual benefits of
the commercial relationship.

Financial Account Number Exemptions — Bank
account numbers and debit, charge, and credit card
numbers held by an agency are exempt under
s. 119.071(5)(b), F.S. The public necessity statement
for the exemption notesthat these account numbersare
of asensitive, personal nature and that “. . . disclosure
would create the opportunity for theft or fraud, thereby
jeopardizing the financial security of an individual.”
Permitting access to these account numbers could also
interfere with an individual’s willingness to pay a
financial debt owed to an agency or to otherwise
provide such numbersto an agency for the furtherance
of that agency’s duties and responsibilities. As such,
the effective and efficient administration of agency
programs would be significantly impaired.

Other exemptionsfor account numbersare providedin
Floridalaw. A few examplesinclude, s. 624.23, F.S,,
which exempts all bank account numbers and debit,
charge, and credit card numbers of aconsumer held by
the Department of Financial Services or the Office of
Insurance Regulation; s. 717.117(8), F.S., which
exemptsfinancia account numberscontained in certain
reports of the Department of Financial Services; and
s. 215.322(6), F.S., which exempts credit card numbers
held by avariety of governmental entities.

Section 215.322(1), F.S., provideslegidativeintent for
state agencies, the judicial branch, and units of local
government to make their goods, services, and
information more convenient to the public through the
acceptance of payments by credit cards, charge cards,
and debit cards to the maximum extent practicable

when the benefits to the participating agency and the
public substantiate the cost of accepting these types of
payments. Section 215.322(2), F.S., authorizes a state
agency, as defined in s. 216.011(1)(qq), F.S.,* or the
judicia branch, to accept credit cards, charge cards, or
debit cards in payment for goods and services with the
prior approval of the Chief Financia Officer.
Convenience fees are authorized by subsection (3) for
credit card, charge card, and debit card payments.
While this section regulates acceptance of credit,
charge, or debit cards, mysterioudy, the related
exemption in subsection (6) only exempts credit card
numbers. That subsection states:

Credit card numbers in the possession of a state
agency, a unit of local government, or the judicial
branch are confidential and exempt from the
provisons of s 119.07(1), F.S. [emphasis
added].*?

METHODOLOGY

Federal and Florida laws were reviewed, as were the
laws of severa states. Additionaly, state and local
agencieswere surveyed regarding their implementation
of the exemption. Reports of commercial entities that
have requested access to SSNs were also reviewed.

FINDINGS

Social Security Number Exemptions— Regardless of
theoriginal intent for the SSN, it hasbecome anationa
identifier of individuals that is used by federal, state,

! This section states, “* State agency’ or ‘agency’ means
any official, officer, commission, board, authority,
council, committee, or department of the executive branch
of state government. For purposes of this chapter and
chapter 215, ‘state agency’ or ‘agency’ includes, but is not
limited to, state attorneys, public defenders, the capital
collateral regional counsels, the Justice Administrative
Commission, the Florida Housing Finance Corporation,
and the Florida Public Service Commission. Solely for the
purposes of implementing s. 19(h), Art. 111 of the State
Congtitution, the terms * state agency’ and ‘ agency’

include the judicial branch.”

“2 In contrast to the exemption under review, this
exemption makes credit card numbers confidential and
exempt, not just exempt. Further, this exemption expressly
includes the courts. Under Locke v. Hawkes, 595 So.2d 32
(Fla. 1992), the Florida Supreme Court found that the
definition of “agency” in ch. 119, F.S., was intended to
apply only to executive branch agencies and officers and
to local governmental entities and their officers.
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and local agencies, aswell asby commercial, financid,
insurance and medical entities.*® While use of the SSN
is widespread, there is no single law regulating use of
SSNs, but instead there is a patchwork of Federa and
Florida laws affecting their use.

When performing an Open Government Sunset
Review, consideration of a variety of factors is
required.** The exemption under review protects a
variety of documents, but only protectsthe SSN within
those documents. As such, the exemption is narrowly
drafted and not overbroad. Further, the exemption
protects each person who has been assigned a SSN who
has provided that SSN to an agency. The identifiable
public purpose or goal of the exemption is to protect
the person who has been assigned the SSN from fraud
or other harm by the disclosure of that number while
still permitting commercial access for lawful business
purposes. The SSN may be obtained from avariety of
commercial sourcesfor afee. *® Additionally, theremay
be instances where the number is not protected from
government sources. For example, certain liensrequire
the inclusion of SSNs. As the SSN is a unique
identifier used in government, business, and health
care, a complete bar to access is not only impractical,
but could affect agency operations, commerce, the
insurance industry and hedth care, among other
activities. The Legidature has attempted to strike a
balance between the need to protect the individual
assigned the SSN while still recognizing the need of
agenciesto usethe SSN, aswell asthat of businessesto
access it for legitimate business purposes. As such, it
appears that the exemption for SSNs meets the

“3 Commercial entity reports filed by agencies, including
local governmental entities, show that commercial entities
do request SSNs from agencies. These reports, however,
do not appear to be particularly reliable as there are wide
disparities between entities, some of which are not logical.
For example, some cities note numerous requests for
SSNis by funeral homes, yet other citiesfail to report any
reguests by funeral homes.

“ Section 119.15(6)(a), F.S.

“> Compromise of sensitive information held in databases
of private industry is not unknown. For example, it was
reported by CNN on February 17, 2005, that criminals
posing as legitimate businesses gained accessto SSNs and
credit information of individualsin the database of
ChoicePoint, Inc., placing approximately 145,000
consumers at risk for identity theft and fraud (about
10,000 of the 145,000 were Floridians). Further, on
March 10, 2005, the Washington Post reported a database
breach at LexisNexis Group, apparently by unauthorized
use of passwords of legitimate customers. This breach was
reported to have affected 32,000 consumers.

identifiable public purposerequired by s. 119.15, F.S,
of protecting information of a sensitive personal nature
concerning individuals, the release of which could
jeopardize their safety.*

Financial Account Number Exemptions—TheOpen
Government Sunset Review Act requires consideration
of avariety of factorsin the review of an exemption.*
The specific recordsthat are affected by the exemption
are bank account numbers, debit, charge and credit
card numbers held by an agency. The exemption
uniquely affectsthe person who ownsor isassigned the
financial accounts. These account numbersare used by
agencies, individuas, and business entities in
commerce, but they are closely-held and not generally
availabletothe public. Theexemptionins. 215.322(6),
F.S, is a pardlel genera exemption for financial
account numbers. That exemption, however, is not as
comprehensive asit only protects credit card numbers.
On the other hand, it expresdly applies to the courts,
whereas the exemption under review applies to
agencies as defined in ch. 119, F.S. The exemption
under review appears to meet two of the bases
supporting an exemption under the Open Government
Sunset Review Act. First, the exemption permits an
agency to effectively and efficiently administer a
governmental program, the administration of which
would be significantly impaired without the exemption.
Second, the exemption protects sensitive, personal
information of individuals, the release of which could
damage them financially. As a result, continued
protection of financial account numbers held by
agenciesis advisable.

Further, it must be noted that the exemption in
s. 215.322(6), F.S., does not protect al the financial
account numbers authorized to be collected under the
section. Such information is protected under the
exemption under review; however, it is not clear that
thisinformation is protected in court records. Assuch,
the exemptionin s. 215.322(6), F.S., isredundant and
deficient, but also more inclusive than the exemption
under review.

RECOMMENDATIONS

Based upon the Open Government Sunset Review of
s. 119.071(5)(a), F.S., it is recommended that the
exemption for socia security numbersberetained. The

“6 Section 119.15(6)(b), F.S.
“" Section 119.15(6)(a), F.S.
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section should be revised to emphasize and clarify
recordkeeping and reporting requirements, aswell asto
standardize the exemption. The Legisature also may
wish to consider requiring the performance of another
compliance review by agencies as well. Further, the
Legislature may wish to consider improving and
standardizing the commercid entity reportsrequired by
the section.

Additionally, based upon the Open Government Sunset
Review of s. 119.071(5)(b), F.S., it is recommended
that the exemption for bank account numbers and
debit, charge, and credit card numbers held by an
agency, be retained. The Legislature may wish to
consider repealing the exemption for credit card
numbersin s. 215.322(6), F.S. Further, to ensure the
protection of such information in court records, the
L egislature may wish to consider adding areferenceto
the exemption under review in s. 119.07(6), F.S.,® so
that it is clear that credit, charge, debit and bank
account numbers would be protected in court records.
Consideration of the findings and recommendations of
the Judiciary Committee in Report No. 2007-211
would be appropriate prior to making a determination,
however.

“8 Section 119.07(6), F.S., provides: “Nothing in this
chapter shall be construed to exempt from subsection (1) a
public record that was made a part of a court file and that
isnot specifically closed by order of court, except as
provided in s. 119.071(1)(d) and (f), (2)(d), (€), and (f),
and (4)(c) and except information or records that may
reveal the identity of a person who isavictim of a sexual
offense as provided in s. 119.071(2)(h).” See, however,
Fla. R .Jud Admin. Rule 2.051(c)(7)(8) and (9) which
makes confidential all records made confidential under the
Floridaand U.S. Constitutions; which makes confidential
all records presently deemed to be confidential by court
rule, by prior case law of the State of Florida, and by rules
of the Judicial Qualifications Commission; and which
makes confidential any court record determined to be
confidential in case decision or court rule on the grounds
that confidentiality is required to avoid substantial injury
to innocent third parties.



